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1: Using This Guide

Purpose and Audience

This guide provides the information needed to configure, use, and update the
MatchPort b/g Pro™. It is for software developers and system integrators who are
embedding the MatchPort b/g Pro in their designs.

Note: This guide occasionally refers to the MatchPort b/g Pro as just the MatchPort.

Summary of Chapters

The remaining chapters in this guide include:

Chapter Description

2: Introduction Main features of the product and the protocols it supports.
Includes technical specifications.

3: Using Devicelnstaller Instructions for viewing the current configuration using
Devicelnstaller.

4: Configuration Using Web Manager Instructions for accessing Web Manager and using it to
configure settings for the MatchPort b/g Pro.

5: Network Settings Instructions for using the web interface to configure
Ethernet and WLAN settings.

6: Line, Tunnel, Terminal, and Host Instructions for using the web interface to configure line,
Settings tunnel, terminal, and host settings.
7: Configuration Pin Manager Information about the Configurable Pin Manager (CPM)

and how to set the configurable pins to work with a device.

8: Services Settings Instructions for using the web interface to configure
settings for DNS, SNMP, FTP, and other services.

9: Security Settings Instructions for using the web interface to configure SSH
and SSL security settings.

10: Maintenance and Diagnostics Instructions for using the web interface to maintain the
Settings MatchPort b/g Pro, view statistics, files, and logs, and
diagnose problems.

11: Advanced Settings Instructions for using the web interface to configure email,
CLI, and XML settings.

12: Point-to-Point Protocol (PPP) Description of PPP on the MatchPort b/g Pro.
13: Tunneling Information about tunneling features available on the serial
lines.

MatchPort b/g Pro User Guide 9



1: Using This Guide

Chapter Description

14: Security in Detall Description and configuration of SSH and SSL security
settings.

15: Branding the MatchPort b/g Pro Instructions for customizing the MatchPort b/g Pro.

16: Updating Firmware Instructions for obtaining the latest firmware and updating
the MatchPort b/g Pro.

A: Technical Support Instructions for contacting Lantronix Technical Support.

B: Binary to Hexadecimal Instructions for converting binary values to hexadecimals.

C: Warranty Lantronix's warranty statement.

Additional Documentation

The following documents are available on the product CD or the Lantronix Web site
(www.lantronix.com):

Document Description

MatchPort b/g Pro Information about the MatchPort b/g Pro hardware, testing
Integration Guide the MatchPort b/g Pro using the demonstration board, and
integrating the MatchPort b/g Pro into your product.

MatchPort b/g Pro Instructions for accessing Command Mode (the command
Command Reference line interface) using a Telnet connection or through the
serial port. Detailed information about the commands.

MatchPort Demo Kit Instructions for getting the MatchPort b/g Pro demonstration

Quick Start board up and running.
Devicelnstaller Instructions for using the Lantronix Windows-based utility to locate
Online Help the MatchPort b/g Pro and to view its current settings.

Com Port Redirector  Instructions for using the Lantronix Windows-based utility to

Quick Start and create virtual com ports.

Online Help

Secure Com Port Instructions for using the Lantronix Windows-based utility to
Redirector User create secure virtual com ports.

Guide

MatchPort b/g Pro User Guide 10
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2: Introduction

The MatchPort b/g Pro embedded Wireless 802.11 Device Server is a complete
network-enabling solution on a 1.75"x1.75" PCB. This miniature device server
empowers original equipment manufacturers (OEMSs) to go to market quickly and
easily with wireless 802.11 networking and web page serving capabilities built into

their products.

Key Features

*

Applications

Power Supply: Regulated 3.3V input required. There is a step-down
converter to 1.5 volts for the processor core. All voltages have LC
filtering to minimize noises and emissions.

Controller: A Lantronix DSTni-FX 32-bit microprocessor, running at
166 MHz internal bus and 83 MHz external bus.

Memory: 8 MB Flash and 8 MB SDRAM. Please contact your sales
representative if you need larger memory sizes.

Wireless: IEEE 802.11 b/g radio fully compliant with 802.11i security
specifications.

Ethernet: Optional 10/100 Mbps Ethernet transceiver (requires
external magnetics and RJ45)

Serial Ports: Two full, RS232-supporting serial ports with all hardware
handshaking signals. Baud rates can be standard or customized up to
230 Kbps. Port 1 also supports RS422 and RS485.

Configurable 10 Pins (CPs): Up to seven pins are configurable as
general purpose 1/Os if no DTR or DCD is used on serial ports. Not
5V tolerant.

Interface Signals: 3.3V-level interface signals.

Temperature Range: Operates over an extended temperature range
of -40°C to +70°C.

The MatchPort b/g Pro device server connects serial devices such as those listed
below to Ethernet Wi-Fi networks using the IP protocol family.

*

*
*
L 2

Medical devices
ATM machines
POS equipment

Telecommunications equipment

MatchPort b/g Pro User Guide
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2: Introduction

*
*
2

Security alarms and access control devices
Handheld instruments

Time/attendance clocks and terminals

Protocol Support

The MatchPort b/g Pro device server contains a full-featured TCP/IP stack.
Supported protocols include:

*

Evolution OS™

ARP, IP, UDP, TCP, ICMP, BOOTP, DHCP, Auto IP, Telnet, DNS,
FTP, TFTP, HTTP(S), SSH, SSL/TLS, SNMP, SMTP, RSS, PPP and
Syslog for network communications and management.

TCP, UDP, TCP/AES, UDP/AES, Telnet, SSH and SSL/TLS for
tunneling to the serial port.

TFTP, FTP, and HTTP for firmware upgrades and uploading files.

IEEE802.11bg, WPA, WPA2/IEEE802.11i, IEEE802.1X, Personal
(PSK), Enterprise (EAP-TLS, EAP-TTLS, PEAP, LEAP) for wireless
connectivity.

MatchPort b/g Pro incorporates Lantronix’s Evolution OS™. Key features of the
Evolution OS™ include:

*

*

L 2

® 6 6 O o

Built-in Web server for configuration and troubleshooting from Web-
based browsers

CLI configurability

Wireless Interface (802.11 b/g) with WEP, WPA, IEEE 802.11i (WPA2-
Personal, WPA2-Enterprise) protection.

SNMP management

XML data transport and configurability

Really Simple Syndication (RSS) information feeds
Enterprise-grade security with SSL and SSH

Comprehensive troubleshooting tools

Additional Features

Modem Emulation

In modem emulation mode, the MatchPort b/g Pro can replace dial-up modems. The
unit accepts modem AT commands on the serial port, and then establishes a network
connection to the end device, leveraging network connections and bandwidth to
eliminate dedicated modems and phone lines.

MatchPort b/g Pro User Guide
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2: Introduction

Web-Based Configuration and Troubleshooting

Built upon popular Internet-based standards, the MatchPort b/g Pro enables users to
configure, manage, and troubleshoot efficiently through a simplified browser-based
interface that is accessible anytime from anywhere. All configuration and
troubleshooting options are launched from a well-organized, multi-page interface.
Users can access all functionality via a Web browser, allowing them flexibility and
remote access. As a result, users can enjoy the advantages of decreased downtime
(based on the troubleshooting tools) and the ability to implement configuration
changes easily (based on the configuration tools).

Command-Line Interface (CLI)

Making the edge-to-enterprise vision a reality, the MatchPort b/g Pro with the
Evolution OS™ uses industry-standard tools for configuration, communication, and
control. For example, the Evolution OS™ uses a Command Line Interface (CLI)
whose syntax is very similar to that used by data center equipment such as routers
and hubs.

SNMP Management

The MatchPort b/g Pro supports full SNMP management, making it ideal for
applications where device management and monitoring are critical. These features
allow networks with SNMP capabilities to correctly diagnose and monitor MatchPort
b/g Pro.

XML-Based Architecture and Device Control

XML is a fundamental building block for the future growth of M2M networks. The
MatchPort b/g Pro supports XML-based configuration setup records that makes
device configuration transparent to users and administrators. The XML is easily
editable with a standard text or XML editor.

Really Simple Syndication (RSS)

The MatchPort b/g Pro supports Really Simple Syndication (RSS), a rapidly emerging
technology for streaming and managing on-line content. RSS feeds all the
configuration changes that occur on the device. An RSS aggregator then reads
(polls) the feed. More powerful than simple email alerts, RSS uses XML as an
underlying Web page transport and adds intelligence to the networked device while
not taxing already overloaded email systems.

Enterprise-Grade Security

Without the need to disable any features or functionality, the Evolution OS™ provides
the MatchPort b/g Pro the highest level of security possible. This ‘data center grade’
protection ensures that each device on the M2M network carries the same level of
security as traditional IT networking equipment in the corporate data center.

By protecting the privacy of serial data transmitted across public networks, users can
maintain their existing investment in serial technology, while taking advantage of the
highest data-protection levels possible.

MatchPort b/g Pro User Guide 13



2: Introduction

SSH and SSL can:

¢ Verify the data received came from the proper source

¢ Validate that the data transferred from the source over the network
has not changed when it arrives at its destination (shared secret and
hashing)

¢ Encrypt data to protect it from prying eyes and nefarious individuals

Provide the ability to run popular M2M protocols over a secure SSH or
SSL connection

In addition to keeping data safe and accessible, the MatchPort b/g Pro has robust
defenses to hostile Internet attacks such as denial of service (DoS), which can be
used to take down the network. Moreover, the MatchPort b/g Pro cannot be used to
bring down other devices on the network.

You can use the MatchPort b/g Pro with Lantronix’s Secure Com Port Redirector
(SCPR) to encrypt COM port-based communications between PCs and virtually any
electronic device. SCPR is a Windows application that creates a secure
communications path over a network between the computer and serial-based devices
that are traditionally controlled via a COM port. With SCPR installed at each
computer, computers that were formerly “hard-wired” by serial cabling for security
purposes or to accommodate applications that only understood serial data can
instead communicate over an Ethernet network or the Internet.

Terminal Server/Device Management

Remote offices can have routers, PBXs, servers and other networking equipment that
require remote management from the corporate facility. The MatchPort b/g Pro easily
attaches to the serial ports on a server, Private Branch Exchange (PBX), or other
networking equipment to deliver central, remote monitoring and management
capability.

With the menu system on the MatchPort, connections to the console ports of the
attached devices as well as Ethernet hosts, such as Unix servers or another
MatchPort, can easily be picked from a user-defined menu. This allows console ports
across multiple devices to be accessed from one MatchPort.

Troubleshooting Capabilities

The MatchPort b/g Pro offers a comprehensive diagnostic toolset that lets you
troubleshoot problems quickly and easily. Available from the Web Manager, CLI, and
XML interfaces, the diagnostic tools let you:

¢ View critical hardware, memory, MIB-II, buffer pool, and IP socket
information.

¢ Perform ping and traceroute operations.
¢ Conduct forward or backup DNS lookup operations.

¢ View all processes currently running on the MatchPort b/g Pro,
including CPU utilization and total stack space available.

MatchPort b/g Pro User Guide 14



2: Introduction

Configuration Methods

After installation, the MatchPort b/g Pro requires configuration. For the unit to operate
correctly on a network, it must have a unique IP address on the network. There are
three basic methods for logging into the MatchPort b/g Pro and assigning IP
addresses and other configurable settings:

Devicelnstaller: Configure the IP address and related settings and view current
settings on the MatchPort b/g Pro using a Graphical User Interface (GUI) on a PC
attached to a network. (See 3: Using Devicelnstaller.)

Web Manager: Through a web browser, configure the MatchPort b/g Pro’s settings
using the Lantronix Web Manager. (See 4: Configuration Using Web Manager.)

Command Mode: There are two methods to accessing Command Mode: making a
Telnet connection or connecting a terminal (or a PC running a terminal emulation
program) to the unit's serial port. (See the MatchPort b/g Pro Command Reference
Guide for instructions and available commands.)

XML: The MatchPort b/g Pro supports XML-based configuration and setup records
that make device configuration transparent to users and administrators. The XML is
easily editable with a standard text or XML editor. (See the MatchPort b/g Pro
Command Reference Guide for instructions and commands.)

Addresses and Port Numbers

Hardware Address

The hardware address is also referred to as the Ethernet address or MAC address.
The first three bytes of the Ethernet address are fixed and read 00-20-4A, identifying
the unit as a Lantronix product. The fourth, fifth, and sixth bytes are unique numbers
assigned to each unit.

Figure 2-1. Sample Hardware Address

00-20-4A-14-01-18 or 00:20:4A:14:01:18

IP Address

Every device connected to an IP network must have a unique IP address. This
address references the specific unit.

Port Numbers

Every TCP connection and every UDP datagram is defined by a destination and
source IP address, and a destination and source port number. For example, a Telnet
server commonly uses port number 23.

The following is a list of the default server port numbers running on the
MatchPort b/g Pro:
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® & 6 6 O 6 O O o o

TCP Port 22: SSH Server (Command Mode configuration)
TCP Port 23: Telnet Server (Command Mode configuration)
TCP Port 80: HTTP (Web Manager configuration)

TCP Port 443: HTTPS (Web Manager configuration)

UDP Port 161: SNMP

TCP Port 21: FTP

UDP Port 69: TFTP

UDP Port 30718: LDP (Lantronix Discovery Protocol) port
TCP/UDP Port 10001: Tunnel 1

TCP/UDP Port 10002: Tunnel 2

Product Information Label

The product information label on the unit contains the following information about the

specific unit:

® & o o o

Part Number

Bar code

Serial number

Product ID (name)

Part number

Hardware address (MAC address)

Figure 2-2. Product Label

MatchPortbig Fro |

LANTRONLX
AHACETRARIDAMMHI | wac Address
{00-20-4A-82-53-FF)
{MF1001000G-01) Rew_ (AT1)
Pat 4072470 (D4WS1)
FCC ID: REEMPEGPRO
IC: 23674 - MPEGFRO

CE06810

Made in (Couniry)

Revision
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3: Using Devicelnstaller

This chapter covers the steps for locating a MatchPort b/g Pro unit and viewing its
properties and device details.

Note: For instructions on using Devicelnstaller to configure the IP address and
related settings or for more advanced features, see the Device Installer online Help.

The MatchPort’'s default configuration is as follows:

¢ Two default profiles:

Infrastructure Mode SSID: Lantronix Initial Infra Network
Ad hoc mode SSID: Lantronix Initial Adhoc Network

Note: Both of these profiles are enabled by default. Infrastructure
Mode is the first choice, then AdHoc mode. You can set your AP to
match an SSID of Lantronix Initial Infra Network or connect with
another wireless card in Adhoc mode with an SSID of Lantronix
Initial Adhoc Network.
¢ No encryption
¢ BOOTP, DHCP, and AutolP enabled.
The computer on which Devicelnstaller will be installed needs to have access to a
wireless card with the same settings. Set the IP address to 0.0.0.0.

Note: AutolP generates a random IP address in the range 169.254.0.1 to
169.254.255.254 if no BOOTP or DHCP server is found

Accessing MatchPort b/g Pro using Devicelnstaller

Note: Make note of the MAC address. It is needed to locate the MatchPort
b/g Pro using Devicelnstaller.

Follow the instructions on the product CD to install and run Devicelnstaller.
1. Click Start>Programs - Lantronix->Devicelnstaller>Devicelnstaller.

2. Click the MatchPort folder. The list of Lantronix MatchPort b/g Pro devices
available displays.

3. Expand the list of MatchPorts by clicking the + symbol next to the MatchPort b/g
Pro icon. Select the MatchPort b/g Pro unit by clicking its IP address to view its
configuration.

Viewing the MatchPort b/g Pro’s Current Configuration

1. Inthe right page, click the Device Details tab. The current MatchPort b/g Pro
configuration displays:
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3: Using Devicelnstaller

Note: The settings are display only in this table unless otherwise noted.

Current Settings Description

Name Name identifying the MatchPort b/g Pro.

Group Configurable field. Enter a group to categorize the MatchPort
b/g Pro. Double-click the field, type in the value, and press
Enter to complete. This group name is not visible on other
PCs or laptops using Devicelnstaller.

Comments Configurable field. Enter comments for the MatchPort b/g
Pro. Double-click the field, type in the value, and press Enter
to complete. This description or comment is local to this PC
and is not visible on other PCs or laptops using
Devicelnstaller.

Device Family Displays the MatchPort b/g Pro’s device family type as
MatchPort.

Type Displays the device type as MatchPort b/g Pro.

ID Displays the MatchPort b/g Pro’s ID embedded within the unit.

Hardware Address Displays the MatchPort b/g Pro’s hardware (MAC) address.

Firmware Version Displays the firmware currently installed on the MatchPort b/g
Pro.

Extended Firmware Provides additional information on the firmware version.

Version

Online Status Displays the MatchPort b/g Pro’s status as online, offline,

unreachable (the MatchPort b/g Pro is on a different subnet),
or busy (the MatchPort b/g Pro is currently performing a task).

Telnet Enabled Indicates whether Telnet is enabled on this MatchPort b/g Pro.

Telnet Port Displays the MatchPort b/g Pro’s port for Telnet sessions.

Web Enabled Indicates whether Web Manager access is enabled on this
MatchPort b/g Pro.

Web Port Non-configurable field. Displays the MatchPort b/g Pro’s port
for Web Manager configuration.

Maximum Baud Rate Displays the MatchPort b/g Pro’s maximum baud rate.

Supported

Firmware Upgradeable Displays True, indicating the MatchPort b/g Pro’s firmware is

upgradeable as newer version become available.

IP Address Displays the MatchPort b/g Pro’s current IP address. To
change the IP address, click the Assign IP button on the
Devicelnstaller menu bar.
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Current Settings Description

IP Address was Displays Dynamically if the MatchPort b/g Pro automatically
Obtained received an IP address (e.g., from DHCP). Displays Statically
if the IP address was entered manually.

If the IP address was assigned dynamically, 2-4 of the
following fields display:

Obtain via DHCP with values of True or False.
Obtain via BOOTP with values of True or False.
Obtain via RARP with values of True or False.

Obtain via AutolP with values of True or False.

Subnet Mask Displays the subnet mask specifying the network segment on
which the MatchPort b/g Pro resides.

Gateway Displays the IP address of the router of this network. There is
no default.

Number of Ports Displays the number of ports on this MarchPort b/g Pro.

Supports Configurable Displays True, indicating configurable pins are available on

Pins the MatchPort b/g Pro.

Supports Email Triggers  Displays True, indicating email triggers are available on the
MatchPort b/g Pro.

Telnet Enabled Indicates whether Telnet is enabled on this MatchPort b/g Pro.

Telnet Port Displays the MatchPort b/g Pro’s port for Telnet sessions.

Web Enabled Indicates whether Web Manager access is enabled on this
MatchPort b/g Pro.

Web Port Non-configurable field. Displays the MatchPort b/g Pro’s port
for Web Manager configuration.

Maximum Baud Rate Displays the MatchPort b/g Pro’s maximum baud rate.

Supported

Firmware Upgradeable Displays True, indicating the MatchPort b/g Pro’s firmware is

upgradeable as newer version become available.
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This chapter describes how to configure the MatchPort b/g Pro using Web Manager,
Lantronix’s browser-based configuration tool. The unit's configuration is stored in
nonvolatile memory and is retained without power. All changes take effect
immediately, unless otherwise noted.

Accessing Web Manager Through a Web Browser

Log into the MatchPort b/g Pro using a standard Web browser.

Note: Alternatively, access the Web Manager by selecting the Web
Configuration tab on the Devicelnstaller window.

To access Web Manager:

1. Open a standard web browser (such as Netscape Navigator 6.x and above,
Internet Explorer 5.5. and above, Mozilla Suite, Mozilla Firefox, or Opera).

2. Enter the IP address of the MatchPort b/g Pro in the address bar.

Note: The IP address may have been assigned manually using Devicelnstaller or
the serial port (see the MatchPort b/g Pro Quick Start) or automatically by DHCP.

3. Enter your user name and password.

Note: The factory-default user name is admin and the factory-default password
is PASS.

The Web Manager home page displays.

Note: The MatchPort b/g Pro Status page (the home page) displays the
common MatchPort b/g Pro configuration and product information.
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Figure 4-1. Web Manager Home Page

Matchrort™b/g Pro

LANTRONIX®
EVOLUTION OS"

Device Status

Product Type: Lantronix MatchPort by Pro
Firmware Version: 1.0.0.0R2

Build Date: War 27 2008 (11:32:32)
Serial Number: oooooo1s

Uptime: 0 days 00:34:34
Permanent Config: Saved

Interface: wiand

Link: Established {gwerty)

MAC Address: 00:20:42:80:8c:8f

Host:

IP Address: 192.168.10.118 / 265.255.255.0 (DHCH)

Default Gateway:

192.168.10.1 (DHCP)

Domain:

int. lantronix. com (DHCR)

Primary DNS:

172.16.1.4 (DHCF)

Secondary DNS:

Line 1:

67.134.130.200 (DHCF)

RS232, 115200, M, 8, 1, None

Line 2:

Tunnel 1:

RE232, 9600, M, 8, 1, None

Disabled Wiiaiting

Tunnel 2:

Digabled Waiting

Copyright @ Lantranix, Inc. 2007-2008. Al rights reserved.
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Understanding the Web Manager Pages
Figure 4-2 shows the areas of a typical Web Manager page.

Figure 4-2. Components of the Web Manager Page

:
Header—s MatchPort™b/g Pro &Simion os-

__________________________________________
This page is used to vievy the
status of the Metwork interface on
the device.

Iltems to configure EE—— Network 2

[ Lk
| -
Configuration

There are twa columnz displayed.
The first column shows the current
operational settings. The second
column shovws the expected
seftings after the device is
rebooted.

If bath BOOTP and DHCP are turned

Links to sub pages

Menu Bar —p Network 1 (ethO) |n‘te|’face Sta‘tus on, DHCP will run, but not BOGTP.
When BOCTP or DHCP fails to
Current After Reboot dizcover an IP &ddress, a new
. address will automatically be
BOOTP Client: Off Off generated using AutolP. This
H . address will be within the
DHCP Client: Off Off 159,254 1 x space.
IP Address: 172.19.213.40 172.19.213.40
Entry area for
Configuration Settings efault Gateway: <Monex <Monex
Hostname: <Mone= “Mone=
Domain: <Mone= “Mone=
DNS Suffix Search List: “Mone=
DHCP Client 1D: <Mone= “Mone=

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
Network Mask: 256.255.0.0 256.255.0.0 1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

Footer

Copyright @ Lantronix, Inc. 2007, All rights reserved. 1

Information
area

¢ The header always displays at the top of the page. The header
information remains the same regardless of the page displayed.

¢ The menu bar always displays at the left side of the page, regardless
of the page displayed. The menu bar lists the names of the pages
available in the Web Manager. To display a page, click it in the menu
bar.

¢ The main area of the page has from one to three sections:

At the very top, many pages, such as the one in the example above,
enable you to link to sub pages. On some pages, you must also select
the item you are configuring, such as a line or a tunnel.
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In the middle section of many pages, you can select or enter new
configuration settings. After you change settings, click the Submit button
to apply the change. Some settings require you to reboot the MatchPort
b/g Pro before the settings take effect. Those settings are identified in
the appropriate sections in this chapter.

Note: Some pages display information such as statistics in this
area rather than allow you to enter settings.

The bottom section of most pages shows the current configuration. In
some cases you can take an action such as resetting.

¢ The information area shows information or instructions associated
with the page.

¢ The footer displays at the bottom of the page. It contains copyright
information and a link to the Lantronix home page.

Navigating Through the Web Manager

The Web Manager provides an intuitive point-and-click interface. A menu bar at the
left side of each page provides links you can click to navigate from one page to
another. Some pages are read-only, while others let you change configuration
settings.

Note: There may be times when you must reboot the MatchPort b/g Pro for
the new configuration settings to take effect. The chapters that follow indicate
when a change requires a reboot.

Summary of Web Manager Pages

Page Description See
Page
Status Displays product information and network, line, and 33

tunneling settings.

Network Displays status and lets you configure the network 34
interfaces (Ethernet and WLAN on the MatchPort b/g
Pro). The WLAN interface also lets you perform a scan
of the wireless environment.

WLAN Profiles  Lets you to view, create, delete, and modify a WLAN 42
profile

Line Displays statistics and lets you change the current 53
configuration and Command mode settings of two serial
lines.

Tunnel Displays and lets you change the current configuration 57
settings for up to two tunnels.

Terminal Displays and lets you change current settings for a 71
terminal.

Host Displays and lets you change settings for a host on the 73
network.

CPM Displays information about the Configurable Pins 75

Manager (CPM) and how to set the configurable pins
and pin groups to work with a device.
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Page Description See
Page

DNS Displays the current configuration of the DNS subsystem 81
and lets you change primary and secondary DNS
servers.

PPP Displays and lets you configure a network link using 81
Point-to-Point Protocol (PPP) over a serial line.

SNMP Displays and lets you change the current Simple 83
Network Management Protocol (SNMP) configuration
settings.

FTP Displays statistics and lets you change the current 84
configuration for the File Transfer Protocol (FTP) server.

TFTP Displays statistics and lets you change the current 85
configuration for the Trivial File Transfer Protocol (TFTP)
server.

Syslog Lets you specify the severity of events to log and the 85

server and ports to which the syslog should be sent.

HTTP Displays HyperText Transfer Protocol (HTTP) statistics 86
and lets you change the current configuration and
authentication settings.

RSS Displays and lets you change current Really Simple 91
Syndication (RSS) settings.

CLI Displays Command Line Interface (CLI) statistics and 125
lets you change the current CLI configuration settings.

Email Displays email statistics and lets you clear the email log, 123
configure email settings, and send an email.

LPD Displays LPD (Line Printer Daemon) Queue statistics 92
and lets you configure the LPD and print a test page.

SSH Displays and lets you change the configuration settings 94
for SSH server host keys, SSH server authorized users,
SSH client known hosts, and SSH client users.

SSL Lets you upload an existing certificate or create a new 100
self-signed certificate.

XML Lets you export XML configuration and status records, 128
and import XML configuration records.

Filesystem Displays filesystem statistics and lets you browse the 104
filesystem to create a file or directory, upload files using
HTTP, copy a file, move a file, or perform TFTP actions.

Protocol Stack  Lets you perform lower level network stack-specific 108
activities.

IP Address Lets you specify all the IP addresses and subnets that 109

Filter are allowed to send data to this device.

Query Port Displays and lets you change configuration settings for 110
the query port.

Diagnostics Lets you perform various diagnostic procedures. 111

CPU Power Lets you enable or disable CPU power management, Its 121

Mgmt on-chip peripherals, and external memory.

System Lets you reboot the MatchPort b/g Pro, restore factory 121

defaults, upload new firmware, change the MatchPort
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Description

b/g Pro’s long and short names, and change the time
setting.

The following figures show the structure of the multilevel Web Manager configuration
pages.
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Figure 4-3. Web Manager Menu Structure (1 of 7)
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Figure 4-4. Web Manager Menu Structure (2 of 7)

QOTICUrALIC

Choice 2 Profile

Choice 3 Profile

Choice 4 Profile

Out of Range Scan
Intarval

—
Network 2 Link Scan ]<—+| Network Name |4—> BSSID
=

Channel

RSSI

Topology

— Basic Config. 1 Metwork Mame

Topology

Channal (Adhoc)

Advanced Config. TX Dala Rate Max

TX Data Rate

TX Power Max

TX Power

TX Retries

Power Management

Suite

Sacurity Config.

Authenlication

Key Type

L

Key Size

TX Key Index

Keys 1-4

Passphrase

IEEE 802.1%

|EEE 802.1X Protocol

Password

Encryption

(continued on next page)

MatchPort b/g Pro User Guide 27



4. Configuration Using Web Manager

Figure 4-5. Web Manager Menu Structure (3 of 7)
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Figure 4-6. Web Manager Menu Structure (4 of 7)
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Figure 4-7. Web Manager Menu Structure (5 of 7)
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Figure 4-8. Web Manager Menu Structure (6 of 7)
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Figure 4-9. Web Manager Menu Structure (7 of 7)
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The Device Status page is the first page that displays when you log into the Web
Manager. It also displays when you click the Status link in the menu bar. This read-
only page shows the MatchPort b/g Pro product information, network settings, line

settings, and tunneling settings.

Figure 4-10. Device Status

Device Status

Product Information
Firmware Version: 9.9997%
Serial Number:

Permanent Config: | Saved
Network Settings

Default Gateway:
Domain:

Primary DNS:
Secondary DNS:
Line Settings

Build Date: Dec 13 2007 (15:33:17)

Uptime: 1 days 00:00:28

Product Type: Lantronix MatchPort big Pro

Ethernet: Auto 104100 Mbps Auto HaltfFull (100 Mbps Full)
MAC Address: 00:20:4a:80:8c:a0

Host:

IP Address: 172.19.213.40 f 285 255 0.0

Line 1: R5232,9600, M, 8, 1, Mone

Line 2: R5232,9600, M, 8,1, Mone

Tunneling Connect Accept
Mode Mode

Tunnel 1: Digabled Wiaiting

Tunnel 2: Disabled YWaiting
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5: Network Settings

5: Network Settings

The Network Settings pages display the status of Ethernet (Network 1) and WLAN

(Network 2) links and let you configure them on the device.

Network Settings

Network 1 (eth0Q) Interface Status

This page shows the status of the Ethernet network interface.

To view the network interface status:

1. Click Network on the menu and then Network 1, Interface, and Status at the
top of the page. The Network 1 (ethO) Interface Status page displays.

Figure 5-1. Network 1 (eth0Q) Interface Status

Interface | Link

Status | Configuration

Current
BOOTP Client: Off
DHCP Client: Off
IP Address: 172.19.213.40
Network Mask: 25525500
Default Gateway: <Mone=
Hostname: <Maone=
Domain: <Mone=
DNS Suffix Search List:
DHCP Client 1D: <Mone=

Network 1 | Network 2

Network 1 (eth0) Interface Status

After Reboot
Off

Off
172.19.213.40
25525500
<Mone=
<Maone=
<Mone=
<Maone=

<Mone>

Thiz page iz used to view the
status of the Metwork interface on
the device.

There are two columns displayed.
The first column shows the current
operational settings. The second
caolumn showes the expected
seftings after the device is
rehooted.

If both BOOTR and DHCP are turned
on, DHCP will run, but not BOOTP.

When BOOTR or DHCP fails to
dizcover an [P Address, & neww
address will automatically be
generated wsing AutolP. This
address will he within the
169.254 % % space.
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Network 1 (ethQ) Interface Configuration

This page shows the configuration settings for the Ethernet connection and lets you
change these settings.

To view and configure network interface settings:
1. Click Network 1 and Interface Configuration at the top of the page. The
Network 1 (eth0) Interface Configuration page displays.

Figure 5-2. Network 1 (eth0) Interface Configuration

This page iz used to configure the
Network 1 Metwork 2 Metwork interface on the device. Ta
zee the effect of these items after a
rehoot, view: the Status page.
Interface | Link The following ftems require & reboat
to take effect:
Status | Configuration

BCOOTP Client Onaoff
DHCP Cliert OniOff

IP Address
Network 1 (eth0) Interface Network hask
. . DHCP Cliert 10
Configuration
If BOOTP ar DHCP is turned on, any
configured IP Address, Metwork
State: &) Enabled O Disabled Mask, Gateway, Hostname, or
N ) . Domain will be ignored.
BOOTP Client: O 0n @ Of BOCTRDHCR will auto-discover
and eclipse those configuration
DHCP Client: O on @ O0f e, :
IP Address: 172.19.213.40/16 If both BOOTP and DHCP are turned
e — an, DHCP will run, kot not BOOTP.
Default Gateway: <Monex Wihien BOOTP ar DHCP fails to
dizcover an IP Address, s new
Hostname: address will automstically be
generated using AutolP. This
Domain: address will be within the
! 169,254 %% space.
. IP Address may he entered alone,
DHCP Client ID: - — in CIDR: farm, ar with an explicit
@ Text O Binary e
. 19216581 1 (default mask)
Primary DNS: <Mane> 19216811424 (CIDR)
1921658.1.1 255.255.255.0 (explicit
Secondary DNS: <MNone> maszk)

Hostname must bedin with & letter,
cortinue with letter, number, ar
hyphen, and must end with & letter
ar number.

2. Enter or modify the following settings:

Network 1 Interface Description

Configuration Page
Settings

State State of the network link.
Enabled = the interface is enabled.

Disabled = the interface is disabled.
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Network 1 Interface

Configuration Page
Settings

5: Network Settings

Description

BOOTP Client

Select On or Off. At boot up the MatchPort b/g Pro will
attempt to obtain an IP address from a BOOTP server.

Overrides the configured IP address, network mask, gateway,
hostname, and domain.

When DHCP is On, the system automatically uses DHCP,
regardless of whether BOOTP Client is On.

DHCP Client

Select On or Off. At boot up the MatchPort b/g Pro will
attempt to lease an IP address from a DHCP server and
maintain the lease at regular intervals.

Overrides BOOTP, the configured IP address, network
mask, gateway, hostname, and domain.

IP Address

Enter the MatchPort b/g Pro’s static IP address.
You may enter it alone, in CIDR format, or with an explicit
mask.

The IP address consists of four octets separated by a period
and is used if BOOTP and DHCP are both set to Off.
Changing this value requires you to reboot the MatchPort b/g
Pro.

When DHCP is enabled, the MatchPort b/g Pro tries to
obtain an IP address from DHCP. If it cannot, the MatchPort
b/g Pro uses an Auto IP address in the range of
169.254 .XXX.XXX.

Default Gateway

Enter the IP address of the router for this network. Clear the
field (displays as <None>). This address is only used for static
IP address configuration.

Hostname Enter the MatchPort b/g Pro’s hostname. It must begin with a
letter, continue with a sequence of letters, numbers, and/or
hyphens, and end with a letter or number.

Domain Enter the MatchPort b/g Pro's domain name.

DHCP Client ID

Enter the ID if the DHCP server uses a DHCP ID. The DHCP
server’s lease table displays IP addresses and MAC
addresses for devices. The lease table displays the Client ID,
in hexadecimal notation, instead of the MatchPort b/g Pro’s
MAC address.

Primary DNS

IP address of the primary hame server. This entry is required
if you choose to configure DNS (Domain Name Server)
servers.

Secondary DNS

IP address of the secondary name server.

3. To save changes, click Submit. Some changes are applied immediately to the
MatchPort b/g Pro. Changes to the following settings require a reboot for the

changes to take effect:

DHCP Client On/Off
BOOTP Client On/Of

IP address

Network mask
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DHCP Client ID.

If DHCP or BOOTP fails, AutolP intervenes and assigns an
address. In this case, the static IP (if configured) is ignored.

Network 1 Ethernet Link

This page shows the current negotiated Ethernet settings and lets you change the
speed and duplex settings.

To view and configure the Ethernet link:

1. Click Network on the menu bar. The Network 1 (ethO) Ethernet Link page
displays. From another Network page, click Network 1 and Link at the top of the

page.
Figure 5-3. Network 1 Ethernet Link
This page shows status and
Network 2 configuration of an Ethernet Link on
the device.
. The Status tahble shows the
Interface | Link currert negotisted settings .
The Configuration takle shovs
. the current range of alloveed
Network 1 (eth0) Ethernet Link setiings. Atter changing & sstting,
press Submit to make the changes
Status on the device.
Speed: | 100 Mbps
Duplex: | Full
Configuration
Speed: | @ Auto O 10Mbps O 100Mbps
Duplex: | @& Auto O Hali O Full

The Status table shows the current negotiated settings. The Configuration table
shows the current range of allowed settings.

2. Enter or modify the following settings:

Network 1-Ethernet Description

Link Page Settings

Ethernet Link Speed Select the Ethernet link speed. (Default is Auto.)
Ethernet Link Duplex Select duplex mode. (Default is Auto.)

3. Click Submit. The changes take effect immediately.
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WLAN Settings

Network 2 (wlanQ) Interface Status

This page shows the status of a WLAN link on the device.
To view the network interface status:

1. Click Network on the menu and then Network 2, Interface, and Status at the
top of the page. The Network 2 (wlan0Q) Interface Status page displays.

Figure 5-4. Network 2 (wlan0) Interface Status

Thiz page iz used to view the
Network 1 Network 2 status of the hetwork interface an
the device.
There are tvwo columns dizplayed.
Interface | Link The first column shows the current
operational settings. The szecond
column showes the expected

Status | Configuration =seftings after the device iz
rebooted.
If both BOOTP and CHCP are turned
Network 2 (wlan0) Interface Status on, DHCP will run, but not BOOTP.
Wyhen BOCTR aor DHCP fails to
Current After Reboot dizcover an IP Address, a nevy
. address will automatically be
BOOTP Client: off Off generated using AutolP. This
H . address will ke within the
DHCP Client: Off On 169.254.5 x Tpace.
IP Address: =None= | <OHCP=
Network Mask: =hone> | <OHCP=
Default Gateway: <Mone> | <DHCP=
Hostname: =Mone> | <OHCP=
Domain: zMNone= | <DHCP=
DNS Suffix Search List: <[OHCP=
DHCP Client 1D: =Monex | <hone=

There are two columns on the page. The first shows the current operational settings.
The second shows the expected settings after the reboot.

If both BOOTP and DHCP are turned on, DHCP will run, but BOOTP will not. When
BOOTP or DHCP fails to discover an IP address, AutolP automatically generates a
new address. This address will be within the 169.254.x.x space.

Network 2 (wlan0) Interface Configuration

This page lets you configure the network interface on the device. To see the effect of
these items after a reboot, view the Status page.

To view the Network 2 interface:

1. Click Network on the menu and then Network 2, Interface, and Configuration
on the top of the page. The Network 2 (wlan0) Interface Configuration page
displays.
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Figure 5-5. Network 2 (wlanOQ) Interface Configuration

Configuration

State:

BOOTP Client:
DHCP Client:
IP Address:

Hostname:

Domain:
DHCP Client ID:

Primary DNS:

Secondary DNS:

Default Gateway:

Network 1 | Network 2
Interface | Link

Status | Configuration

Network 2 (wlan0) Interface

(O Enabled @& Disahled
O 0n @ Of

®on OOof

<Mane>

<Mone»

®Text O Binary
<Maone»

<Mone»

Thiz page is used to configure the
Metwark interface on the device. To
zee the effect of these tems after a
reboot, view the Status page.

The following tems reguire & reboot
to take effect:

BOOTR Client Onsiof
DHCP Client Onidff
P Addcress:

Metwark Mask

DHCP Client 1T

If BOOTR or DHCP is turned on, any
configured IP Address, Network
Mazk, Gateway, Hostname, or
Damain will ke ignored.
BOOTRIDHCP will auto-discowver
and eclipze those configuration
tems.

If hoth BOOTP and DHZP are turned
on, DHCP will run, but not BOOTR.

Wyhen BOOTP ar DHCP fails to
dizcover an IP Address, a new
address will automatically be
generated using AutolP. This
address will be within the
169.2594 x.x space.

Hostname must begin with & letter,
continue with letter, number, or
hyphen, and must end with & letter
ar number.

2. Enter or modify the following settings:

Network 2 Interface

Configuration Page
Settings

Description

State

State of the WLAN interface.

Enabled = the interface is enabled

Disabled = the interface is disabled

BOOTP Client

Select On or Off. Overrides the configured IP address,
network mask, gateway, hostname, and domain.

When DHCP is On, the system automatically uses
DHCP, regardless of whether BOOTP Client is On.

DHCP Client

Select On or Off. Overrides the configured IP address,
network mask, gateway, hostname, and domain.
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Configuration Page
Settings
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Description

IP Address

Enter the MatchPort b/g Pro’s static IP address.

The IP address consists of four octets separated by a period
and is used if BOOTP and DHCP are both set to Off.
Changing this value requires you to reboot the MatchPort b/g
Pro.

When DHCP is enabled, the MatchPort b/g Pro tries to
obtain an IP address from DHCP. If it cannot, the MatchPort
b/g Pro uses an Auto IP address in the range of
169.254 .XXX.XXX.

Default Gateway

Enter the IP address of the router for this network. Blank the
field to remove it (displays as <None>). This address is
only necessary and will be used only for static IP
address configuration.

Hostname Enter the MatchPort b/g Pro’s hostname. It must begin with a
letter, continue with a letter, number, or hyphen, and end with
a letter or number.

Domain Enter the MatchPort b/g Pro's domain name.

DHCP Client ID

Enter the ID if the DHCP server uses a DHCP ID. The DHCP
server’s lease table displays IP addresses and MAC
addresses for devices. The lease table displays the Client ID,
in hexadecimal notation, instead of the MatchPort b/g Pro’s
MAC address.

Primary DNS

Enter the IP address of the primary name server. This entry is
required if you choose to configure DNS (Domain Name
Server) servers.

Secondary DNS

IP address of the secondary name server.

3. If you have made changes, click Submit.

Network 2 (wlan0) WLAN Link Status

This page shows the status of a WLAN link on the device.

To view the status of a WLAN link:

1. Click Network on the menu and then Network 2, Link, and Status on the top of
the page. The Network 2 (wlan0) Link Status page displays.
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Figure 5-6. Network 2 (wlanQ) Link Status

This page shows status of & VWLAN

Metwork 1 Network 2 Link on the device.

Interface | Link

Status | Configuration Scan

Network 2 (wlan0) WLAN Link Status

Property Status

Network 2 (wlan0) WLAN Link Configuration

This page lets you view and select configurations (profiles) in order of precedence.

To view or select configurations:

1. Click Network on the menu and then Network 2, Link, and Configuration at the
top of the page. The Network 2 (wlan) WLAN Link Configuration page displays.
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Figure 5-7. Network 2 (wlan0) Link Configuration

This page showws configuration of a

Metwork 1 Metwork 2 WLAN Link on the device.
The configurstion details are stored
- in one or mare WLAH Profile. List
Interface | Link the selected WLAN Profiles in order
of preference here.

Use the Apply button to try out
settings on the WWLAN without
saving them to Flash. If the settings
do not work, when you reboot the

Status | Configuration | Scan

Network 2 (Wl an U} WLAN Link device, it will stil have the original
. . settings.
C D nf I g u rat I D n Usze the Submit button to both

update the WLAN =zeftings and save
them to Flash.

Choice 1 Profile: default_infrastructure_profile

Choice 2 Profile: default_adhoc_profile

Choice 3 Profile:

Choice 4 Profile:

COut of Range Scan Interval: 30 secands

The first time you log in, the two default configurations display as Choice 1 Profile
and Choice 2 Profile. To delete a default configuration so you can replace it with
your own, see WLAN Profiles on page 43.

2. Inthe Choice Profile fields, enter the names of your profiles in order of
preference. (To set up a profile, see page 35.)

3. To save changes, click Submit. Changes are applied immediately.

Network 2 (wlan0) WLAN Link Scan

This page shows a scan of the wireless devices within range of the MatchPort b/g
Pro.

To scan wireless devices within range:

1. Click Network on the menu and then Network 2, Link, and Scan at the top of
the page. The Network 2 (wlan) WLAN Link Scan page displays.
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Figure 5-8. Network 2 (wlan0) WLAN Link Scan

This page shows a scan of the

Network 1 Network 2 wireless devices within range of
the device. | repaorts: Network
name [(Service Set [dentifier), Basic

Interface | Link Service Set [Dentifier, Channel
number, Received Signal Strencth
Indication, Topology (Infrastructure
Status  Configuration | Scan or Adhac)

Network 2 (wlan0) WLAN Link Scan

Network name:
Network name BSSID Ch RSSI T

Scan

2. Fillin the network name for a filtered response or leave it blank to see all
networks

3. Click the Scan button. The following information displays about each wireless
device within range:

Network 2 WLAN Link  Description

Scan Page

Network Name Name of the wireless network (SSID).
BSSID Basic Service Set IDentifier.

Ch Channel number.

RSSI Received Signal Strength Indication.
Topology Infrastructure or Adhoc.

This page allows you to view, edit, delete, or create a WLAN profile on the device.
To open the WLAN Profiles page:
1. Onthe menu, click WLAN Profiles. The WLAN Profiles page displays.
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Figure 5-9. WLAN Profiles

WLAN Profiles

View or Edit: Delete:
default_adhoc_profile X

L
default_infrastructure_profile X

Create new profile:

This page allowws vievy, edit,
deletion or creation of & WLARN
Profile on the device.

Select a profile for editing by
clicking the page icon; this takes
wou to the Basic Configuration wek
pagE.

Delete a profile by clicking the red X
icon.

Creste a nevw profile by entering a
name inthe text box, then click the
Select buttan which will appear.
The new profile is intially saved
weith default parameter values.

2. To create a profile:

a) Enter a name for the profile in the Create new profile field and click Submit.

A page icon and the profile name display above.
b) Click the icon. The WLAN Profile page displays.
c) Continue to WLAN Profile in this section.

d) Click the icon beside the profile in the list above. The WLAN Profile page

displays.

e) Continue to WLAN Profile in this section.

3. To delete a profile, click the X to the right of the profile.

WLAN Profile

This page allows you to configure basic, advanced, and security settings for a WLAN

profile.

If you make any changes to the profile configuration, you have two options:

¢ To try out the settings without saving them, click Apply.

¢ To apply and save changes to permanent memory immediately, click

Submit.
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Figure 5-10. WLAN Profile Page

5: Network Settings

WLAN Profile "newprofile"

Basic Configuration
Network Name:
Topology:

Channel:

Advanced Configuration

TX Data Rate Maximum:
TX Data Rate:

TX Power Maximum:
TX Power:

TX Retries:

Power Management:
Security Configuration

Suite:

O Infrastructure @ Adhoc

1

5 Mbps ¥

O Fixed ® Auto-reduction
14 dBm

@ Fixed O Adaptation

4

) Enabled @& Disabled

Mone v

Thiz page shows configuration of &
WLARN Prafile on the device.

In the Basic Configuration
=section, choice of Topology
affects the makeup of
configurables in that section and in
the Advanced Configuration
section.

In the Advanced Configuration
=section, if Power Management is
enabled, specify the Power
Management Interval.

In the Security Configuration
section, choice of Suite, Key
Type, Authentication, and IEEE
802.1X (when visible) affect the
makeup of ather configurables in
that section.

Uze the Apply button to try out
settings on the WLARN without
=saving them to Flash. If the settings
do not wark, when you reboct the
device, it will still have the original
seftings.

Uze the Submit button to bath
update the WLARN settings and save
them to Flash.

WLAN Profile Page

Basic Settings

Description

Network Name

Enter the name of the wireless network (SSID).

Topology

Select Infrastructure (ESS) mode or Adhoc (IBSS) mode.

Infrastructure: mode that communicates with access points.

Adhoc: mode that communicates only with other clients.

Your selection affects the settings displayed in this
section and the Advanced section of this page.

Channel
(Displays for Adhoc mode)

Enter the radio channel for the Adhoc network.
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Figure 5-11. WLAN Profile Advanced Configuration

Advanced Configuration
TX Data Rate Maximum: B4 Mbps +
TX Data Rate: (O Fixed ® Auto-reduction
T Power Maximum: 14 dBm
TX Power: @ Fixed O Adaptation
TX Retries: 4
Power Management: (® Enabled O Disabled
Power Management Interval: | |1 beacons (100 ms each)
WLAN Advanced Description
Security Settings
TX Data Rate Maximum Enter the maximum rate of data transmission. The default is
54 Mbps.
TX Data Rate MatchPort b/g Pro lets you control the transmission data rate

or controls it automatically.

Fixed = keeps the transmission rate at the configured
maximum.

Auto-reduction = allows the MatchPort to reduce the data
rate from the maximum automatically depending on link

quality.
TX Power Maximum Maximum transmission output power in dBm.
TX Power Select the type of radio power control.

Fixed = keeps the transmission output power at the
configured maximum.

Adaptation = allows the MatchPort to reduce the output
power automatically when closer to the Access Point or peer
client. This reduces power consumption and allows a higher
density of clients in a given area.

TX Retries Number of times the MatchPort will attempt to transmit data
before the packet is deemed lost.

Power Management Power management reduces the overall power consumption
of the MatchPort unit, but can increase latency.

Enabled = allows the MatchPort to turn off the receiver when
it is idling.

Disabled = keeps the receiver on at all times.
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Security Settings

Power Management
Interval

(Displays if Power
Management is enabled)

5: Network Settings

Description

Number of beacons (100 ms) between 1 and 5. The above-
mentioned latency increase can be up to this number x
100ms.

This section of the page is for configuring security settings for a WLAN Profile. The
MatchPort b/g Pro features WEP, WPA, and WPA2/IEEE 802.11i to secure all
wireless communication. WPA and WPA2/IEEE 802.11i are not available for Adhoc

topology.

The WPA2/IEEE 802.11i mode is compliant with the Robust Secure Network
specified in the IEEE standard 802.11.i.

Figure 5-12. WLAN Profile Security Configuration

Security Configuration

Suite:

MNaone w

Depending on your choices for Suite, Key Type, Authentication, and
IEEE 802.1x, different fields display.

WLAN Profile Security
Settings (Adhoc or
Infrastructure)

Description

Suite

Select one of the following types of security. They are listed in
ascending order of degree of security:

None = no authentication or encryption method will be used.
WEP = Wired Equivalent Privacy

WPA = WiFi Protected Access

WPAZ2/IEEE 802.11i = Robust Secure Network
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WEP security is available in both Infrastructure and AdHoc modes. WEP is a
simple and efficient security mode encrypting the data via the RC4 algorithm.
However, WEP has become more vulnerable due to advances in hacking technology.
State of the art equipment can find WEP keys in five minutes. For stronger security,
please use WPA, or better, WPA2 with AES (CCMP).

Figure 5-13. WLAN Profile Security -- WEP Settings

Security Configuration

Suite:
Authentication:
Key Type:

Key Size:

TX Key Index:
Key 1:

Key 2:

Key 3:

Key 4:

WEF w

@ 0Open O Shared
{0 Passphrase (& Hex
(240 bits 104 bits

1 =

<Moner
<Mone»
<Mone»

<Moner

WLAN Profile Security

Configuration WEP
Settings

Description

Authentication

Select an authentication scheme from the drop-down list.

Shared = encryption keys of both parties are compared as a
form of authentication. If mismatched, no connection is
established.

Open = a connection is established without first checking for
matching encryption keys. However, mismatched keys will
result in garbled data and thus a lack of connectivity on the IP
level.

Key Type

Select the format of the security key.

Passphrase = A text of up to 63 characters converted to 4
encryption keys.

Hex = 4 individually entered encryption keys consisting of
hexadecimal digits.

Key Size

Key size in bits. Select 40 for WEP40 and WEP64, select 104
for WEP104 and WEP128.

TX Key Index
(Displays if Key Type is Hex)

Select one of four indexes listing keys for transmitting data.
Reception is allowed with all four keys.
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WLAN Profile Security Description

Configuration WEP
Settings

Keys 1-4 Enter one or more encryption keys in hexadecimal format.

(Displays if Key Type is Hex)  Enter 10 hexadecimal digits (0-9, a-f) for WEP40 and 26 for
WEP104. The already configured keys are not displayed for
security reasons.

Passphrase The passphrase consists of text of up to 63 characters and is
(Displays if KeyType is hashed into 4 encryption keys using the Neesus Datacom
Passphrase) algorithm (for WEP64) or MD5 (for WEP128).

Lantronix recommends using a passphrase of 20
characters or more for maximum security. Spaces and
punctuation characters are permitted.

The passphrase input is not the same as ASCII input
(as used on some products). ASCII is translated directly into
hexadecimal bytes according to the ASCII table, while a
possibly larger passphrase is hashed into a key and provides
better security through a larger range of key values.

WPA and WPA2/IEEE802.11i security suites are available for Infrastructure mode
only. Since the configuration options are the same for both, they are described in one
chapter. The settings that display depend on which Authentication method is
selected, as shown in the figures below.

WPA is a security standard specified by the WiFi Alliance and is a close derivative of
an early draft of the IEEE8B02.11i specification. WEP was becoming vulnerable and
finalizing the IEEE802.11i standard was still far away. WPA2 is WiFi's subset of the
broad IEEE802.11i standard to enforce better interoperability. The MatchPort b/g Pro
is compliant with both WPA2 and IEEE802.11..

Figure 5-14. WLAN Profile Security — WPA with PSK Authentication

Security Configuration

Suite: WA, bt
Authentication: @ Psk OIEEE 802.1%
Key Type: (O Passphrase (&0 Hex
Key: <Monex

Encryption: ClcemP OJTKIP CIwER

Apply Submit
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Figure 5-15. WLAN Profile Security — WPA2/IEEE 802.11i
with PSK Authentication

Security Configuration

Suite:
Authentication:
Key Type:
Passphrase:

Encryption:

WEAZ FIEEE 802110 »

©Psk OIEEE 802.1%
(£ Passphrase O Hex

<Mones

ClcowP CITKIP CIWEP

Figure 5-16. WLAN Profile Security — WPA with IEEE 802.1X Authentication

Security Configuration

Suite:
Authentication:
IEEE 802.1X:
EAP-TTLS Option:
Username:
Passwori:

Encryption:

WA, e

TIPSk (8)IEEE 802.1%
EAP-TTLS »

EARP-MSCHARYE w

<Moner

ClcowP CITKIP CIWEP

Figure 5-17. WLAN Profile Security — WPA2/IEEE 802.11i
with IEEE 802.1X Authentication

Security Configuration

Suite:
Authentication:
IEEE 802.1X:
EAP-TTLS Option:
Username:
Passwori:

Encryption:

WEAZ JIEEE 02111 »

O PSK (®IEEE 802.1%
EAP-TTLS

EAP-MSCHARYZ v

<Mones

ClcewP CITKIP CIWEP
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WLAN Profile Security Description
WPA & WPAZ2 Settings

Authentication Select an authentication scheme.

PSK = Pre-Shared Key. The same key needs to be entered
on both sides of the connection. That is on the MatchPort b/g
Pro and on the Access Paint.

IEEE 802.1X = This authentication method communicates with
a Radius authentication server that is part of the network. The
Radius server will match the credentials sent by the MatchPort
b/g Pro with an internal database.

Key Type Select the format of the security key.
(Displays if Authentication is P h
PSK) assphrase
Hex
Key 64 hexadecimal digits.
(Displays if Key Type is Hex)
Passphrase The passphrase consists of text of up to 63 characters and is
(Displays if Key Type is hashed into a 32 bytes encryption key using a repeated SHA1
Passphrase) algorithm.

Note: Lantronix recommends using a passphrase of 20
characters or more for maximum security. Spaces and
punctuation characters are permitted.

Note: The passphrase input is not the same as ASCII input
(as used on some products). ASCII is translated directly into
hexadecimal bytes according to the ASCII table, while a
possibly larger passphrase is hashed into a key and provides
better security through a larger range of key values.

IEEE 802.1X From the drop-down list, select the protocol to use to
(Displays if Authentication is  authenticate the WLAN client.
IEEE 802.1X)

LEAP = Lightweight Extensible Authentication Protocol.

A derivative of the original Cisco LEAP, which was a
predecessor of 802.1X. Real Cisco LEAP uses a special
MAC layer authentication (called Network EAP) and cannot
work with WPA/WPA2. The MatchPort b/g Pro uses a more
generic version to be compatible with other major brand WiFi
equipment. The authentication backend is the same.

EAP-TLS = Extensible Authentication Protocol - Transport
Layer Security.

Uses the latest incarnation of the Secure Sockets Layer
(SSL) standard and is the most secure because it requires
authentication certificates on both the network side and the
MatchPort b/g Pro side.

EAP-TTLS = Extensible Authentication Protocol - Tunneled
Transport Layer Security.

PEAP = Protected Extensible Authentication Protocol.

EAP-TTLS and PEAP have been developed to avoid the
requirement of certificates on the client side (MatchPort b/g
Pro) which makes deployment more cumbersome. Both make
use of EAP-TLS to authenticate the server (network) side and
establish an encrypted tunnel. This is called the outer-

MatchPort b/g Pro User Guide 51



5: Network Settings

WLAN Profile Security Description
WPA & WPA2 Settings

authentication. Then a conventional authentication method
(MD5, MSCHAP, etc.) is used through the tunnel to
authenticate the MatchPort b/g Pro. This is called inner
authentication.

EAP-TTLS and PEAP have been developed by different
consortia and vary in details. Of which the most visible is the
supported list of inner authentications.

When using EAP-TLS, EAP-TTLS or PEAP authority at
least one authority certificate will have to be installed in the
SSL configuration that is able to verify the Radius server’s
certificate. In case of EAP-TLS also a certificate and matching
private key need to be configured to authenticate the
MatchPort b/g Pro to the Radius server. For more information
about SSL certificates see the Secure Sockets Layer (SSL)

chapter.
EAP-TTLS Option From the drop-down list, select the inner authentication.
(Displays if IEEE 802.1X is
EAP-TTLS) EAP-MSCHAPv2

MSCHAPvV2

MSCHAP

CHAP

PAP

EAP-MD5
PEAP Option From the drop-down list, select the inner authentication.
(Displays if IEEE 802.X is
PEAP) EAP-MSCHAPv2

EAP-MD5
Username Userid for identifying the MatchPort b/g Pro to the Radius
(Displays if Authentication is  server in the network.
IEEE 802.1X)
Password Password for identifying the MatchPort b/g Pro to the Radius
(Displays if Authentication is  server in the network.
IEEE 802.1X)
Encryption Select one or more encryption types, listed from strongest to

least strong. The selection will have to match the Access
Points intended to connect with.

CCMP = Uses AES as basis and is the strongest encryption
option.

TKIP = Uses WEP as the basis, but adds extra checks and
variations for added protection.

WEP = Based on RC4.

In case the encryption settings on the Access Point(s)
can still be chosen, the capabilities of the Access Point(s) and
the other clients that need to use the network need to be
taken into account.
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Line 1 and Line 2 Settings

The Line Settings pages display the status and statistics for each of the serial lines
(ports). They also let you change the character format and Command Mode settings
for the serial lines.

Note: The following section describes the steps to view and configure Line 1 settings;
these steps also apply to Line 2 menu options.

Line 1 Statistics

This read-only page shows the status and statistics for the serial line selected at the
top of this page.

1. Select Line on the menu bar. The Line 1 Statistics page displays.

Figure 6-1. Line 1 Statistics

This page displays the current
status and various statistics for the
Serial Line.

Line 1 | Line2

Statistics | Configuration Command Mode

Line 1- Statistics

Receiver Transmitter

Bytes: ] 0
Breaks: u] 0
Flow control: MAA AR,
Parity Errors:

0
Framing Errors: ]
Overrun Errors: ]
No Rx Buffer Errors: ]
Queued Receive Bytes: | 0
Queued Transmit Bytes: | 0

CTS input: not asserted
RTS output: assered
DSR input: nfa

DTR output: nfa
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Line 1 Configuration

6: Line, Tunnel, Terminal, and Host Settings

This page shows the configuration settings for the serial line selected at the top of the
page and lets you change the settings for that serial line.

To configure Line 1:

1. Click Line 1 and Configuration at the top of the page. The Line 1 Configuration
page displays.

Figure 6-2. Line 1 Configuration

Line 1 Line 2 configuration of the Serial Line.
Changing any of the fields takes
effect immedistely.

Statistics | Configuration | Command Mode \When specifying & Custom baud
rate, select 'Cust on' from the drop
dowvn list and then enter the desired

H H H ate in the text box.
Line 1- Configuration rete inthe text o
‘When specifying either Xon char
or Zoff char, either prefix decimal
Current Setting Change Setting To weith L ar prefix hexadecimal with 0x
of provide a single printable
Name: character. These are used when
Flow Control iz set to Software.
Status: Enabled Enabled +
Protocol: Tunnel Tunnel v
Interface: RS232 RS232 v
Baud Rate: 118200 116200 » | Custom
Parity: Mone MNone
Data Bits: g g ¥
Stop Bits: 1 1+
Flow Control: | None MNaone v
Xon char: O0x11 (W7)
Xoff char: 0x13 (W19

Thiz page displays the current

2. Enter or modify the following settings:

Line - Configuration
Page Settings

Name

Description

Enter a name for the line. The default Name is blank.

Status

Indicates whether the current line is enabled. To change the
status, select Enabled or Disabled from the drop-down menu.

Protocol

Select the protocol for the line from the drop-down menu. The
default is None.

Interface

Select the line’s interface from the drop-down menu. The
default is RS232.

Baud Rate

Select the MatchPort b/g Pro’s baud rate from the drop-down
menu. The default is 9600.

Parity

Select the MatchPort b/g Pro’s parity from the drop-down
menu. The default is None.

Data Bits

Select the number of data bits from the drop-down menu. The
default is 8.
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Line - Configuration Description

Page Settings

Stop Bits Select the number of stop bits from the drop-down menu. The
default is 1.

Flow Control Select the MatchPort b/g Pro’s flow control from the drop-

down menu. The default is None.

Xon Char Specify the character to use to initiate a flow of data.

When Flow Control is set to Software, specify Xon char.
Prefix a decimal character with \ or a hexadecimal character
with Ox, or provide a single printable character. The default
Xon char is 0x11.

Xoff Char When Flow Control is set to Software, specify Xoff char.
Prefix a decimal character with \ or a hexadecimal character
with 0x, or provide a single printable character. The default
Xoff char is 0x13.

3. Click Submit. Changes are applied immediately to the MatchPort b/g Pro.

Line 1 Command Mode

Setting Command Mode enables the CLI on the serial line.
To configure Line 1's Command Mode:

1. Click Line 1 and Command Mode at the top of the page. The Line 1 Command
Mode page displays.
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Figure 6-3. Line 1 Command Mode

When Command Mode iz enabled,
Line 1 Line 2 the Command Line Interface (CLI) is
attached to the Serial Line.
Command hode can be enabled in a
Statistics  Configuration | Command Mode number of sy
The Always choice immedistely
enahles Command Mode for the

Line 1- Command Mode Serial Line.

The Use Serial String choice
enahles Command Mode when the
O Always Serial String is read on the Serial

I . . Line during koot time.
- Use Serial String The Use CP Group choice enables

Mode: O Use CP Group Command Mode based on the
O Use both Serial String and CP Group Sl i & E Ch, e i
. value matches the current value of
O Disabled the group, Command Mode is
f— - enahled on the Serial Line.
Wait Time: milliseconds L "
The Wait Time specifies the
Serial String: @ Text O Binary amount of time ta wait during baot
- - time for the Serial String. This timer
Echo Serial String: O ¥es ONo starts right after the Signon
Meszage has been sent on the
CP Group: Group: Walue: Serial Line.

. " . The Serial String i= a string of
Signon Message: ®Text O Binary bytes that must bg read on tg‘he

P Serial Line during boat time in order
to enable Command Mode. | may
contzin & time element to specify
& reguired delay in milizeconds x|
formed as {x}.

Current Canigul’atiun The Signon Message is a string
of bytes that iz sent on the Serial

Mode: Disabled {Inactive) S tiylboaitines
e TR . L Binary form is one ar more byte
Wait Time: 5000 milliseconds el Spele) by GEES, EE
Serial String: =Mones= hyte value may be decimal or
. N Hexadecimal. Start Hexadecimal
Echeo Serial String: | On values with D
CP Group: <Mone>

Signon Message: | <None=

2. Enter or modify the following settings:

Line - Command Mode Description

Page Settings

Mode Select the method of enabling Command Mode or choose to
disable Command Mode.

Always = immediately enables Command Mode for the serial
line.

Use Serial String = enables Command Mode when the serial
string is read on the serial line during boot time.

Use CP Group = enables Command Mode based on the
status of a CP Group. When the value matches the current
value of the group, Command Mode is enabled on the serial
line.

Use both Serial String and CP Group = the serial string and
the value of the CP group must be matched to enable
Command Mode.

Disabled = turns off Command Mode.

Wait Time Enter the wait time for the serial string during boot-up in
milliseconds.
Serial String Enter the serial string characters. Select a string type.
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Line - Command Mode Description
Page Settings

Text = string of bytes that must be read on the Serial Line
during boot time to enable Command Mode. It may contain a
time element in x milliseconds, in the format {x}, to specify a
required delay.

Binary = string of characters representing byte values where
each hexadecimal byte value starts with \Ox and each decimal
byte value starts with \.

Echo Serial String Select Yes to enable echoing of the serial string at boot-up.
CP Group Enter the name and decimal value of the CP group.
Signon Message Enter the boot-up signon message. Select a string type.

Text = string of bytes sent on the serial line during boot time.

Binary = one or more byte values separated by commas.
Each byte value may be decimal or hexadecimal. Start
hexadecimal values with 0x.

3. Inthe Current Configuration table, clear currently stored settings as necessary.

4. Click Submit. Changes are applied immediately to the MatchPort b/g Pro.

The Tunnel pages allow you to view current statistics and configure serial settings,
Connect Mode, Accept Mode, Disconnect Mode, Packing Mode, start and stop
characters, modem emulation, and AES keys.

The following section describes the steps to view and configure Tunnel 1
settings; these steps also apply to Tunnel 2 menu options.

Tunnel 1 — Statistics

1. Click Tunnel on the menu bar. The Statistics page for Tunnel 1 displays.
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Figure 6-4. Tunnel 1

Statistics Serial Settings
Accept Mode Connect Mode
Packing Mode Modem Emulation

Tunnel 1- Statistics

Aggregate Counters
Completed Connects:
Completed Accepts:
Disconnects:

Dropped Connects:

Dropped Accepts:

Octets forwarded from Serial:
Octets forwarded from Network:
Connect Connection Time:
Accept Connection Time:
Connect DNS Address Changes:
Connect DNS Address Invalids:

Connect Counters

There is no active connection.

Accept Counters

There is no active connection.

Tunnel1 | Tunnel 2

Thiz page dizplays the current
connection status and various
statistics of the Tunnel.

Start’Stop Chars

Disconnect Mode

AES Keys

o o o o o o

1]
0 days 00:00:00
0 days 00:00:00
a
a

Accept Mode

In Accept Mode, the MatchPort b/g Pro listens (waits) for incoming connections.

To configure the tunnel’s Accept Mode:

1. Click Tunnel 1 and Accept Mode at the top of the page. The Tunnel 1 Accept

Mode page displays.
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Figure 6-5. Tunnel 1 Accept Mode

Tunnel 1 | Tunnel 2

Statistics Serial Settings
Accept Mode Connect Mode
Packing Mode Modem Emulation AES Keys

Start/Stop Chars
Disconnect Mode

Tunnel 1- Accept Mode

O Disabled ( Enabled
Mode: O Any Character O Modem Control Asserted
O Start Character O Modem Emulation
Local Port:
Protocol: OTCP OS5H OTelnet OTCPIAES
Flush Serial Data: (O Enabled O Disabled

Block Serial Data: Con O Off
Block Network Data: O on O Off
TCP Keep Alive: seconds
Email on Connect: MNone |
Email on Disconnect: | Maone  +
CP Set Group:

On Connection:

On Disconnection:
Password:

Prompt for Password: O 0On O Off

Current Configuration

Mode: Enabled (Waiting)
Local Port: 10001

Protocol: Tep

Flush Serial Data: Dizabled

Block Serial Data: Off

Block Network Data: Off

TCP Keep Alives: Default 45 seconds
Email on Connect: <Mone=

Email on Disconnect: <Mone=

CP Set Group: <Mone=

On Connection Value: 0 [0x0)
On Disconnection Value: | 0 (0x0)
Password: <Mot Configured=

Prompt for Password: Off

Caopyright © Lantronix, Inc. 2007 . All rights reserved.

A Tunnel in &ccept Mode can be
started in & number of ways:

Disabled: never started
Enabled: alvways started

Any Character: started when
any character iz read on the Serial
Line

Start Character: started when
the Start Character is read on the
Serial Line

Modem Control Asserted:
started when the Modem Contral
pin iz as=erted on the Setial Line
Modem Emulation: started
swehen triggered by Modem
Emulation. Connect mocde must
also he =&t to Modem Emulation

The Local Port can be overridden
and by default is 10001 for Tunmel
1, 10002 for Tunnel 2, and =0 on.

The Protocol used on the
connection can be one of TCP,
SSH, Telnet, or TCP w/BES. If
security is a concern it is highly
recommended that S5H be used.
‘When using S5H both the S5H
Server Host Kevs and S5H Server
Authorized Users must be
configured.

The Flush Serial Data boolean
specifies to flush the Serial Line
when & connection is made.

For debugging purposes, the Block
Serial Data and Block Hetwork
Data booleans can be toggled to
dizcard all incoming data on the
respective interface.

The TCP Keep Alive timer
specifies howe often to probe the
remate host in order to keep the
TCP connection up during idle
tranzfer periocs. Enter 0 to disakle.

The CP Set Group idertifies a CP
or CP Group whose value should
change wwhen a connection is
establizhed and dropped. On
Connection specifies the value to
set the CP or CP Group to when a
connection iz establized and On
Digconnection specifies the value
that should be used when the
connection iz closed.

The Password can be up to 31
characters in length and must
contzin only alphanumeric
characters and punctustion. When
=et, clients must send the correct
password string to the unit within
30 zeconds from opening network
connection in order to enable data
tranzmizzion. The password sent to
the unit must be terminated with one
of the following: (a0 0:x10 (LF), (k)
000, () 013 010 (SR LF) (o)
0x13 0x00. If Prompt for Password
is zet to On, user will be prompted
for passvword upon connection.

2. Enter or modify the following settings:
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Tunnel - Accept Mode Description
Page Settings
Mode Select the method used to start a tunnel in Accept mode.
Choices are:

Disabled = do not accept an incoming connection.
Enabled = accept an incoming connection. (default)

Any Character = start waiting for an incoming connection
when any character is read on the serial line.

Start Character = start waiting for an incoming connection
when the start character for the selected tunnel is read on the
serial line.

Modem Control Asserted = start waiting for an incoming
connection as long as the Modem Control pin (DSR) is
asserted on the serial line until a connection is made.

Modem Emulation = start waiting for an incoming connection
when triggered by modem emulation AT commands. Connect
mode must also be set to Modem Emulation.

Local Port Enter the port number for use as the local port. The defaults
are port 10001 for Tunnel 1 and port 10002 for Tunnel 2.

Protocol Select the protocol type for use with Accept Mode. The default
protocol is TCP.

Flush Serial Data Select Enabled to flush the serial data buffer on a new
connection.

Block Serial Data Select On to block, or not tunnel, serial data transmitted to the
MatchPort b/g Pro.

Block Network Data Select On to block, or not tunnel, network data transmitted to
the MatchPort b/g Pro.

TCP Keep Alive Enter the time, in milliseconds, the MatchPort b/g Pro waits
during a silent connection before checking if the currently
connected network device is still on the network. If the unit
then gets no response after 8 attempts, it drops that
connection.

Email on Connect Select whether the MatchPort b/g Pro sends an email when a
connection is made. Select None if you do not want to send
an email. Select Email # to send an email corresponding to
the tunnel number.

Email on Disconnect Select MatchPort b/g Pro sends an email corresponding to the
tunnel number when a connection is closed. Select None if
you do not want to send an email. Select Email # to send an
email corresponding to the tunnel number.

CP Set Group Identifies a CP or CP Group whose value should change
when a connection is established and dropped.

On Connection Specifies the value to set the CP or CP Group when a
connection is established.

On Disconnection Specifies the value used when the connection is closed.
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Tunnel - Accept Mode Description

Page Settings

Password Enter a password that clients must send to the MatchPort b/g
Pro within 30 seconds from opening a network connection to
enable data transmission.

The password can have up to 31 characters and must contain
only alphanumeric characters and punctuation. When set, the
password sent to the MatchPort b/g Pro must be terminated
with one of the following: (a) 0x10 (LF), (b) 0x00, (c) 0x13
0x10 (CR LF), or (d) 0x13 0x00.

Prompt for Password Indicate whether to prompt the user for the password upon
connection.

On = prompt for a password upon connection.

Off = do not prompt for a password upon connection.

3. Click Submit. Changes are applied immediately to the MatchPort b/g Pro.

Packing Mode

When in Packing Mode, data is not transferred one byte at a time. Instead, data is
gueued and sent in segments.

To configure the tunnel’s Packing Mode:
1. Select Tunnel 1 and Packing Mode at the top of the page. The Tunnel 1
Packing Mode page displays.

Figure 6-6. Tunnel 1 Packing Mode

when Tunneling, instead of sending
Tunnel 1 Tunnel 2 data on the network immedistehy
after being read on the Serial Line,
the data can be packed (guewed)
Statistics Serial Settings Start/Stop Chars and sent in larger chunks
Accept Mode Connect Mode Disconnect Mode 4 Turnel can be configured to use
Packing Mode in & number of ways:
Packing Mode | Modem Emulation  AES HKe
49 ¥ Dizabled: data never packed
Timeout: data sent after timeout
OCCUrE

Send Character: data sent when

the Send Character is read on the
Serial Line

Tunnel 1- Packing Mode

O Disabled O Timeout
Mode: - - The Threshold specifies if the

) Send Character amount of gueued data reaches this
limit, then send the data on the
Timeout: milliseconds netwvork immedistely.

The Timeout specifies how [ong to
wealt before sending the gqueusd
data an the network.

If used, the Send Character is a

A1 . special character that when read
Trailing Character: onthe Serial Line forces the

cueued data to be sent out

immecistely.

Threshold:
Send Character:

The Trailing Character is o
special character that iz injected
} into the outgoing data stream right
Current Configuration sfter the Send Character.
Mode: Disabled
Timeout: 1000 milliseconds
Threshold: 512 bytes
Send Character: <Mone=

Trailing Character: | <Mone>
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2. Enter or modify the following settings:

Tunnel - Packing Mode Description
Page Settings

Mode Select Disabled to disable Packing Mode completely. Select
Send Character to send the queued data when the send
character is received. Select Timeout to send data after the
specified time has elapsed.

Timeout Enter a time, in milliseconds, for the MatchPort b/g Pro to
send the queued data.

Threshold Send the queued data when the number of queued bytes
reaches the threshold.

Send Character Enter the send character. Upon receiving this character, the
MatchPort b/g Pro sends out the queued data.

Trailing Character Enter the trailing character. This character is sent immediately
following the send character.

3. Click Submit. Changes are applied immediately to the MatchPort b/g Pro.

Serial Settings

This page shows the settings for the tunnel selected at the top of the page and lets
you change the settings.

To configure serial settings:
1. Click Tunnel 1 and Serial Settings at the top of the page. The Tunnel 1 Serial
Settings page displays.

Figure 6-7. Tunnel 1 Serial Settings

For Tunneling, the Buffer Size of
Tunnel 1 Tunnel 2 the buffer used for reading data on

the Serial Line can be modified. The

walid size range is from 1 to 4096

Statistics Serial Settings Start/Stop Chars bytes. Changing this value recuires
a reboat.

Accept Mode Connect Mode Disconnect Mode Enabiing Wait Read Timeout

Packing Mode Modem Emulation  AES Keys specifies to wait the ertire Read

Timeout miliseconds from receipt
of the first buffered character from
H H the Serial Line before forvwarding
Tu n nel 1 = Se ”al Settl ngs huffered data to the netwark. If the
hutfer fillz before the Read
Timeout elapzes, the buffer is

Line Settings: RS5232, 9600, W, &8, 1, None farwarded immediately.
Protocol: Tunnel The DTR option Asserted while
. connected causes DTR to be
Buffer Size: 2048 bytes asserted whenever either a
. ) _ connect or an accept mode tunnel
Wait Read Timeout: | O Enabled @ Disahled connection is active.
Read Timeout: 200 milliseconds

@ Asserted while connected
DTR:
O Continuously asserted

2. View or modify the following settings:

Tunnel - Serial Settings Description
Page Settings

Line Settings (display Current serial settings for the line.
only)
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Tunnel - Serial Settings Description
Page Settings

Protocol (display only) The protocol being used on the line, in this case, Tunnel.

Buffer Size Enter the buffer size used for the tunneling of data received.
Requires reboot to take effect.

Read Timeout Enter the maximum number of milliseconds that the MatchPort
waits for incoming data on the serial line. Default is 200
milliseconds.

Wait for Read Timeout Select whether the MatchPort waits the entire Read Timeout

value for incoming data on the serial line. Waiting occurs even
if there is data in the read buffer ready to be processed. The
Read Timeout is ignored only when the read buffer completely
fills with data. Choices are:

Enabled = waits the entire Read Timeout value for incoming
data on the serial line.

Disabled = does not wait the entire Read Timeout value for
incoming data (default).

DTR Select when to assert DTR.

Asserted while connected = asserted whenever either a
connect or an accept mode tunnel connection is active.

Continuously asserted = asserted regardless of the status of
a tunnel connection.

3. Inthe Current Configuration table, reset currently stored settings as necessary.

4. Click Submit. Changes are applied immediately to the MatchPort b/g Pro.

Connect Mode

Connect mode defines how the unit makes an outgoing connection.
To configure Tunnel 1's Connect Mode:

1. Select Tunnel 1 and Connect Mode at the top of the page. The Tunnel 1
Connect Mode page displays.
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Tunnel 1

Statistics
Accept Mode
Packing Mode

Serial Settings
Connect Mode

O Disabled
Mode: O Any Character

Remote Address:
Remote Port:

Local Port:
Protocol:

Reconnect Timer:
Flush Serial Data:
SSH Username:

Block Serial Data: O 0On O Off
Block Network Data: O On O Off

Modem Emulation

Tunnel 2

Start/Stop Chars
Disconnect Mode
AES Keys

Tunnel 1- Connect Mode

) Enabled
O Modem Control Asserted

(O Start Character O Modem Emulation

OTCP OUDP OSSH
OTCPMAES O UDP/AES
milliseconds

O Enabled O Disabled

TCP Keep Alive: seconds

Email on Connect: MNone  w

Email on Disconnect: |[None v

CP Set Group:

On Connection:
On Disconnection:

Current Configuration
Mode: Dizabled
Remote Address: <Mone=
Remote Port: <Maone=
Local Port: Random
Protocol: Tep
Reconnect Timer: 15000milliseconds
Flush Serial Data: Dizabled
SSH Username: <Mone=
Block Serial Data: Off
Block Network Data: Off
TCP Keep Alives: Default 45 seconds
Email on Connect: <Mones
Email on Disconnect: <Monex
CP Set Group: <Mone=

On Connection Value: 0 {0x=0)
On Disconnection Value: | 0 (0x0)

A Tunnel in Connect Mode can be
started in & number of ways:

Disabled: never started
Enabled: always started

Any Character: started when
any character iz read on the Serial
Line

Start Character: started when
the Start Character is read on the
Serial Line

Modem Control Asserted:
started when the Modem Contral
pin iz asserted on the Serial Line
Modem Emulation: started
swhen triggered by Modem
Emuilation

The Remote Address and
Remote Port specifies the remate
host to connect to. The Local Port
iz by default random but can be
overridden.

The Protocol uzed on the
connection can be one of TCP, UDP |
S5H, TCP w/AES, or LDP witES. If
securty iz & concern it is highly
recommended that S5H he used.
The SSH Username specifies the
55H Client User to use for an S5H
connection.

The Reconnect Timer specifies
howy long to wwait before trying to
reconnect to the remate host after 2
previous attempt failed or
connection was closed.

The Flush Serial Data boolean
specifies to flush the Serial Line
when & connection is macle.

For debugging purposes, the Block
Serial Data and Block Hetwork
Data hooleans can be toggled to
dizcard all incoming data on the:
respective interface.

The TCP Keep Alive timer
specifies how often to probe the
remate host in order to keep the
TCP connection up during idle
transfer periods. Enter 0 to disable.

The CP Set Group idertifies a CP
ar CP Group whose value should
change when & connection is
estahlished and dropped. On
Connection specifies the value to
=et the CP or CP Group to when a
connection iz establized and On
Dizconnection specifies the walue
that should be used when the
connection is closed.
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2. Enter or modify the following settings:

Tunnel — Connect Mode

Description

Page Settings

Mode

Select the method to be used to attempt a connection to a
remote host or device. Choices are:

Disabled = an outgoing connection is never attempted.
(default)

Enabled = a connection is attempted until one is made. If the
connection gets disconnected, the MatchPort b/g Pro retries
until a connection it makes a connection.

Any Character = a connection is attempted when any
character is read on the serial line.

Modem Control Asserted = a connection is attempted as
long as the Modem Control pin (DSR) is asserted until a
connection is made.

Start Character = a connection is attempted when the start
character for the selected tunnel is read on the serial line.

Modem Emulation = a connection is attempted when
triggered by modem emulation AT commands.

Remote Address

Enter the remote address to which the MatchPort b/g Pro will
connect. Enter an IP address or DNS name.

Remote Port

Enter the remote port number.

Local Port Enter the port for use as the local port. A random port is
selected by default. Once you have configured a number, click
the Random link in the Current Configuration to switch back
to random.

Protocol Select the protocol type for use in Command Mode. TCP is

the default protocol.

The protocol used on the connection can be one of TCP,
UDP, SSH, SSL, Telnet, TCP w/AES, or UDP w/AES.

If security is a concern, we recommend using SSH. The SSH
Username specifies the SSH Client User to use for an
outgoing SSH connection. To set up an SSH Client User, go
to the, go to SSH Settings on page 94.

Reconnect Timer

Enter the reconnect time in milliseconds. The MatchPort b/g
Pro attempts to reconnect after this amount of time after failing
a connection or exiting an existing connection.

Flush Serial Data

Select whether to flush the serial line when a connection is
made. Choices are:

Enabled = flush the serial line when a connection is made.

Disabled = do not flush the serial line. (default)

SSH Username

Enter the SSH username. The tunnel uses the SSH keys for
the client username.

Block Serial Data

Select On to block (not tunnel) serial data transmitted to the
MatchPort b/g Pro.

Block Network Data

Select On to block (not tunnel) network data transmitted to the
MatchPort b/g Pro.
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Tunnel — Connect Mode Description
Page Settings

TCP Keep Alive Enter the time, in milliseconds, the unit waits during a silent
connection before checking whether the currently connected
network device is still on the network. If the unit then gets no
response after 8 attempts, it drops that connection.

Email on Connect Select whether the MatchPort b/g Pro sends an email when a
connection is made. Select None if you do not want to send
an email. Select Email # to send an email corresponding to
the tunnel number.

Email on Disconnect Select whether the MatchPort b/g Pro sends an email
corresponding to the tunnel number when a connection is
closed. Select None if you do not want to send an email.
Select Email # to send an email corresponding to the tunnel
number.

CP Set Group Identifies a CP or CP Group whose value should change
when a connection is established and when it is dropped.

On Connection Specifies the value to set the CP or CP Group when a
connection is established.

On Disconnection  Specifies the value used when the connection is closed.

3. Click Submit. Changes are applied immediately to the MatchPort b/g Pro.

Modem Emulation

A tunnel in Connect Mode can be initiated using modem commands incoming from
the Serial Line. This page enables you to configure the modem emulation settings
when you select Modem Emulation as the Tunnel 1 or Tunnel 2 Connect Mode type.

To configure modem emulation:

1. Select Tunnel 1 and then Modem Emulation at the top of the page. The
Tunnel 1 Modem Emulation page displays.
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Figure 6-9. Tunnel 1 Modem Emulation

A Tunnel in Connect Mode can be
Tunnel 1 Tunnel 2 initiated using Modem commancs
incoming from the Serial Line.

The Echo Pluses specifies that

Statistics Serial Settings Start/Stop Chars pluzes wil be sert into the network

Accept Mode  Connect Made Disconnect Mode (e e SUIESSEE] Gl @
palse +++ pause” escape

Packing Mode | Modem Emulation | AES Keys sequence is seen on the Serial
Lire.

The Echo Commands specifies

Tu n nel 1 - Modem Em ulation that characters read on the Serial
Line will be echoed while the Line is
in hdoclem Command hode.

Echo Pluses: O on O Of The Verbose Reponse Codes
boolean specifies whether or not
Echo Commands: Oon O Of Modem Response Codes are sent

out on the Serial Line.

Verbose Response Codes: (O 0On O Off
. The Response Codes value
Response Codes: O Text O Mumeric specifies if the Modem Response
Codes sent out on the Serial Line
Error Unknown Commands: O 0n O Of shauld be =ent in 'Text' or

Connect String: Humeric' representation.

The Error Unknown Commands
value specifies if an ERROR return
value should be sent on
unrecognized AT commands. If 'O
then ERROR is returned for
untecognized AT commands

Current Configuration atherwise it '0£ £ then OK is

returned for unrecognized AT

Echo Pluses: Off cammands.

. The Connect String is a

Echo Commands: On customized string that is sent with

Verbose Response Codes: | On the CONNECT Modem Response
Code,

Response Codes: Text

Error Unknown Commands: | Off

Optional Connect String: <MNones

2. Enter or modify the following settings:

Tunnel- Modem Description

Emulation Page Settings

Echo Pluses Select On to echo +++ when entering modem Command
Mode.

Echo Commands Select On to echo the modem commands to the console.

Verbose Response Select On to send modem response codes out on the serial

Codes line.

Response Codes Select the type of response code from either Text or
Numeric.

Error Unknown Select whether an ERROR or OK response is sent in reply to

Commands unrecognized AT commands. Choices are:

On = ERROR is returned for unrecognized AT commands.

Off = OK is returned for unrecognized AT commands.
(default)

Connect String Enter the connect string. This modem initialization string
prepares the modem for communications. It is a customized
string sent with the “CONNECT” modem response code.

3. Click Submit. Changes are applied immediately to the MatchPort b/g Pro.
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Start and Stop Characters

The Start/Stop Chars page enables you to configure the MatchPort b/g Pro to start a
tunnel when it receives a specific start character from the serial port and to
disconnect upon receiving the stop character.

To configure the start and stop characters mode:

1. Select Tunnel 1 and Start/StopChars at the top of the page. The Tunnel 1
Start/Stop Chars page displays.

Figure 6-10. Tunnel 1 Start/Stop Chars

The Start Character, when read
Tunnel 1 Tunnel 2 on the Serial Line, can be used to

inttiste & new connection far &

Tunnel in Connect Mode and enable

Statistics Serial Settings Start’Stop Chars & Tunnel in Accept Mode to start
A  Mod C ct Mod Di ct Mod listening for connections.
ceep ode onne ode isconne ode The Stop Character, when read
Packing Mode Modem Emulation AES Keys on the Setial Line, can be used to
dizconnect an active Tunnel
connection.
Tunnel 1- Start/Stop Chars Sl i AR

Characters can he echoed (=ent)
or not echoed (naot =et) on the
Tunnel when read on the Serial

Start Character: Line.

Stop Character:

Echo Start Character: O 0On O Off
Echo Stop Character: O 0On O Off

Current Configuration

Start Character: “Mone=
Stop Character: “Mone=
Echo Start Character: | Off
Echo Stop Character: | Off

2. Enter or modify the following settings:

Tunnel — Start/Stop Description

Chars Page Settings

Start Character Enter the start character in either ASCII or hexadecimal
notation.

Stop Character Enter the stop character in either ASCII or hexadecimal
notation.

Echo Start Character Select On to forward (tunnel) the start character.

Echo Stop Character Select On to forward (tunnel) the stop character.

3. Click Submit. Changes are applied immediately to the MatchPort b/g Pro.

Disconnect Mode

Disconnect Mode is disabled by default. When enabled, Disconnect Mode runs in the
background of an active connection to determine when a disconnection is required.
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To configure the tunnel’s Disconnect Mode:

1. Click Tunnel 1 and Disconnect Mode at the top of the page. The Tunnel 1
Disconnect Mode page displays.

Figure 6-11. Tunnel 1 Disconnect Mode

These settings relate to

Tunnel 1 | Tunnel 2 Disconnecting a Tunnel.
Character Stop enables
e . B . disconnect when the "Stop

Statistics Serial Settings Start/Stop Chars Character (configured on the

Accept Mode Connect Mode Disconnect Mode Sl Silap RIS (el 5 (e a
the Serial Line.

Packing Mode  Modem Emulation  AES Keys Modem Conitrol enables

disconnect when the Modem

Contral pin is not asserted on the
Tunnel 1- Disconnect Mode Bt Ui

Timeout enables dizconnect after

the tunnel iz idle for a specified

Character Sto p: (_} Enahled (:j. Disahled number of milizeconds. The value
of zero dizables the idle timeout.
Modem Control: (O Enabled ® Disabled Flush Serial Data enabled wil
. . flush the Serial Line when the
Timeout: U milliseconds Tunmel is disconnected.

Flush Serial Data: | O Enabled & Disabled

2. Enter or modify the following settings:

Tunnel — Disconnect Description
Mode Page Settings

Character Stop Select Enabled to disconnect upon receiving the stop
character. (See Start and Stop Characters on page 68 for
instructions on configuring the stop character.)

Modem Control Select Enabled to disconnect when the modem control pin is
not asserted on the serial line.

Timeout Enter a time, in milliseconds, for the MatchPort b/g Pro to
disconnect on a timeout. The value 0 (zero) disables the idle
timeout.

Flush Serial Data Select Enabled to flush the serial data buffer on a

disconnection.

3. Click Submit. Changes are applied immediately to the MatchPort b/g Pro.

AES Keys

Advanced Encryption Standard (AES) is an encryption algorithm for securing
sensitive information by government agencies.

To configure the AES keys for connect or Accept Mode:

1. Click Tunnel 1 and AES Keys at the top of the page. The Tunnel 1 AES Keys
page displays.
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Figure 6-12. AES Keys

There are four separate Advanced
Encryption Stancard (AES)
Encryption Keys used for
Tunneling. Connect Mode and

Tunnel 1 | Tunnel 2

Statistics Serial Settings Start/Stop Chars Accept Mode contain their ovwn
. sets of keys. One Key is used for

Accept Mode Connect Mode Disconnect Mode encrypting outgoing data and the
Packing Mode Modem Emulation | AES Keys ather Key is used for decrypting

incoming dsta.

These AES Keys are a fixed 16

bytes in lencth. Any Keys entered

Tu n nel 1 = AES Keys that are less than 16 bytes long are

padded with zeroes. Key data can
be entered in as Text or Binary
Accept Mode AES Keys form. The Text form is & simple

Encrypt Key: o y string of ASCH characters. Binary
ve ¥ ©Text O Binary form is & string of characters

Decrypt Key: @ Y representing byte values where
¥P ¥ @Tent © Binary each Hexadecimal biyte value starts
with 0 and each Decimal byte
Connect Mode AES Keys value starts with 1
. . Maote thet the Keys are shared
Encrypt Key: @Text OBinary  |secret keys sothey must be
. . kniowvn by both sides of the
Decrypt Key: @ Text O Binary connection and kept secret

. Mate that this device also supports
Z5H using AES Encryption a= an
atternstive to secure tunneling. it is
recommended that S5H be used
because it does not require

curre nt coﬂﬁguratioﬂ configuring shared secret keys and

is & more secure standards based
Accept Mode AES Keys protocol. S2H.

Encrypt Key: | <Monex
Decrypt Key: | <Monex
Connect Mode AES Keys
Encrypt Key: | <Mone>

Decrypt Key: | <Mone=

2. Enter or modify the following settings:

Tunnel — AES Keys Page Description

S

Encrypt Key Enter the value for each byte of the encryption key. Select the
format for the byte as either Text or Binary. Binary form is a
string of characters representing byte values where each
hexadecimal byte value starts with \Ox and each decimal byte
value starts with \.

Empty trailing bytes that are not specified are set to 0.

Decrypt Key Enter the value for each byte of the decrypt key. Select the
format for the bytes as either Text or Binary.
Empty trailing byes that are not specified are set to 0.

Encrypt Key Enter the value for each byte. Select the format for the byte as
either Text or Binary. Trailing bytes not specified are set to 0.

Decrypt Key Enter the value for each byte of the decrypt key. Select the
format for the byte as either Text or Binary.
Empty trailing bytes that are not specified are set to 0.

3. Click Submit. Changes are applied immediately to the MatchPort b/g Pro.
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This page displays configuration settings for attaching a terminal on a serial line or
the network and lets you change them as necessary.

Line Terminal Configuration

To configure aline to support an attached terminal:

1. Click Terminal on the menu and then select the line that is connected to the
terminal you want to configure. The default is Line 1. Configuration is
automatically selected. The Terminal on Line 1 Configuration page displays.

Figure 6-13. Terminal on Line 1 Configuration

The text in Terminal Type will be
Network | Line 1 | Line 2 S 1D @ i i
Selecting Login Connect Menu
= swill bring the user to & menu rather

Configuration than ta the command ling interface

[CLD upon logging in.
. . . . Selecting Exit Connect Menu
Terminal on Line 1- Configuration allows a user to reach the

command line interface (CLI from
the Connect ke,

Terminal Type: UMKMNOWIN When the Send Break control
character is received from the
Login Connect Menu: | O Enabled @ Disabled network on its way to a Serial Line,
it will not be sent to the Line;
Exit Connect Menu: ) Enabled @ Disabled instead, the line output will be
forced inactive. Example setting:
Send Break: =cantrol=Y
The Break Duration specifies hiow
Break Duration: 500 milliseconds long the "spacing” condition will be
placed on the line when a bresk is
Echo: @ Enabled C Disabled sent.

Echo applies only to Connect Mode
Telnet connections, not to Accept
Mode. Only disable Echo if your
terminal echoes, in which case you
will se& double of each character
typed.

2. Enter or modify the following settings:

Terminal on Description
Line

Configuration
Page Settings

Terminal Type

Enter text to describe the type of terminal. The text will be sent to
a host via IAC.

IAC means, “interpret as command.” It is a way to send
commands over the network such as send break or start
echoing.

Login Connect Select the interface to display when the user logs in. Choices
Menu are:

Enabled = displays the Login Connect Menu.
Disabled = displays the CLI
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Line

Configuration
Page Settings

Exit Connect
Menu

6: Line, Tunnel, Terminal, and Host Settings

Description

Select whether to display a choice for the user to exit the Login
Connect Menu and reach the CLI. Choices are:

Enabled = a choice allows the user to exit to the CLI.

Disabled = there is no exit to the CLI.

Send Break

Enter a Send Break control character, e.g., <control> Y, or blank
to disable.

When the Send Break control character is received from the
network on its way to the serial line, it is not sent to the line;
instead, the line output is forced to be inactive (the break
condition).

Break Duration

Enter how long the break should last in milliseconds.

Echo

Applies only to Connect Mode Telnet connections, not to Accept Mode.
Only disable Echo if your terminal echoes, in which case you will see

double of each character typed.

3. To save changes, click Submit. Changes are applied immediately to the

MatchPort b/g Pro.

Network Terminal Configuration

To configure menu features applicable to CLI access via the network:

1. Click Terminal on the menu and then click Network at the top of the page.
Configuration is automatically selected. The Terminal on Network Configuration

page displays.

Figure 6-14. Terminal on Network Configuration

Network | Line 1 Line 2

Configuration

Terminal Type: LIMEMNOWN
Login Connect Menu: | () Enabled @ Disahled
Exit Connect Menu: (O Enabled & Disabled

Echo: (®Enabled O Disabled

Terminal on Network- Configuration

The text in Terminal Type will he
zent to & host via 14C.

Selecting Login Connect Menu
will bring the user to & menu rather
than to the command line interface
[CLI) upon logging in.

Selecting Exit Connect Menu
allows a uzer to reach the
command line interface (CLI) from
the Connect henu.

When the Send Break contral
character is received from the
network on its way to a Serial Line,
it wvill not be sent to the Line;
instead, the line output will e
forced inactive. Example setting:
=control=Y

The Break Duration specifies how
long the "spacing” condition will be
placed on the line wwhen a break is
=ent.

Echo applies only to Connect Mode
Telnet connections, nat to Accept
Mocle. Only disable Echo if your
terminal echoes, in which case you
will 2ee double of each character
typed.

2. Enter or modify the following settings:

MatchPort b/g Pro User Guide

72



6: Line, Tunnel, Terminal, and Host Settings

Terminal on Description
Line

Configuration
Page Settings
Terminal Type

Enter text to describe the type of terminal. The text will be sent to
a host via IAC.

IAC means, “interpret as command.” It is a way to send
commands over the network such as send break or start
echoing.

Login Connect Select the interface to display when the user logs in. Choices
Menu are:

Enabled = displays the Login Connect Menu.
Disabled = displays the CLI

Exit Connect Select whether to display a choice for the user to exit the Login
Menu Connect Menu and reach the CLI. Choices are:

Enabled = a choice allows the user to exit to the CLI.

Disabled = there is no exit to the CLI.

Echo Applies only to Connect Mode Telnet connections, not to Accept Mode.
Only disable Echo if your terminal echoes, in which case you will see
double of each character typed.

3. To save changes, click Submit. Changes are applied immediately to the
MatchPort b/g Pro.

This page displays current settings for a remote host and lets you change these
settings.

1. Click Host on the menu and then click the desired host at the top of the page.
Configuration is automatically selected. (Host 1 is the default.) Host Configuration
page displays.

Figure 6-15. Host Configuration

The text in Hame will appear in the
Host 1 Host 2 connect menu. Set it blank to leawve
it out of the menu.

= If Protocol iz SSH, either supply a
Configuration value in SSH Username to select a
pre-configured Username §
Passwaord [ Key (in SSH Client:
Host 1_ Configuration Users) or leave it blank to be
prompted for Username and
Pazsword at connect time.

The Remote Address and

Remote Port specify the remote
host to connect to.

Name:
Protocol: @® Telnet O S3H

Remote Address:

Remote Port: 0

2. Enter or modify the following settings:
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Host Page

Host Page Description

Settings

Name Enter a name for the host. This name displays on the Login
Connect Menu. To leave a host out of the menu, leave this field
blank.

Protocol Select the protocol to use to connect to the host. Choices are:
Telnet
SSH

SSH keys must be loaded or created on the SSH page for
the SSH protocol to work.

SSH Username Displays if you selected SSH as the protocol. Enter a username
to select a pre-configured Username/Password/Key (configured
on the SSH: Client Users page), or leave it blank to be prompted
for a username and password at connect time.

Remote Address  Enter an IP address for the host.

Remote Port Enter the port on the host to which the MatchPort will connect.

3. To save changes, click Submit. Changes are applied immediately to the
MatchPort b/g Pro.
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The Configurable Pin Manager is responsible for assignment and control of the
configurable pins (CPs) available on the MatchPort b/g Pro. There are seven
configurable pins on the MatchPort b/g Pro.

You can configure the CPs individually or cluster them together and configure them
as a single group (CP group). This increases flexibility when incorporating the
MatchPort b/g Pro into another system.

Configurable Pin Manager

The MatchPort b/g Pro has seven configurable pins (CPs). CPs can be grouped
together using the Configurable Pin Manager (CPM).

CPM: Configurable Pins

Each CP is associated with an external hardware pin. CPs can trigger an outside
event, such as sending an email message or starting Command Mode.

To configure the MatchPort b/g Pro’s CPs:

1. Click CPM on the menu bar and then CPs at the top of the page. The CPM: CPs
page displays.
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Figure 7-1. CPM: CPs

Thiz page allovws you to manage the
CPs GI'OleS Configurable Pins (CP) on the
device. CP=s can be grouped
together and based on their state,
can trigger an outside event like

C P M C PS sending an Email messane ar

starting the CLI on & Serial Line.

Current chfiguration Each CP is associated with an
external hardweare pin and can be
CP  Pin# Configured As  State Groups  Active In Group configured in either input or
output maode. Yhen a CFP is
CP1 | CP1 Input ] 0 <available> configured as output, it can be
: toggled by setting the value.
ol RS Input g g Eaveiahie S ‘Whatever value iz given, the first bit
CP3 | CP3I | Input 0 u] <available= is used as the setting. 1 means
. azzerted and 0 means de-asserted.
CP4 [ CP4 | Input g o <available= Addtionally, the CF lagic can be
CP5  CP3 | Input ] o <available= inverted so that assertion is low.
CPG CPG Input i} o] <gvailable> A CP can be a member of multiple
— groups but can only be & member of
CF? | CP7 | Input 0 u] <available= one enabled group. hote that a CP
can only be modified if all the:
CP Status: CP1 groups it is a member of are
disabled.
Name CROL The Pin Status chart shows the
State Enabled current status for an individual CP.
Type Input A CP containz one hit of information
Yalue O (Oxd) and the Walue shows the current
value. The Level row showes the
Level = lovee . The 1O rovee Sh?WS input 'T',
output '0', or not available 3¢, An'T
1/0 I inthe Logie rovw means the CP is
Logic inverted. Lastly, a listing iz shown
Binary | |:|x|x)x x| e o x| e e e oo oo o f2e e a2 2 (% |O of all groups the CP is & member of.
CcPrH 1
Groups

Set|CP1 ¥ t0 value
Set|CP1 ¥ |as|Input ¥ | [JAssen Low

The Current Configuration table displays the current settings for each CP.

CPM — CPs Page Current  Description

Configuration

CP Indicates the configurable pin number.
Pin # Indicates the hardware pin number associated with the CP.
Configured As Displays the CP's configuration. A CP configured as Input is

set to read input. A CP configured as Output drives data out
of the MatchPort b/g Pro.

State Indicates the current status of the CP:
1 = asserted.
0 = de-asserted.

| =the CP is inverted.

Groups Indicates the number of groups in which the CP is a member.

Active In Group A CP can be a member of several groups. However, it may
only be active in one group. This field displays the group in
which the CP is active.
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2. Todisplay the CP status of a specific pin, click the CP number in the Current
Configuration table. The CP Status table displays detailed information about the

CP.
CPM - CPs Page CP Description
Status
Name Displays the CP number.
State Displays the current enable state of the CP.
Type Indicates whether the CP is set for input or output.
Value Displays the last bit in the CP’s current value.
Bit Visual display of the 32 bit placeholders for a CP.
Level A “+” symbol indicates the CP is asserted (the voltage is high).
A “-“indicates the CP voltage is low.
1/0 Indicates the current status of the pin:
| = input
O = output
X = unassigned
Logic An “I” indicates the CP is inverted.
Binary Displays the assertion value of the corresponding bit.
CP# Displays the CP number.
Groups Lists the groups in which the CP is a member.
To modify a CP, all groups in which it is a member must be
disabled.

3. Tochange a CP’s value:

a) Select the CP from the drop-down list.

b) Enter the CP’s value.

¢) Click Submit. Changes are applied immediately to the MatchPort b/g Pro.
4. To change a CP’s configuration:

a) Select the CP from the drop-down list.

b) Select the CP’s configuration from the drop-down list.

c) (If necessary) Select the Assert Low checkbox.

d) Click Submit. Changes are applied immediately to the MatchPort b/g Pro.
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CPM: Groups

The CP Groups page allows for the management of CP groups. Groups can be
created or deleted. CPs can be added to or removed from groups. A group, based on
its state, can trigger outside events (such as sending email messages). Only an
enabled group can be a trigger.

To configure the MatchPort b/g Pro’s CP groups:

1. Click CPM on the menu bar and then Groups at the top of the page. The CPM:
Groups page displays.

Figure 7-2. CPM: Groups

This page allowws you to manage the
CPs Gl'oups Configurable Pin (CP) Groups
on the device. CPs can be grouped
together and based on their state,
can trigger an outside evert like
C P M : G rD u pS sending an Email message or
starting the CLI on & Serial Line.

cu",ent Cﬂnfiguratiﬂn Only & Group that is enabled can be

uzed.
Group Name State CP Info Here Groups can be created and
= = = deleted, enabled and dizabled, CP=
LingZ Moderm_Ctl O Disabled 0 CPs Assigned added and removed, and the
Linel _RS485_HDpx Disabled 0 CPs Assigned eurrent valu ot the Group modified.
n n n CPs can be added to a Group st a
Line2_Modern_Ctl_ln Disabled 0 CPs Assigned specific bit postion, By defaut, the
Linel_tdodem_Ctl_ O Dizabled 0 CPs Assigned Hext zetting aods CPs to the first
a " " available position starting st bit
Linel RS485_Select Disabled 0 CPs Assigned ==,
Linel_Modern_Ctl_ln Disabled 0 CPs Assigned The current value of the Group can
he modified. Thiz value is 32 bits
Group Status: Line2_Modem_Ctl_O LS I 5 D ey s
- - - specific bits where the CPs
Name Line? Modem Ctl 0O currently reside inthe Group. For
Disabled AND Locked, user may Enable/Disable or example, Using & value of 5 would
State =zt the CPs at bits 0 and 2 and clear

Add/Penove CP

Yalue Dizabled any other CPs. Using & value of 0

would clear all the CPs inthe group.

pir (3[3/2(2/2/2/21221222 111D 1L i3y | |Notethat & CP can only ke modified
3 L0 Ed £ el k0 Ed B Dl 2 d LR e 1 B A ) if it iz configured as output.

L The folloving groups are built-in.
o Add the desired CF to the first (bit
Logic 0] position and enable to use:
B:i.nary H XX X XX XXX XXX XX XX XXX XXX XXX XXX XXX LilleX_SeIeﬂ_RS%S iz aszerted
CcPri while in any RS483 mode.

Line x_HIf_Dplx_RS485 iz
asserted while in half duplex RS485
mode.

f Line X Modem_Cntl_Out iz
Create Group: asserted whils a tunnel is active.
Line X Modem_Cntl_In controls

Delete Group: | Line2_todem_CHl_O » Turnel connections. This group is

only enabled automatically by

; .. 3 W selecting "Modem Control Asserted"
Set | Line2_Modem_Ct_0 state to | Enabled - in Tunnel Accept or Connect Modes
- or "Maodem Cortrol" in Tunnel
Set | LineZ_tdodem_CH_O ¥t value Disconnect Mode.

Add[CP1 | to [Linez_tMadem_ct_0 v pit| Mext

Remove | CP1 % |from | Line2_mMadem_ci_0 ~

2. The Current Configuration table displays the current settings for each CP group:
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CPM - Groups Page Description

Current Configuration

Group Name Displays the CP group’s hame.

State Indicates whether the group is enabled or disabled.
CP Info Provides CP group information.

3. Todisplay the status of a specific group, click the CP group name in the Current
Configuration table. The Group Status table displays, providing detailed
information about the CP group.

CPM — Groups Page Description
Group Status
Name Displays the CP Group name.
State Current enable state of the CP group.
Value Displays the CP group’s current value.
Bit Visual display of the 32 bit placeholders for a CP.
Level A “+” symbol indicates the CP’s bit position is asserted (the
voltage is high). A “-“indicates the CP voltage is low.
110 Indicates the current status of the pin:
| = input
O = output

X = unassigned

Logic An “I” indicates the CP is inverted.

Binary Displays the assertion value of the corresponding bit.

CP# Displays the configurable pin number and its bit position in the
CP group.

To create a CP group:

1. Enter a group name in the Create Group field.

2. Click Submit. Changes are applied immediately to the MatchPort b/g Pro.
To delete a CP group:

1. Select the CP group from the Delete Group drop-down list.

2. Click Submit. Changes are applied immediately to the MatchPort b/g Pro.
To enable or disable a CP group:

1. Select the CP group from the Set drop-down list.

2. Select the state (Enabled or Disabled) from the drop-down list.

3. Click Submit. Changes are applied immediately to the MatchPort b/g Pro.
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To set a CP group’s value:

1. Select the CP group from the Set drop-down list.

2. Enter the CP group’s value in the value field.

3. Click Submit. Changes are applied immediately to the MatchPort b/g Pro.
To add a CP to a CP group:

1. Select the CP from the Add drop-down list.

2. Select the CP group from the drop-down list.

3. Select the CP’s bit location from the bit drop-down list.

4. Click Submit. Changes are applied immediately to the MatchPort b/g Pro.
To delete a CP from a CP group:

1. Selectthe CP from the Remove drop-down list.

2. Select the CP group from the drop-down list.

3. Click Submit. Changes are applied immediately to the MatchPort b/g Pro.
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DNS Configuration

This page displays configuration settings for the domain name system (DNS). The
primary and secondary DNS addresses come from the active interface. The static
addresses from the Network Interface Configuration page may be overridden by
DHCP or BOOTP.

The DNS page also shows any contents in the DNS cache. When a DNS name is
resolved using a forward lookup, the results are stored in the DNS cache temporarily.
The MatchPort b/g Pro consults this cache when performing forward lookups. Each
item in the cache eventually times out and is removed automatically after a certain
period, or you can delete it manually.

To configure the MatchPort b/g Pro’s DNS configuration:

1. Click DNS on the menu bar. The DNS page displays.

Figure 8-1. DNS Settings

Thiz page dizplays the current
status of the DNS subsystem. The
D N S primary and secondary DHNS
addrezzes come from the active
interface. The static addresses
current Status from the Network Interface
Configuration page may be
Primary DNS: “Mone= overtidden by DHCP or BOGTP.

Secondary DNS: | <Mone= When a DNS name is resolved
using & forvward lookup, the resultts
are temporarily stored in the DNS

DNS Cache cache. Thiz cache iz conzulted first
swhen performing forvward lookups.
Each tem in the cache will
eventually timeout and be removed
after a certain period of time or can
be deleted manually .

There are no entries in the cache.

PPP Configuration

Point-to-Point Protocol (PPP) establishes a direct connection between two nodes. It
defines a method for data link connectivity between devices using physical layers
(such as serial lines). For more information about PPP, see 12: Point-to-Point
Protocol (PPP).

The MatchPort b/g Pro supports two types of PPP authorization: Password
Authentication Protocol (PAP) and Challenge Handshake Authentication Protocol
(CHAP). Both of these authentication methods require the configuration of a
username and password. The MatchPort b/g Pro supports no authentication scheme
when no authentication is required during link negotiation.
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The following section describes the steps to configure PPP 1 (PPP on serial
line 1); these steps also apply to PPP 2. You must use static routes to configure PPP.

To configure the MatchPort b/g Pro’s PPP configuration:
1. Click PPP on the menu bar and Linel at the top of the page. The PPP — Line 1
page displays.

Figure 8-2. PPP Settings

Thiz page is used to configure &
Line 1 Line 2 netwark ink using PPP over & serial
line. In order to enable PPP, no other
features can he enakled on the
setial line. Tunneling (Connect andd

P P P L ine 1 Accept modes) and Command kods
must both be turned off before
proceeding.

Local IP Address: It's important to note that this device:
acts as the server side of the PPP

Peer IP Address: link. This device can force
authentication and is able to assign

Network Mask: an P Address to the peer. Once the
PPP intertace is up, IP packets are

Auth Mode: O Mone OPAP O CHAP routed appropriately to and from the

Ethernet and PPP interfaces.

The Local IP Address is the IP
Auth Password: Address that will be assigned to the
FPP interface on the device. The

Peer IP Address is the P
Address that will be assigned to the
peer it asked during negotistion.

There are three different
authentication schemes supported

Auth Username:

Current Confi ] uration by this device. Hone which means
no suthentication is necessary
Mode: Disabled during link negotistion, the
Pagsword Authentication
Local IP Address: | <MNone= Protocol (PAP) and Challenge-
Peer IP Address: | <Mone> Handshake Authentication
Protocol (CHAP). PAP and CHAP
Network Mask: <Mone= require that 8 username and
. pazsword be configured for the
Auth Mode: MNone PPP inlerface
Auth Username: | <Mone> The Auth Username and Auth
Auth Password: =Mone= Password are the credentials

used by the PAP and CHAP
authentication protocols during link
negotistion. If authentication is to be
uzed on the PPR interface, the peer
must be configured to use this
uzername and password.

2. Enter or modify the following settings:

PPP Page Settings Description

Local IP Address Enter the IP address assigned to the MatchPort b/g Pro's PPP
interface.

Peer IP Address Enter the IP address assigned to the peer (when requested
during negotiation).

Network Mask Enter the network mask.

Auth. Mode Choose the authentication mode:

None = no authentication is required.
PAP = Password Authentication Protocol.

CHAP = Challenge Handshake Authentication Protocol.

Auth. Username Enter the username if authentication is used on the PPP
interface.

Auth. Password Enter the password if authentication is used on the PPP
interface.

3. Click Submit. Changes are applied immediately to the MatchPort b/g Pro
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This page is used to configure the Simple Network Management Protocol (SNMP)

agent. Using this page, you can configure the SNMP service to send a trap when it
receives a request for information that contains an incorrect community name and

does not match an accepted system name for the service.

To configure SNMP:

1. Click SNMP on the menu bar. The SNMP page opens and displays the current

SNMP configuration.

Figure 8-3. SNMP Configuration

SNMP

SNMP Agent:

Read Community:
Write Community:
System Contact:
System Name:

System Description:
System Location:
Enable Traps:

Primary TrapDest IP:
Secondary TrapDest IP:

Current Configuration

SHMP Agent Status:
Read Community:
Write Community:
System Contact:
System Name:

System Description:
System Location:
Traps Enabled:
Primany TrapDest IP:
Secondary TrapDest IP:

Con Ooff

Con O off

This page displays the current
configuration of the SKMP Agent

Running (On)
<Configured=[Delete]
<Configured=[Delete]

<Mone>

matchport[Delete]

Lantronix MatchPort AR[Delete]
<Mone>

On

<Maone=

<Mone>

2. Enter or modify the following settings:

SNMP Page Settings Description

SNMP Agent

Select On to enable SNMP.

Read Community

Enter the SNMP read-only community string.

Write Community

Enter the SNMP read/write community string.

System Contact

Enter the name of the system contact.

System Name

Enter the system name.

System Description

Enter the system description.

System Location

Enter the system location.

Enable Traps

Select On to enable the transmission of the SNMP cold start
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trap messages. This trap is generated during system boot.

Primary TrapDest IP Enter the primary SNMP trap host.

Secondary TrapDest IP Enter the secondary SNMP trap host.

3. Inthe Current Configuration table, delete and clear currently stored settings as
necessary.

4. Click Submit. Changes are applied immediately to the MatchPort b/g Pro.

This page displays the current File Transfer Protocol (FTP) connection status and
various statistics about the FTP server.

To configure FTP:

1. Click FTP on the menu bar. The FTP page opens to display the current
configuration.

Figure 8-4. FTP Configuration

This page displays the current
connection status and various
FTP statistics for the FTP Server

FTP Server: O 0n O Off
Username:

Password:

Current FTP Configuration and Statistics

FTP Status: On {running)
FTP Username; admin
FTP Password: <Configured=|Reset]

Connections Rejected: | 0
Connections Accepted: | 0
Active Connections: 1]

Last Client: Mo device has connected

2. Enter or modify the following settings:

FTP Page Settings Description

FTP Server Select On to enable the FTP server.
Username Enter the username to use when logging in via FTP.
Password Enter the password to use when logging in via FTP.

3. Inthe Current FTP Configuration and Statistics tables, reset currently stored
settings as necessary by clicking the Reset link.

4. Click Submit. Changes are applied immediately to the MatchPort b/g Pro.
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This page displays the status and various statistics about the Trivial File Transfer
Protocol (TFTP) server.

To configure TFTP:

1. Click TFTP on the menu bar. The TFTP page opens to display the current
configuration.

Figure 8-5. TFTP Configuration

Thiz page displays the current
status and various statistics for the
TFTP TFTP Server.
The Allow TFTP File Creation
boolean specifies whether or not

TFTP Server: Oan OO0fF the TFTP Server can create a file if
. . it does nat already exist. Be careful
Allow TFTP File Creation: O 0On O Off when turning this feature on as it
- opens the device up to possible
Denial-of-Service (D0S) atacks

against the filesystem

Current TFTP Configuration and Statistics

TFTP Status: On (running)
TFTP File Creation: Dizabled
Files Downloaded:

Files Uploaded:

0
0
File Not Found Errors: | 0
File Read Errors: 0
File Write Errors: 0
Unknown Errors: 0

Last Client: Mo device has connected

2. Enter or modify the following settings:

TFTP Page Settings Description

TFTP Server Select On to enable the FTP server.

Allow TFTP File Creation | Select whether to allow the creation of new files stored on the
TFTP server.

3. Inthe Current TFTP Configuration and Statistics table, reset currently stored
settings as necessary by clicking the Reset link.

4. Click Submit. Changes are applied immediately to the MatchPort b/g Pro.

The Syslog page shows the current configuration, status, and statistics of the syslog.
Here you can configure the syslog destination and the severity of the events to log.

Note: The system log is always saved to local storage, but it is not retained
through reboots. Saving the system log to a server that supports remote
logging services (see RFC 3164) allows the administrator to save the
complete system log history. The default is 514.
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1. Click Syslog on the menu bar. The Syslog page opens to display the current
configuration.

Figure 8-6. Syslog

This page displays the current

configuration, status and various
Sys I og statistics for Syslog.

The Severity To Log field is used

to specify which level of system
Syslog: O 0on O Of message should be logged to the

Syslog Host. This setting applies to
Host: all syslog facilties

Local Port;
Remote Port:

Severity To Log: | MNone hd

Current Syslog Configuration and Statistics

Syslog Status: Off (nat running)

Host: <MNaonex=
Local Port: 414
Remote Port: 414
Severity Level: =MNone>

Messages Sent: |0
Messages Failed: 0

2. Enter or modify the following settings:

Syslog Page Settings  Description

Syslog Select to enable or disable the syslog.

Host Enter the IP address of the remote server to which system
logs are sent for storage.

Local Port Enter the number of the local port on the MatchPort b/g Pro to
which system logs are sent.

Remote Port Enter the number of the port on the remote server that
supports logging services. The default is 514.

Severity to Log From the drop-down box, select the minimum level of system
message the MatchPort b/g Pro should log. This setting
applies to all syslog facilities. The drop-down list is in
descending order of severity (e.g., Emergency is more severe
than Alert.)

Hypertext Transfer Protocol (HTTP) is the transport protocol for communicating
hypertext documents on the Internet. HTTP defines how messages are formatted and
transmitted. It also defines the actions Web servers and browsers should take in
response to different commands. This page has three links at the top for viewing
statistics and for viewing and changing configuration and authentication settings.

MatchPort b/g Pro User Guide 86



8: Services Settings

HTTP Statistics

Note: The HTTP log is a scrolling log, with the last Max Log Entries cached
and viewable. You can change the maximum number of entries that can be
viewed on the HTTP Configuration Page.

To view HTTP statistics:

This read-only page shows various statistics about the Hypertext Transfer Protocol

(HTTP) server.

1. Click HTTP on the menu bar. The HTTP Statistics page displays.

Figure 8-7. HTTP Statistics

HTTP Statistics

Rx Bytes

Tx Bytes

200 - OK

400 - Bad Request

401 - Authorization Required
404 - Not Found

408 - Request Timeout
413 - Request Too Large
301 - Not Implemented
Status Unknown

Work Queue Full
Socket Error

Memory Error

Logs:

Statistics | Configuration

78659
795709
123

3

4
0
0
0
0
0
0
0
0

This page displays the various
HTTP Server statistics

The HTTP Log is & scrolling log in
that only the Izst Max Log Entries|
lines are cached and viewahle. Thi
maximum number of entries can be
madified on the HTTP Configuration
page:

50 entries (5114 bytes)[Yiew] [Clear]

HTTP Configuration

On this page you can change HTTP configuration settings.

To configure HTTP:

1. Click HTTP on the menu bar and then Configuration at the top of the page. The

HTTP Configuration page opens.
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Figure 8-8. HTTP Configuration

Statistics | Configuration | Authentication Port (55L) can be overridden. The

HTTP Configuration

HTTP Server: @0n O 0f

HTTP Port:

HTTPS Port:

HTTPS Protocols
SSL3: (O Enable O Disable
TLS1.0: (O Enable O Disable
TLS1.1: (O Enable O Disable

Max Timeout: seconds Log Format Directives
Max By‘les: %a remote IP address (could
be & proxy]
Logging: Oon OO0f g Dvies sent excluding
headers
Max Log Entries: g bytes sent excludng
Log Format: e D =)
Yeh remaote host (same as '%a’
il header corterts from
reguest (h = header string)
%m  reguest method
%p ephemeral local port value
Current Configuration e B
%g cuery string (prepend with
HTTP Status: On (running) 7 or empty -
. timestamp HH: bk S5
HTTP Port: 80 ot (=zame as Apache "%(%
HTTPS Port: 443 H:96M: %S0 or 'S0 T
. o remote user (could be
HTTPS Protocols: | S5L3, TLS1.0, TLS1.1 L bogus for 401 status)
Max Timeout: 10seconds %0 URL path infa
Max Bytes: 40960 oy frstline of request (same
Logging' On a3 "%m %U%y <version=")
: = %s  return status
Max Log Entries: | 50
= = The max length for each directive is
Log Format: %h %ot "%r" %s %B "%{Referer)i” "W{User-Agent}i” 64 bytes. The exception is "%
Logs: 50 entries (7446 bytes) [view] [Clear] e @ee Clent B [lie o &%

Both the HTTP Port and HTTPS

HTTP Server will only listen an the
HTTPS Port when an SSL
Cetificate iz configured for the
device and &t least one S5L
protocaol version iz enabled in
HTTPS Protocols.

The Max Timeout value specifies
the maximum amourt of time to wait
for a request from a client. The Max
Bytes value specifies the maximum
number of bytes allowed in a client
request. Both of these value are
used to help prevent Denial of
Service (DoS) sttacks against the
HTTP Server.

The HTTP Log is & scrolling log in
that only the last Max Log Entries
linez are cached and viewahle.

bytes (i.e. method, URL path infa,
and gquery string).

2. Enter or modify the following settings:

HTTP Configuration

Page Settings

Description

HTTP Server

Select On to enable the HTTP server.

HTTP Port

Enter the port for the HTTP server to use. The default is 80.

HTTPS Port

Enter the port for the HTTPS server to use. The default is 443.
The HTTP server only listens on the HTTPS Port when an
SSL certificate is configured.

HTTPS Protocols

Select to enable or disable the following protocols:
SSL3 = Secure Sockets Layer version 3

TLS1.0 = Transport Layer Security version 1.0. TLS 1.0 is the
successor of SSL3 as defined by the IETF.

TLS1.1 = Transport Layer Security version 1.1
The protocols are enabled by default.

A server certificate and associated private key need to be
installed in the SSL configuration section to use HTTPS.
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Max Timeout
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Description

Enter the maximum time for the HTTP server to wait when
receiving a request. This prevents Denial-of-Service (DoS)
attacks. The default is 10 seconds.

Max Bytes Enter the maximum number of bytes the HTTP server accepts
when receiving a request. The default is 40 KB (this prevents
DoS attacks).

Logging Select On to enable HTTP server logging.

Max Log Entries

Sets the maximum number of HTTP server log entries. Only
the last Max Log Entries are cached and viewable.

Log Format

Set the log format string for the HTTP server. Follow these

Log Format rules:

%a - remote IP address (could be a proxy)

%b - bytes sent excluding headers

%B - bytes sent excluding headers (0 ='-")

%h - remote host (same as '%a’)

%{h}i - header contents from request (h = header string)

%m - request method

%p - ephemeral local port value used for request

%(q - query string (prepend with '?' or empty '-')

%t - timestamp HH:MM:SS (same as Apache
'%(%H:%M:%S)t' or '%(%T)t)

%u - remote user (could be bogus for 401 status)

%U - URL path info

%r - first line of request (same as '%m %U%q <version>")

%s - return status

3. Click Submit. Changes are applied immediately to the MatchPort b/g Pro.

HTTP Authentication

HTTP Authentication enables you to require usernames and passwords to access
specific web pages or directories on the MatchPort b/g Pro's built-in web server.

To configure HTTP authentication settings:

1. Click HTTP on the menu bar and then Authentication at the top of the page.
The HTTP Authentication page opens.
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Figure 8-9. HTTP Authentication
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Statistics  Configuration | Authentication

HTTP Authentication
URI:
Realm:

. OMone OBasic O Digest
AuthType: 851 OSSLBasic O SSLDIgest
Username:

Password:

Current Configuration

URI: / [Delete]
Realm: config
AuthType: | Digest

Users: admin [Delete]

The HTTP Server can be configured
with many different authentication
directives. The authentication is
hierarchical in that any URI can he
given an authentication directive in
order to override a parent LRI
authertication directive,

The different AuthType values
offer various levels of security.
From the least to most secure:

Hone

no authentication necessary
Basic

encodes passwords using
Bazebd

Digest

encodes passwaords using MDS
S5L

page can only be accessed over
S5L (no passyvord)

S5L/Basic

page can only be accessed over
S5L (encodes passwords using
Bazeb4)

S5L/Digest

page can only be accessed over
SEL (encodes passwords using
MDS)

Mote that SSL by itself does not
require a password but all data
transferred to and from the HTTP
Server is encrypted.

There iz no real reazon to creste an
authentication directive using Hone
unless you want to override a
parent directive that uses some
other AuthType.

hultiple users can be configured

swvithin & single authentication
directive.

2. Enter or modify the following settings:

HTTP Authentication

Settings

Description

URI

Enter the Uniform Resource Identifier (URI).

Realm

URI field.

Enter the domain, or realm, used for HTTP. Required with the

Auth Type

is required).

Select the authentication type:
None = no authentication is necessary.

Basic = encodes passwords using Base64.

Digest = encodes passwords using MD5.

SSL = the page can only be accessed over SSL (no password
SSL/Basic = the page is accessible only over SSL and
encodes passwords using Base64.

SSL/Digest = the page is accessible only over SSL and
encodes passwords using MD5.

Username

Enter the Username used to access the URI.

Password

Enter the Password for the Username.
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3. Inthe Current Configuration table, delete and clear currently stored settings as
necessary.

4. Click Submit. Changes are applied immediately to the MatchPort b/g Pro.

Notes:

¢ More than one Username per URI is permitted. Click Submit and enter
the next Username as necessary.

¢ The URI, realm, username, and password are user-specified, free-
form fields. The URI must match the directory created on the
MatchPort file system.

RSS Settings

Really Simple Syndication (RSS) (sometimes referred to as Rich Site Summary) is a
method of feeding online content to Web users. Instead of actively searching for
MatchPort b/g Pro configuration changes, RSS feeds permit viewing only relevant
and new information regarding changes made to the MatchPort b/g Pro via an RSS
publisher. The RSS feeds are also stored to the file system’s cfg_log.txt file.

To configure RSS settings:

1. Click RSS on the menu bar. The RSS page opens and displays the current RSS
configuration.

Figure 8-10. RSS

An RDF Site Summary (RSS)
syndication feed is served by the
RSS HTTF Server. This feed contains
— up-to-date information regarding the
configuration changes that ocour

RSS Feed: O0n OOf en the device.
R Specifying the RSS Feed to be
Persistent: O 0On O Of Persistent results in the data
. being stored on the filesystem. The
Max Entries:

file used iz "fofy_ log. txt". This
- allovwys feed data to he available
across reboots (or until the factory
defaults are set).

Each RSS Feed entry is prefixed
with & timestamp az follows:

Current Configuration " [BC:HH:MM: 22]". "BC" iz the
Boot Cycle value. This walue iz the
RSS Feed: off number of times the device has
been rebooted since the factory
Persistent: | Off defautts were last loaded. The
P resulting "HH: MM: 358" iz the time
Max Entries: | 100 since the device hooted up. This
Data: 0 entries (0 bytes)[View] [Clear] somewhat cryptic scheme is used
hecause no Real Time Clock is
availahle,

The RSS Feed is & scroling feed in
that only the last Max Entries
entries are cached and viewahle.
Simply register the RSS Feed within
your favorite RSS aggregstor and
you will automatically be natified of
any configuration changes that
OCCUE.
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2. Enter or modify the following settings:

RSS Page Settings Description

RSS Feed Select On to enable RSS feeds to an RSS publisher.

Persistent Select On to enable the RSS feed to be written to a file
(cfg_log.txt) and available across reboots.

Max Entries Sets the maximum number of log entries. Only the last Max
Entries are cached and viewable.

3. Inthe Current Configuration table, view and clear currently stored settings as
necessary.

4. Click Submit. Changes are applied immediately to the MatchPort b/g Pro.

In addition to its other functions, the MatchPort b/g Pro acts as a print server if a
printer is connected to one of its serial ports.

Clicking the LPD (Line Printer Daemon) link in the menu bar displays the LPD
Statistics page. This page has three links at the top for viewing print queue statistics,
changing print queue configuration, and printing a test page.

Because the LPD lines operate independently, you can specify different configuration
settings for each.

LPD Statistics Page
This read-only page shows various statistics about the LPD server.
To view LDP statistics:

1. Click LDP on the menu bar. The LDP page displays LDP statistics.

Figure 8-11. LDP Statistics

This page displays various
LPD 1 LPD 2 statistics and current usage
information of the LPD subsystem.
‘Wwhen a document is printed, the
Statistics | Configuration  Print Test Page remate client information is
displayed az well as the number of
print jobs printed since boot wp, and

L P D 1 - Stat i St i cS the total number of bytes printed.

If a client iz printing, 5 Kill link iz
. displayed next to the client
Jobs Printed: |0 infarmation. The Kill link 'wil farce
Bytes Printed: 'O the LPD server to kil (akbort) any
current, active print jobs.
Current Client: | No device is connected.

Last Client: Mo device has connected.
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LPD Configuration Page

Here you can change LPD configuration settings.

To configure LPD settings:

1. Click LPD on the menu bar, select the LPD line and click Configuration. The
LPD Configuration page displays.

LPD

Configuration
Page Settings
Banner

Figure 8-12. LPD Configuration

Description

Select Enabled to print the banner even if the print job does not
specify to do so. Selected by default.

Binary

Select Enabled for the MatchPort b/g Pro is to pass the entire file
to the printer unchanged. Otherwise, the MatchPort b/g Pro
passes only valid ascii and valid control characters to the printer.
Valid control characters include the tab, linefeed, formfeed,
backspace, and newline characters. All others are stripped.
Unselected by default.

Start of Job

Select Enabled to print a "start of job" string before sending the
print data.

End of Job

Select Enabled to send an "end of job" string.

Formfeed

Select Enabled to force the printer to advance to the next page at
the end of each print job.

Convert
Newlines

Select Enabled to convert single newlines and carriage returns to
DOS-style line endings.

SOJ String

If Start of Job (above) is enabled, enter the string to be sent to
the printer at the beginning of a print job. The limit is 100
characters.

Indicate whether the string is in text or binary format.

EOJ String

If End of Job (above) is enabled, enter the string to send at the
end of a print job. The limit is 100 characters. Indicate whether
the string is in text or binary format.

Queue Name

To change the name of the print queue, enter a new name. The
name cannot have white space in it and is limited to 31
characters. The defaults are LPDQueuel (port 1) LPDQueue2
(port 2).
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SSH Settings

Secure Shell (SSH) is a protocol used to access a remote computer over an
encrypted channel. It is a protocol for managing the security of data transmission
over the Internet. It provides encryption, authentication, and message integrity
services. This page has four links at the top for viewing and changing SSH server
host keys, SSH server authorized keys, SSH client known hosts, and SSH client

users.

Note: For more information, see Security in Detail on page 145.

SSH Server’s Host Keys

To configure the SSH server’s host keys:

1. Click SSH on the menu bar. The SSH Server: Host Keys page displays.

Figure 9-1. SSH Server: Host Keys

SSH Server: Host Keys
SSH Server: Authorized Users

Upload Keys

Private Key:
Public Key:
Key Type: O RSA ODSA

Create New Keys

Key Type: ORSA ODSA
Bit Size: (0512 O768 O1024

Current Configuration

SSH Client: Known Hosts
SSH Client: Users

SSH Server: Host Keys

Public RSA Key: | [View Key] [Delete Key]
Public DSA Key: | [View Key] [Delete Key]

The S5H Server Host Keys are
used by all applications that play the
role of an S5H Server. Specifically
the Command Line Interface (CLI)
and Tunneling in Accept Mode.
These keys can be crested
elzewvhere and uploaded to the
device or automatically genersted
on the device.

If uploading existing keys, take care
to ensure the Private Key will not be
compromized in transit. This implies

the data is uploaded over some kind
of secure private network.

WARNING: Ywhen generating nesw
Keys, using & larger Bit Size wil
result in & longer key generation
time. Tests on this hardware have
showen it can take upwards of:

10 seconds for & 512 hit RSA Key
135 seconds for & 768 bit RSA Key
1 minute for & 1024 bit RSA key

1 minute for & 512 bit DSA Key

2 minutes for a 765 bit DSA Key

3 minutes for a 1024 bit DSA key

Mote that some S5H Clients recuire
RSA Host Keys to be st least 1024
hitz in size.

2. Enter or modify the following settings:
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SSH Server: Host Description
Keys Page Settings

Upload Keys

Private Key Enter the path and name of the existing private key you want
to upload or use the Browse button to select the key. Be
sure the private key will not be compromised in transit. This
implies the data is uploaded over some kind of secure
private network.

Public Key Enter the path and name of the existing public key you want
to upload or use the Browse button to select the key.

Key Type Select a key type to use:

RSA = use this key with SSH1 and SSH2 protocols.
DSA = use this key with the SSH2 protocol.

Create New Keys

Key Type Select a key type to use for the new key:
RSA = use this key with the SSH1 and SSH2 protocols.
DSA = use this key with the SSH2 protocol.

Bit Size Select a bit length for the new key:
512
768
1024

Using a larger bit size takes more time to generate the key.
Approximate times are:

10 seconds for a 512 bit RSA Key
15 seconds for a 768 bit RSA Key
1 minute for a 1024 bit RSA key
30 seconds for a 512 bit DSA key
1 minute for a 768 bit DSA key

2 minutes for a 1024 bit DSA key

Some SSH clients require RSA host keys to be at least 1024
bits long.

3. Click Submit. Changes are applied immediately to the MatchPort b/g Pro.

SSH Server’s Authorized Users

On this page you can change SSH server settings for authorized users.

SSH Server Authorized Users are accounts on the MatchPort that can be used to log
into the MatchPort b/g Pro using SSH. For instance, these accounts can be used

to SSH into the CLI or open an SSH connection to a device port. Every account must
have a password.

The user's public keys are optional and only necessary if public key authentication is
required. Using public key authentication allows a connection to be made without the
password being asked.

Under Current Configuration, User has a Delete User link, and Public RSA Key
and Public DSA Key have View Key and Delete Key links. If you click a Delete link,
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a message asks whether you are sure you want to delete this information. Click OK
to proceed or Cancel to cancel the operation.

To configure the SSH server for authorized users:

1. Click SSH on the menu bar and then Server Authorized Users at the top of the
page. The SSH Server: Authorized Users page displays.

Figure 9-2. SSH Server: Authorized Users

SSH Server: Host Keys SSH Client: Known Hosts
SSH Server: Authorized Users | S5H Client: Users

SSH Server: Authorized Users

Username:
Password:
Public RSA Key:
Public DSA Key:

Current Configuration

Mo Authorized Users are currently configured for the SSH Server.

2. Enter or modify the following settings:

SSH Server: Description

Authorized Users
Page Settings

Username Enter the name of the user authorized to access the SSH
server.

Password Enter the password associated with the username.

Public RSA Key Enter the path and name of the existing public RSA key

you want to use with this user or use the Browse button to
select the key. If authentication is successful with the key,
no password is required.

Public DSA Key Enter the path and name of the existing public DSA key
you want to use with this user or use the Browse button to
select the key. If authentication is successful with the key,
no password is required.

3. Click Submit. Changes are applied immediately to the MatchPort b/g Pro.
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SSH Client Known Hosts

On this page you can change SSH client settings for known hosts.

Note: You do not have to complete the fields on this page for communication
to occur. However, completing them adds another layer of security that
protects against Man-In-The-Middle (MITM) attacks.

To configure the SSH client for known hosts:

1. Click SSH on the menu bar and then Client Known Hosts at the top of the page.
The SSH Client: Known Hosts page displays.

Figure 9-3. SSH Client: Known Hosts

The SSH Client Known Hosls are

SSH Server: Host Keys SSH Client: Known Hosts e s PR L
roje of an SSH Client. Specifically
SSH Server: Authorized Users  SSH Client: Users Tunneling in Connect Mode.

Configuring these public keys are
optional but if they exist another

[ - layer of security is offered which
SSH Client: Known Hosts I
(MITM) sltacks
Server: Specify ether a DNS Hostname or
' IP Address when adding public host

1 . keys for a Server. This Server
Public RSA Key: name should match the name used
Public DSA Key: B as the Remote Address in

ublie ey Browse Connect Mode Tunneling.

Current Configuration

No Known Hosts are currently configured for the SSH Client

2. Enter or modify the following settings:
SSH Client: Description

Known Hosts
Page Settings
Server Enter the name or IP address of a known host. If you entered a

server name, the name should match the name of the server
used as the Remote Address in Connect mode tunneling.

Public RSA Key Enter the path and name of the existing public RSA key you
want to use with this known host or use the Browse button to
select the key.

Public DSA Key Enter the path and name of the existing public DSA key you
want to use with this known host or use the Browse button to
select the key.

Note: These settings are not required for communication. They protect
against Man-In-The-Middle (MITM) attacks.

3. Inthe Current Configuration table, delete currently stored settings as
necessary.

4. Click Submit. Changes are applied immediately to the MatchPort b/g Pro.
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SSH Client User Configuration

On this page you can change SSH client settings for users.

SSH client known hosts are used by all applications that play the role of an SSH
client, specifically tunneling in Connect Mode. At the very least, a password or key
pair must be configured for a user. The keys for public key authentication can be
created elsewhere and uploaded to the device or automatically generated on the
device. If uploading existing keys, be sure the private key will not be compromised in
transit. This implies the data is uploaded over some kind of secure private network.

Note: If you are providing a key by uploading a file, make sure that the key is
not password protected.

To configure the SSH client’s users:

1. Click SSH on the menu bar and then SSH Client Users at the top of the page.
The SSH Client: Users page displays.
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Figure 9-4. SSH Client: Users

S5H Server: Host Keys $5H Client: Known Hosts
$5H Server: Authorized Users | S5H Client: Users

SSH Client: Users

Username:
Password:
Remote
Command:
Private Key:
Public Key:
Key Type: OR3A OD3A
Create New Keys
Mote: User must first be created using the farm above
Username:
Key Type: ORSA ODSA
Bit Size: 0412 O768 01024
Current Configuration
User: gary [Delete Use]
Password: Configured
Remote Command;: | shel
Public RSA Key: | No RSA Key Configured
Public DSA Key: | No DSA Key Configured
User: martin [Delete User]
Password: Corfigured
Remote Command: | shel
Public RSA Key: | No RSA Key Configured
Public DSA Key: | No D3A Key Configured

Copyright © Lantranix, Inc. 2007, Al rights resemved.

The 55H Clint Knawn Hosts ate
used by all applications that play the
role of an SSH Client. Specifically
Tunngling in Connect Mode.

At the very least, a Password or
Key Pair must be configured for 8
wser. The keys for public key
authertication can be created
elzewhere and uploaded tothe
device or automatically genersted
onthe device

If uploading existing Keys, take care
to ensure the Private Key will not be
compromised in transit. This imglies
the data is uploaded over some kind
of secure private network.

WARNING: When genersting new
Weys, using & larger Bit Size wil
resultina longer key generation
time. Tests onthis hardware have
shown | can take upwards of:

10 seconds for a 512 bit RS Key
15 seconds for a 768 bit RSA Key
1 minute fior 2 1024 bit RSA key

1 minute for & 512 bit DSA Key

2 minutes for & 763 bit DSA Key

3 minutes for & 1024 bit DSA key

The defaut Remote Command iz
'she 11" which telks the S5H Server
to execute & remate shellupon
connection. This command can be
changed to anything the SSH
Server onthe remete host can
execiie

2. Enter or modify the following settings:
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SSH Client: Users

Description

Page Settings

Username Enter the name that the MatchPort b/g Pro uses to
connect to the SSH client user.
Password Enter the password associated with the username.

Remote Command

Enter the command that can be executed remotely.
Default is shell, which tells the SSH server to execute a
remote shell upon connection. This command can be
changed to anything the remote host can perform.

Private Key

Enter the name of the existing private key you want to
use with this SSH client user. You can either enter the
path and name of the key, or use the Browse button to
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SSH Client: Users

Description

Page Settings

select the key.

Public Key Enter the path and name of the existing public key you
want to use with this SSH client user or use the Browse
button to select the key.

Key Type Select the key type to be used. Choices are:

RSA = use this key with the SSH1 and SSH2 protocols.
DSA = use this key with the SSH2 protocol.

Create New Keys

Username Enter the name of the user associated with the new key.

Key Type Select the key type to be used for the new key. Choices
are:
RSA = use this key with the SSH1 and SSH2 protocols.
DSA = use this key with the SSH2 protocol.

Bit Size Select the bit length of the new key:

512
768
1024

Using a larger Bit Size takes more time to generate the
key. Approximate times are:

10 seconds for a 512 bit RSA Key
15 seconds for a 768 bit RSA Key
1 minute for a 1024 bit RSA key
30 seconds for a 512 bit DSA key
1 minute for a 768 bit DSA key

2 minutes for a 1024 bit DSA key

Some SSH clients require RSA host keys to be at least
1024 bits long.

3. Click Submit. Changes are applied immediately to the MatchPort b/g Pro.

4. Inthe Current Configuration table, delete currently stored settings as

necessary.

5. Click Submit. Changes are applied immediately to the MatchPort b/g Pro.

SSL Settings

Secure Socket Layer (SSL) is a protocol for managing the security of data
transmission over the Internet. It provides encryption, authentication, and message
integrity services. SSL is widely used for secure communication to a web server. On

the MatchPort b/g Pro, it is also used as the basis for several of the EAP security

protocols for WPA and WPAZ2.

Certificate/Private key combinations can be obtained from an external Certificate

Authority (CA) and downloaded into the unit, or self-signed certificates with
associated private key can be generated by the device server itself.
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For more information regarding Certificates and how to obtain them see 14: Security

in Detail.

To configure the MatchPort b/g Pro’s SSL settings:

1. Click SSL from the main menu. The SSL page displays.

Figure 9-5. SSL

SSL
Upload Certificate

New Certificate:

New Private Key:

Authority:

Country (2 Letter Code):
State/Province:
Locality {City):
COrganization:
Organization Unit:
Common Name:
Expires:

Key length:

Type:

Mone configured

Mone configured

Upload Authority Certificate

Create New Self-Signed Certificate

Current SSL Certificates

Current Certificate Authorities

An S5L Certificate must be
configured in order for the HTTP
Server to listen on the HTTPS Port.
Thiz cerificate can he created
elzevvhere and uploaded to the
device ot automatically generated
on the device. A cerificate
generated on the device will be
zelf-signed.

Browse...
Browse...

If uploading an existing SSL
Certificate, take care to ensure the
Private Key will not be compromised
in transit. This implies the data is
uploaded over zome kind of secure
private network,

WARHING: WWhen generating & new
self-signed SSL Cerificate, using a
large key size can result in & YERY
LOMG key generation time. Tests on
thiz hardware have shown it can
take upwwards of:

10 seconds for & 512 bit RSA Key
30 seconds for & 768 bit RSA Key
1 minute for & 1024 bit RSA Key

30 seconds for & 512 bit DSA Key
2 minutes for & 768 bit DSA Key
B minutes for & 1024 bit DSA Key

Browse...

00172000 | mmirnddddyyyy
OE12bit  O768bit 1024 bit
ORsa  ODSA

SSL Page
Settings

Description

New Certificate

This certificate identifies the MatchPort b/g Pro to peers. Itis
used for HTTPS, SSL Tunneling, and EAP-TLS.

Enter the path and name of the certificate you want to upload,
or use the Browse button to select the certificate.

RSA or DSA certificates with 512 to 1024 bit public keys are
allowed.

The format of the file must be PEM. The file must start with “-----
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SSL Page Description

Settings
BEGIN CERTIFICATE-----“ and end with “-----END
CERTIFICATE----- “. Some Certificate Authorities add comments
before and/or after these lines. Those need to be deleted before
upload.

New Private Key Enter the path and name of the private key you want to upload,
or use the Browse button to select the private key. The key
needs to belong to the certificate entered above.

BEGIN RSA PRIVATE KEY-----“ and end with “-----END RSA
PRIVATE KEY-----“. Read DSA instead of RSA in case of a
DSA key. Some Certificate Authorities add comments before
and/or after these lines. Those need to be deleted before

upload.
Upload Authority
Certificate
Authority: One or more authority certificates are needed to verify a peer's

identity. It is used for SSL Tunneling and EAP-TLS, EAP-TTLS,
PEAP. These certificates do not require a private key.

Enter the path and name of the certificate you want to upload,
or use the Browse button to select the certificate.

RSA or DSA certificates with 512 to 1024 bit public keys are
allowed.

BEGIN CERTIFICATE-----“ and end with “-----END
CERTIFICATE----- “. Some Certificate Authorities add comments
before and/or after these lines. Those need to be deleted before

upload.
Create New Self-
Signed Certificate
Country (2 Letter Enter the 2-letter country code to be assigned to the new self-
Code) signed certificate.

Examples: US for United States and CA for Canada

State/Province Enter the state or province to be assigned to the new self-
signed certificate.

Locality (City) Enter the city or locality to be assigned to the new self-signed
certificate.

Organization Enter the organization to be associated with the new self-signed
certificate.

Example: If your company is called Widgets, and you are
setting up a web server for the Sales department, enter Widgets
for the organization.

Organization Unit Enter the organizational unit to be associated with the new self-
signed certificate.

Example: If your company is setting up a web server for the
Sales department, enter Sales for your organizational unit.

Common Name Enter the same name that the user will enter when requesting
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SSL Page Description
Settings
your web site.

Example: If a user enters http://www.widgets.abccompany.com
to access your web site, the Common Name would be
www.widgets.abccompany.com.

Expires Enter the expiration date, in mm/dd/yyyy format, for the new
self-signed certificate.

Example: An expiration date of May 9, 2007 is entered as
05/09/2007.

Key length Select the bit size of the new self-signed certificate. Choices
are:

512 bits
768 bits
1024 bits

The larger the bit size, the longer it takes to generate the key.
Approximate times are:

10 seconds for a 512-bit RSA key
15 seconds for a 768-bit RSA key
1 minute for a 1024-bit RSA key
30 seconds for a 512-bit DSA key
2 minutes for a 768-bit DSA key
6 minute for a 1024-bit DSA key

Type Select the type of key:

RSA = Public-Key Cryptography algorithm based on large
prime numbers, invented by Rivest Shamir and Adleman. Used
for encryption and signing.

DSA = Digital Signature Algorithm also based on large prime
numbers, but can only be used for signing. Developed by the
US government to avoid the patents on RSA.
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10: Maintenance and Diagnostics Settings

Filesystem Configuration

The MatchPort b/g Pro uses a flash filesystem to store files. Use the Filesystem
option to view current file diagnostics or modify files.

Filesystem Statistics

This page displays various statistics and current usage information of the flash
filesystem.

Figure 10-1. Filesystem Statistics

Thiz page displays various
Statistics | Browse statiztics and current usage
information of the flash filesystem.
The filesystem can be compacted
H H H or formatted here. Make sure you
FI I eSySte m Stat I St I CS know what you'te doing before
formatting the filesystem

Filesystem Size: 1.312500 Mbytes (1376256 bytes)

Available Space: 936.285 Kbytes (955759 bytes) (B9%)
Clean Space: 902.931 Khytes (324602 bytes) (57 %)
Dirty Space: 33.356 Khbytes (34157 bytes) (2%)

File & Dir Space Used: | 407 711 Khytes (417497 hytes) (30%)

Data Space Used: 399966 Khytes (409566 bytes)

Number of Files: 164

Number of Dirs: 2

Number of System Files: | 1

Opened Files: 0

Locked Files: 0

Opened for Sharing: 0

Current Bank: A

FW Sectors: 00 - 21, 3 erase cycles

Bank A Sectors: 22 - 42,1 erase cycle

Bank B Sectors: 43 - 63, 1 erase cycle

Busy: Mo

Actions: [Compact] [Eotrnat]
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To view filesystem statistics, compact, or format the MatchPort b/g Pro’s
filesystem:

1. Click Filesystem on the menu bar. The Filesystem page opens and displays the
current filesystem statistics and usage.

2. To compact the files, click Compact.

Note: Data can be lost if power is cycled when compacting the
filesystem.

3. To reformat the filesystem, click Format.

Note: All files and configuration settings on the filesystem are destroyed
upon formatting, including Web Manager files. Back up all files as
necessary. Upon formatting, the current configuration is lost.

Filesystem Browser

To browse the MatchPort b/g Pro’s filesystem:

1. Click Filesystem on the menu bar and then Browse at the top of the page. The
Filesystem Browser page opens and displays the current filesystem
configuration.
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Figure 10-2. Filesystem Browser

Statistics | Browse

Filesystem Browser

Q@7
@ X http

Create
File:

Directory:

Upload File

-Upload

Copy File

Source:

Destination:

Move

Source:

Destination:

Mowve

TFTP

Action:
Mode:

O Get OPut
O AsCl O Binary

Local File:
Remote File:
Host:

Port:

Transfer

From here you can brovwse and
manipulate the entire filesystem.

Directories can be created, deleted,
maved, and renamed. A directory
must be empty before it can be
deleted.

Files can be crested, deleted,
maved, renamed, uploaded via
HTTP, and transfered to and from a
TFTP server. Newly crested files
swvill be empty.

Click a filename to view the contents.

directory if it is empty.

4. Enter or modify the following settings:

Click the X next to a filename to delete the file or directory. You can only delete a

Note: Changes apply to the current directory view. To make changes within
other folders, click the folder or directory and then enter the parameters in

the settings listed below.
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Description

Settings

File

Enter the name of the file you want to create, and then click
Create.

Directory

Enter the name of the directory you want to create, and then
click Create.

Enter the path and name of the file you want to upload by
means of HTTP or use the Browse button to select the file,
and then click Upload.

Source

Enter the location where the file you want to copy resides.

Destination

Enter the location where you want the file copied.

After you specify a source and destination, click Copy to
copy the file.

Source

Enter the location where the file you want to move resides.

Destination

Enter the location where you want the file moved.

After you specify a source and destination, click Move to
move the file.

Action

Select the action that is to be performed via TFTP:

Get = a “get” command will be executed to store a file
locally.

Put = a “put” command will be executed to send a file to a
remote location.

Mode

Select a TFTP mode to use. Choices are:
ASCII
Binary

Local File

Enter the name of the local file on which the specified “get”
or “put” action is to be performed.

Remote File

Enter the name of the file at the remote location that is to be
stored locally (“get’) or externally (“put”).

Host

Enter the IP address or name of the host involved in this
operation.

Port

Enter the number of the port involved in TFTP operations.

Click Transfer to complete the TFTP transfer.
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Protocol Stack Configuration

To configure the MatchPort b/g Pro’s network stack protocols:

1. Click Protocol Stack on the menu bar. The Protocol Stack page displays the
settings for TCP, ICMP, ARP, and ARP Cache and the status.

Figure 10-3. Protocol Stack

This page contains lower level
NMetwork Stack specific

T C p configuration tems

TCP

The Send RSTs boolean is uzed to
Send RS§Ts: & On O Off turn on/off sending of TCP RST

m MessAges.
icup

The: Enable boolzan is used to turn
on/off processing of ICMP
messages. This includes hoth
incoming and outgoing messages.

Send RSTs: On aRp

Total Out RSTs: 5 The ARP Timeout specifies how
long & MAC Address will remain in

Total In RSTs: | 0 the cache betore being removed

ARP Cache

The ARP Cache can be manipulated

manually by adding nev entries and)

IC M P deleting existing ones.

Current State

Enable: O 0n O Off

Current State

Enahle: | On
ARP
ARP Timeout: seconds

Current State

ARP Timeout: | 00:01:00

ARP Cache

IP Address:
MAC Address:

Current State [Clear]

Address Age MAC Address Type Interface
172.20197.254 [Remove] | 0.4 | 00:d0:04:02:c0:00 | Dynamic | 1
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2. Enter or modify the following settings:

Protocol Stack Page Description

Settings

Send RSTs TCP contains six control bits, with one or more defined in
each packet. RST is one of the control bits. The RST bit is
responsible for telling the receiving TCP stack to end a
connection immediately. Sending this flag may pose a security
risk. Select Off to disable the sending of the RST flag.

Enable Internet Control Message Protocol (ICMP) can be used as an
error-reporting protocol between two hosts. Commands such
as ping use this protocol. Sending and processing ICMP
messages may pose a security risk.

ARP Timeout Enter the time, in milliseconds, for the ARP timeout. This is
the maximum duration an address remains in the cache.

IP Address Enter the IP address to add to the ARP table.
MAC Address Enter the MAC address to add to the ARP table.

Both the IP and MAC addresses are required for the ARP cache.

Clear Select Clear to remove all entries in the ARP table.

Remove Removes a specific entry from the ARP table.

3. Click Submit after each modified field. Changes are applied immediately to the
MatchPort b/g Pro.

The IP address filter specifies the hosts and subnets permitted to communicate with
the MatchPort b/g Pro.

If using DHCP/BOOTP, ensure the DHCP/BOOTP server is in this list.
To configure the IP address filter:

1. Click IP Address Filter on the menu bar. The IP Address Filter page opens to
display the current configuration.
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Figure 10-4. IP Address Filter Configuration

The IP Address Filter table contains
. allthe IP Addrezszes and Subnets
IP Address Filter that ARE ALLOWED to send dta to
thiz device. All packets from [P
Addresses not in this list are
IP Address: ignored and thrown aweay.
) If the filter list is empty then all IP
Network Mask: Address are allowed.
WARMIMNG: If using DHCPBOOTR,
Add make sure the IP Address of the
DHCRBOOTP server iz in the fiter
list.
Current State
The IP Filter Table is empty so ALL addresses are allowed.
2. Enter or modify the following settings:
IP Address Filter Page Description
Settings
IP Address Enter the IP address to add to the IP filter table.
Network Mask Enter the IP address’ network mask in dotted notation.

3. Inthe Current State table, click Remove to delete settings as necessary.

4. Click Submit. Changes are applied immediately to the MatchPort b/g Pro.

The query port (0x77FE) is used for the automatic discovery of the device by the
Devicelnstaller utility. Only Ox77FE discover messages from Devicelnstaller are
supported. For more information on Devicelnstaller, see Using Devicelnstaller on
page 17.

To configure the query port server:

1. Click Query Port on the menu bar. The Query Port page opens to display the
current configuration.
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Figure 10-5. Query Port Configuration

Thiz page displays various
statistics and current usage

QU = I'y PO rt information far the Guery Part
Server. The Guery Port Server iz a
simple application that only

Query Port Server: O On (O Off responds to auto-discovery

meszages an port 0xFFFE.

Current Configuration and Statistics

Query Port Status: On {running)

In Valid Queries: 1

In Unknown Queries: |0

In Erroneous Packets: O

Out Query Replies: 1

Qut Errors: 0

Last Connection: 172.19.100.233:32770

2. Select On to enable the query port server.

3. Click Submit. Changes are applied immediately to the MatchPort b/g Pro.

Diagnostics

The MatchPort b/g Pro has several tools for diagnostics and statistics. The options at
the top of the page allow for the configuration or viewing of MIB2 statistics, IP socket
information, ping, traceroute, DNS lookup, memory, buffer pools, processes, and
hardware.

Hardware

This read-only page displays the current hardware configuration.
To display the MatchPort b/g Pro’s hardware diagnostics:

1. Click Diagnostics on the menu bar. The Diagnostics: Hardware page opens and
displays the current hardware configuration.
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Figure 10-6. Diagnostics: Hardware

This page shows the basic

Hardware | MIB-I IP Sockets hardhware information for the
device.

Ping Traceroute DNS Lookup

Memory Buffer Pools  Processes

Diagnostics: Hardware

Current Configuration

CPU Type: MICFE208

CPU Speed: 83.333000 MHz

CPU Instruction Cache: | 4.000 Kbytes (4095 bytes)

CPU Data Cache: 4.000 Kbytes (4095 bytes)

RAM Size: §.000000 Mbytes (5355603 bytes)
Flash Size: 4.000000 Mbytes (4194304 bytes)
Flash Sector Size: 54.000 Kbytes (65536 bytes)
Flash Sector Count: 64

Flash ID: 020

MIB-Il Statistics

The MIB-II Network Statistics page displays the various SNMP-served Management
Information Bases (MIBs) available on the MatchPort b/g Pro.

To view MatchPort b/g Pro’s MIB-Il statistics:

1. Click Diagnostics on the menu bar and then MIB-II Statistics at the top of the
page menu. The MIB2 Network Statistics page opens.
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Figure 10-7. MIB-Il Network Statistics

Here you can view: the various

Hardware MIB-II IP Sockets ShkP zerved MIBs available on the
device. The details for these MIBz
Ping Traceroute DNS Lookup can be found in:
Memory Buffer Pools  Processes RFC 1213
Criginal MIB-Il definitions
RFC 2011
H H Updated definitions for IP and ICWP
MIB-Il Network Statistics
RFC 2012
Updated defintions for TCP
Interface Group RFC 2013
Interface Table Updated definttions for UDP
IP Group RFC 2096
IP Address Table Defintions for IP Forwarding

IP Met To Media Table

IP Forward Group

IP Forward Table
ICMP Group

TCP Group

TCP Connection Table
UDP Group

UDP Table

Systemn Group

2. Click any of the available links to open the corresponding table and statistics. For
more information, refer to the following Requests for Comments (RFCs):

RFC 1213 Original MIB2 definitions.
RFC 2011 Updated definitions for IP and ICMP.
RFC 2012 Updated definitions for TCP.
RFC 2013 Updated definitions for UDP.
RFC 2096 Definitions for IP forwarding.
IP Sockets

To display open network sockets on the MatchPort b/g Pro:

1. Click Diagnostics on the menu bar and then IP Sockets at the top of the page.

The IP Sockets page opens and displays all of the open network sockets on the
MatchPort b/g Pro.
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Figure 10-8. IP Sockets

MIB-Il | IP Sockets

Trac DNS Lookup

Buffer Pools  Processes

Hardware
Ping
Memory
IP Sockets

Protocol RxQ TxQ  LocalA

upP 00

TCP 0 8

TCP 00

upP 00

P 00

UDP 00

TCcP 00

P 00

(] 00

TP 00

17220197 60161 2552552552550
172201597 6080 172.15.100.26:1306
172.20197 6021 255.255.255.255:0
17220197 60:69 255.255.255.2550
172201597 6080 255 2552552550
17220197 B0:30718 | 172.20.197 46:28672
17220197 60:23 255.255.255.2550
17220197 6022 2552552552550
17220197 6010001 | 255.255.255.2550
172.20197 60:10002 | 255.255.255.255:0

State

ESTABLISHED
LISTEN

LISTEM
ESTABLISHED
LISTEN
LISTEM
LISTEM
LISTEN

This page listz all the currently open
network sockets on the device.

Ping

To ping aremote device or computer:

1. Click Diagnostics on the menu bar and then Ping at the top of the page. The

Diagnostics: Ping page opens.
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Figure 10-9. Diagnostics: Ping

Hardware MIB-Il

Diagnostics: Ping

Host:
Count: |3

Timeout: |5 seconds

Ping Traceroute DNS Lookup specifies the number of ping
Memory Buffer Pools  Processes

Specify either a DNS Hostname or
IP Sockets IP Address when pinging & network
host. Additionally, the Count

packets to send and the Timeout
specifies how long to wait for a
responze for each ping packet
zent.

2. Enter or modify the following settings:

Diagnostics: Ping
Page Settings

Description

Host Enter the IP address or name for the MatchPort b/g Pro to
ping.

Count Enter the number of ping packets MatchPort b/g Pro should
attempt to send to the Host. The default is 3.

Timeout Enter the time, in seconds, for the MatchPort b/g Pro to wait

for a response from the host before timing out. The default is 5
seconds.

3. Click Submit. The results of the ping display in the page.

Traceroute

Here you can trace a packet from the MatchPort b/g Pro to an Internet host, showing
how many hops the packet requires to reach the host and how long each hop takes.
If you visit a web site whose pages appear slowly, you can use traceroute to
determine where the longest delays are occurring.

To use traceroute from the MatchPort b/g Pro:

1. Click Diagnostics on the menu bar and then Traceroute at the top of the page.
The Diagnostics: Traceroute page opens.
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Figure 10-10. Diagnostics: Traceroute

Specify either a DNS Hostname or

Hardware MIB.I IP Sockets I
traceroute to a network host.
Ping Traceroute DNS Lookup

Memory Buffer Pools  Processes

Diagnostics: Traceroute

Host:
Submit
TracerouteResults
172.19.01 1ms

]
2 b7 1342541 2ms
3 | B7.134.135.149 | 4 ms
4 | 2061711313 | 4 ms
a B67.14.1258 12 ms
B | 205.171.21438 |13 ms
720745213133 (13 ms
8 | 207.45213.130 |14 ms
9  216.115.106.177 | 15 ms
0 6621882219 14 ms
11| 669423413 |13 ms

2. Enter or modify the following setting:

Diagnostics: Description

Traceroute Page
Settings

Host Enter the IP address or DNS hostname. This address is used
to show the path between it and the MatchPort b/g Pro when
issuing the traceroute command.

3. Click Submit. The results of the traceroute display in the page.

DNS Lookup

Here you can specify a DNS Hostname for a forward lookup or an IP address for a
reverse lookup. You can also perform a lookup for a Mail (MX) record by prefixing a
DNS Hostname with @.

A DNS server must be configured for traceroute to work.
To use forward or reverse DNS lookup:

1. Click Diagnostics on the menu bar and then DNS Lookup at the top of the
page. The Diagnostics: DNS Lookup page opens.
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Figure 10-11. Diagnostics: DNS Lookup

Specify a DNS Hostname for a

Hardware MIB-II IP Sockets forward lookup or an P Address
for a reverse lookup. Additionally,

Ping Traceroute DNS Lookup you can perform a lookup for a Mail

Memory  Buffer Pools  Processes (W) record by prefing & DS

Hostname with a '@,

Diagnostics: DNS Lookup

Host:

2. Enter or modify the following field:

Diagnostics: DNS Description

Lookup Page
Settings

Host Perform one of the following:

For reverse lookup to locate the hostname for that IP address,
enter an IP address.

For forward lookup to locate the corresponding IP address,
enter a hostname.

To look up the Mail Exchange (MX) record IP address, enter a
domain name prefixed with @.

3. Click Submit. The results of the lookup display in the page.

Memory

This read-only page shows the total memory and available memory (in bytes), along
with the number of fragments, allocated blocks, and memory status.

To display memory statistics for the MatchPort b/g Pro:

1. Click Diagnostics on the menu bar and then Memory at the top of the page. The
Diagnostics: Memory page displays.
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Figure 10-12. Diagnostics: Memory

Hardware MIB-I
Ping Traceroute

Memory Buffer Pools

Diagnostics: Memory

Total Memory (bytes):
Available Memory (bytes):
Number Of Fragments:
Largest Fragment Avail:
Allocated Blocks:
Number Of Allocs Failed:
Status

Thiz chart shows the total amount
of memoary available and the current
amount of memory available.

IP Sockets
DNS Lookup
Processes

Main Heap
5745200
2650176
245
2218976
1875

0

OK,

Buffer Pools

Several parts of the MatchPort b/g Pro system use private buffer pools to ensure
deterministic memory management.

To display the MatchPort b/g Pro’s buffer pools:

1. Click Diagnostics on the menu bar and then Buffer Pools at the top of the
page. The Diagnostics: Buffer Pools page opens.
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Figure 10-13. Diagnostics: Buffer Pools

These chartz show the current

Hardware MIB-II IP Sockets usage of the private buffer pools.
g Private buffer pools are used in
Ping Traceroute DNS Lookup 2

watious parts of the system to
Memory Buffer Pools | Processes ensure deterministic memary
management thus eliminating any
contertion for memary from the
generic heap space.

Diagnhostics: Buffer pools

Network Stack Buffer Pool
Total | Free  Used MaxUsed
Buffer Headers | 512 508 | 3 9

Cluster Pool

Size: 2048 %6 (253 |3 7

Ethernet Driver Buffer Pool
Total | Free Used  MaxUsed
Buffer Headers | 2043 1933  B5 75

Cluster Pool

Size: 2048 1024 | 960 G4 74

Serial Driver Line 1 Buffer Pool
Total | Free  Used  MaxUsed
Buffer Headers & 4 4 4

Cluster Pool

Size: 1024 S L L

Serial Driver Line 2 Buffer Pool
Total | Free  Used MaxUsed
Buffer Headers | § 4 4 4

Cluster Pool

Size: 1024 LA O S b

Processes

The MatchPort b/g Pro Processes page displays all the processes currently running
on the system. It displays the Process ID (PID), the percentage of total CPU cycles a
process used within the last three seconds, the total stack space available, the
maximum amount of stack space used by the process since it started, and the
process name.

To display the processes running on the MatchPort b/g Pro and their
associated statistics:

1. Click Diagnostics on the menu bar and then Processes at the top of the page.
The Diagnostics: Processes page opens.
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Figure 10-14. Diagnostics: Processes

Hardware  MIB-II IP Sockets
Ping Traceroute DNS Lookup
Memory Buffer Pools | Processes
Diagnhostics: Processes
PID CPU % Stacks Process Name
2 9512% 450/2043 ldle Task
3 0.36%  G50/4096 CPW Daernon
4 | 1.65% | B42/2048 Timeout Server
4 0.45% 8923072 Event Server
6 0.00% @ 3758/2043 DMS Cache
7 000% @ 726/2048 Snmp Agent
g 0.00% 22105120 | Dynamic P
9 0.00% @ 478/2043 FTP Server
10 0.00%  B26/3072 TFTP Server
11 0.00%  2964/24576  Hitpl
12 0.06%  2934/24576  Hitp2
13 0.06% B76/14336  Hitpd
14 0.00%  B26:2048 Query Port (F7FE)
15 065%  Bod4B056 Metwark-=Serial Daeman Fart 1
16 0.03% 576/5144 Serial-=MNetwork Daermon Port 1
17 1 0.04% 51813312 | Accept Mode Daemon Port 1
18 0.00% | 39013312 | Connect Mode Daeron Port 1
19 0.66% | B54/5096 Metwork-=>Serial Daemon Port 2
20 0.03% 5024144 Serial-=MNetwark Daeman Part 2
21 004% | 782/13312 | Accept Mode Daemon Port 2
22 000% 39013312 | Connect Mode Daemaon Port 2
23 0.00%  878/3104 SMTP Client
24 1 0.00% | 490/2048 Telnet Server
25 0.00%  550/2043 S5H Server
26 0.00% | 426/24576 | Serial Command Interpreter Port 1
27 000% @ 426/24576 | Serial Command Interpreter Port 2
0-49% 50-?4%.?5-100%
CPU Load (3 second snapshots)
80%
60%
40%
20%
SWG plugin required to view graph.

This chart lists all the processes
currently running on the system.
The CPU % column displays the
percentage of total CPU cycles the
process used in the last 3 seconds:
The Stacks column displays the
total stack space available to the
process and the maximum amount
of the stack space the process
uzed zince it was started.

Belowy the process chart is & CPU
Load Graph rendered using the
Scalable Yector Graphics (SWG)
modularized XML language. The
graph iz updated every 3 seconds
and shows the CPU Load aver the
last 5 minutes. You can view the
rawy SVG XML here

The Adobe SVG plug-in is required to view the CPU Load Graph.
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10: Maintenance and Diagnostics Settings

CPU Power Management

The CPU Power Management page allows you to enable the MatchPort b/g Pro to
turn off the CPU automatically when it is idling. This saves in the power consumption
when the device server is not 100 percent engaged. Start up latency is insignificant.

Note: This is different from WLAN Power Management.

Figure 10-15. CPU Power Management

Thiz page allows configuration of
CPU Power Management the CPU Power Management
festure. CPU Povver Management
State: &) Enabled O Dizabled cantrols the povwet management of

the CPU| its on-chip peripherals,
and external memory.

Mate: This iz different from \WLARN
Posver Management.

To configure the power management feature:
1. Click CPU Power Mgmt on the menu bar. The Power Management page opens.

2. Select whether the State of the power management should be enabled or
disabled. The default is Enabled.

3. Click Submit.

System Configuration

The MatchPort b/g Pro System page allows for rebooting the device, restoring factory
defaults, uploading new firmware, configuring the short and long name, and viewing
the current system configuration.
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10: Maintenance and Diagnostics Settings

Figure 10-16. System

When the device is reboated, your
brovvzer should be refreshed and

Syste m redirected to the main status page

after 30 seconds. hote that the
redirect will not work as expected if
the IP Address of the device

Reboot De‘fice changes after reboot.
After setting the configuration back
tothe factory defaults, the device

will automatically be rebootedd.

Be careful not to power off or reset
the device while uploading new
firmaneare. Once the upload has

Restore Factory Defaults completed and the new firmware

has been verified and flashed, the
device will automatically be

Factory Defaults rebooted.

Upload New Firmware

-Upload

Name

Short Name:

Long Name:

Current Configuration

Firmware Yersion: 1.0.0.1R1
Short Name: matchport
Long Name: Lantronix MatchPaort AR

To configure the MatchPort b/g Pro’s system settings:
1. Click System on the menu bar. The System page opens.

2. Configure the following settings:

System Page Settings  Description

Reboot Device Click Reboot to reboot the MatchPort b/g Pro. The system
refreshes and redirects the browser to the MatchPort b/g Pro’s
home page.

Restore Factory Defaults | Click Factory Defaults to restore the MatchPort b/g Pro to the
original factory settings. All configurations will be lost. The
MatchPort b/g Pro automatically reboots upon setting back to
the defaults.

Upload New Firmware Click Browse to locate the firmware file location. Click Upload
to install the firmware on the MatchPort b/g Pro. The device
automatically reboots upon the installation of new firmware.

Name Enter a new Short Name and a Long Name (if necessary).
The Short Name maximum is 32 characters. The Long Name
maximum is 64 characters. Changes take place upon the next
reboot.
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11: Advanced Settings

Email Configuration

The MatchPort b/g Pro allows you to view and configure four email alerts relating to

the Configuration Pins (CPs).

Note: The following section describes the steps to configure Email 1; these

steps also apply to Email 2, Email 3, and Email 4 menu options.

Email Statistics

This read-only page shows various statistics and current usage information about the

email subsystem.

1. Click Email 1 at the top of the page to view its statistics.

When you transmit an email, the entire conversation with the SMTP server is logged
and displayed in the bottom portion of the page. To clear the log, click the Clear link.

Figure 11-1. Email Statistics

Statistics | Configuration

Email 1- Statistics

Sent successfully (w/retries):
Mot sent due to excessive er
In transmission queue:

Log [Clear]

Mo log data available.

Email 1 | Email2 Email3 Email 4

Send Email

0/0
rors: | 0
il

Thiz page displays various
statistics and current usage
information of the Email subsystem.

When transmitting an Email
mezzage the entire conversation
swith the SMTP server is logoed and
displaryed here. This is & scraolling
log in that only the last 100 lines are
cached and viewahle.
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Email Configuration

To configure MatchPort b/g Pro’s email settings:

11: Advanced Settings

1. Click Email on the menu bar and then Configuration at the top of the page. The
Email Configuration page opens to display the current Email configuration.

Figure 11-2. Email Configuration

Email1 | Email2 Email3 Email 4

Statistics | Configuration | Send Email

Email 1- Configuration

To:

Ce:

From:
Reply-To:
Subject:
File:

Overriding Domain:

Server Port:
Local Port: or Randormn
Priority: O Urgent OHigh O Narmal O Low O WeryLow
Trigger Email Send: CF Group:
Walue:

Current Configuration

To: “Mone=
Cc: “Mone=
From: <Mone>
Reply-To: “Mone=
Subject: “Mone=
File: <Mone>

Overriding Domain: | <Monex>

Server Port: 25
Local Port: Random
Priority: MNormal

Trigger Email Send: | Disabled

2. Enter or modify the following settings:

Email — Configuration  Description

Page Settings

To

Enter the email address to which the email alerts will be sent.

cC

Enter the email address to which the email alerts will be
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11: Advanced Settings

Email — Configuration  Description

Page Settings
copied.

From Enter the email address to list in the From field of the email
alert.

Reply-To Enter the email address to list in the Reply-To field of the
email alert.

Subject Enter the subject for the email alert.

File Enter the path of the file to send with the email alert. This file

displays within the message body of the email.

Overriding Domain

Enter the domain name to override the current domain name
in EHLO (Extended Hello).

Server Port

Enter the SMTP server port number. The default is port 25.

Local Port Enter the local port to use for email alerts. The default is a
random port number.
Priority Select the priority level for the email alert.

Trigger Email Send

Configure this field to send an email based on a CP Group
trigger. The MatchPort b/g Pro sends an email when the
specified Value matches the current Group’s value.

3. Inthe Current Configuration table, delete currently stored settings as

necessary.

4. Click Submit. Changes are applied immediately to the MatchPort b/g Pro.

To test your configuration, you can send an email immediately by clicking Send

Email at the top of the page.

The Command Line Interface pages enable you to view statistics about the CLI
servers listening on the Telnet and SSH ports and to configure CLI settings.

Command Line Interface Statistics

This read-only page shows the current connection status of the CLI servers listening
on the Telnet and SSH ports. When a connection is active:

The remote client information displays.

The number of bytes that have been sent and received displays.

A Kill link (visible when a connection is active) can be used to
terminate the connection.

1. Click CLI on the menu bar. The Command Line Interface Statistics page

displays.

MatchPort b/g Pro User Guide

125



11: Advanced Settings

Figure 11-3. Command Line Interface Statistics

Telnet Status
Server Status:
Local Port:

Last Connection:
Uptime:

Total Bytes In:
Total Bytes Out:

SSH Status
Server Status:
Local Port:

Last Connection:
Uptime:

Total Bytes In:
Total Bytes Out:

Current Connections:

Current Connections:

Statistics | Configuration

Command Line Interface Statistics

Enabled (Waiting)
23

=Manex

1 days 17:50:25
0

0

<Monex

Enabled (Waiting)
22

<MNones

1 days 17:50:25
0

0

<Manex

This page displays the current
connection status of the CLI
=servers listening on the Telnet and
S5H ports.

when a connection is active, the
remate client infarmation is
displayed az well as the number of
bytes that have heen sent and
received. Additionally, a Clear link
will be present which can be used
to kill the connection.

CLI Configuration

On this page you can change CLI configuration settings.

To configure the CLI:

1. Click CLI on the menu and then Configuration at the top of the page. The
Command Line Interface Configuration page displays.
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11: Advanced Settings

Figure 11-4. Command Line Interface Configuration

Configuration

Telnet Access:

Telnet Port:

Telnet Max Sessions:
SSH Access:

SSH Port:

SSH Max Sessions:
Login Password:
Enable Level Password:

Quit Connect Line:

Current Configuration

Statistics | Configuration

Command Line Interface

O on OOoff

O on OOoff

Telnet Access: Enabled
Telnet Port: 23
Telnet Max Sessions: 3

SSH Access: Enabled
SSH Port: 22

SSH Max Sessions: 3
Login Password: “Mone=

Enable Level Password: | <Mone>
Quit Connect Line:

Both the Telnet Port and SSH
Port uzed by the CLI servers can
he overtidden.

The Telnet Max Sessions and
S5H Max Sessions specify the
maximum number of Telnet and S5H
sezzionz that will be allowed. Each
Telnet or SSH session requires 27
kbytes of Heap Memary.

The Login Password iz uzed for
initial login access from the Telnet
port, S5H port, or any serial Line.

For the S5H server, the SSH Server|
Autharized Users are used for iniial
login access. S5H

The Enable Level Password is
uzed for accezstothe ‘enable’
lesel within the CLI

The Guit Connect Line string is
uzed to terminate & connect line
session and resume the CLIL Type
=control= hefore any key to be
pressed while holding dovwn the Cirl
key, for example, =control=L.

<control=L

2. Enter or modify the following settings:

Command Line
Interface

Configuration
Settings

Telnet Access

Description

Select On to enable Telnet access. Telnet is enabled by
default.

Telnet Port

Enter the Telnet port to use for Telnet access. The default is
23.

Telnet Max Sessions

Maximum number of simultaneous Telnet sessions.

SSH Access

Select On to enable SSH access. SSH is enabled by default.

SSH Port

Enter the SSH port to use for SSH access. The default is 22.

SSH Max Sessions

Maximum number of simultaneous SSH sessions.

Login Password

Enter the password for Telnet access.

Enable Level Password

Enter the password for access to the Command Mode Enable
level. There is no password by default.

Quit connect line

Enter a string to terminate a connect line session and resume
the CLI. Type <control> before any key the user must press
when holding down the Ctrl key. An example of a such a
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11: Advanced Settings

Command Line Description
Interface

Configuration
Settings

string is <control>L.

3. Click Submit. Changes are applied immediately to the MatchPort b/g Pro.

The MatchPort b/g Pro allows for the configuration of units using an XML
configuration file. Export a current configuration for use on other MatchPort b/g Pros
or import a saved configuration file.

XML: Export Configuration

On this page you can export the current system configuration in XML format. The
generated XML file can be imported later to restore a configuration. It can also be
modified and imported to update the configuration on this MatchPort b/g Pro unit or
another. The XML data can be exported to the browser window or to a file on the
filesystem.

By default, all groups are selected except those pertaining to the network
configuration (Ethernet and interface). This is so that if you later export the entire
XML configuration, it will not break your network connectivity. You may select or clear
the checkbox for any group.

To export a system configuration record:

1. Click XML on the menu bar and then Export Configuration at the top of the
page. The XML Export Configuration page displays.
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11: Advanced Settings

Figure 11-5. XML: Export Configuration

Export Configuration | Export Status  Import Configuration

XML: Export Configuration

) Expornt XCR data to browser

Export XCR data to the filesystem:

Filename

Lines to Export: [Clear All] [Select All]

M 1 Mz

netwark

Groups to Export: [Clear All] [Select All but Netwarking]

arp
cp group:Line1_Modem_Ctl_In
cp group:Line1_R5485_HDpx
cp group:Line2_Modem_Ctl_In
device

email:2

email:d

firrrrware

host:1

http authentication uri:/

icmp

interfacerwland

line

pRp

rss

snmp

ssh command mode

ssl

tcp

terminal

tunnel accept

tunnel disconnect

tunnel packing

tunnel start

wilan profile:adhoc

wilan profilecinfrastructure

wilan profile: profile2

NENEEEEAEEAEEEEEAONEEAEEERE B EEEFEA

wml import contral

cli

cp group:Linel_Modem_Ctl_O
cp group:Linel_RS485_Select
cp group:LineZ_Modern_Ctl_O
email:1

amail:3

[ ethernet: eth

ftp server

host:2

http server

[ interface:ethD

ip filter

Ipd

guery port

serial command mode

ssh client

ssh server

syslog

telnet command mode

titp sener

tunnel connect

tunnel modem

tunnel serial

tunnel stop

wilan prafile: default

wian profile: profile]

wlan:wland

Thizs page is used for exporting the
current system configuration in XmyY
format. The generated XhL file can
be imported at & later time to restore
the configuration. Also, the XML file
can be modified and imported to
update the configuration on this
device or another,

The XML data can be exported to
the brovwser window or to a file on
the filesystem.

Motice that by default, all Groups
to Export are checked except
those pertaining to the network
configuration; this is so that if you
later "paste” the entire XL
configuration, it will not break your
netywork connectivity . You may
check or uncheck any group to
include or omit that group from
export.

Selection of Lines to Export fiters]
instances to be exported in the line,
Ipd, ppp, =erial, tunnel ..., and
terminal groups.
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11: Advanced Settings

2. Enter or modify the following settings:

XML Export Description

Configuration Page
Settings

Export XCR data to browser  Select this option to export the XCR data in the
selected fields to a web browser.

Export XCR data to the Select this option to export the XCR data to a
filesystem filesystem. If you select this option, enter a file name
for the XML configuration record.

Lines to Export Select the instances you want to export in the line,
Ipd, serial, tunnel, and terminal groups.

Groups to Export Check the configuration groups that are to be
exported to the XML configuration record. If no
groups are checked, all groups will be exported.

3. Click the Export button. The groups display if exporting the data to the browser.
If exporting to the filesystem, the files are stored on the filesystem.

XML: Export Status

On this page you can export the current system status in XML format. The XML data
can be exported to the browser page or to a file on the filesystem.

1. Click XML on menu bar and then Export Status at the top of the page. The XML
Status Record: Export System Status page displays.
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Figure 11-6. XML Status Record: Export System Status

Export Configuration | Export Status

XML: Export Status

0 Export XSR data to browser

Export XSR data to the filesystem:
Filename

Lines to Export: [Clear All] [Select All]

1 [ 2

Groups to Export: [Clear All] [Select All]

arp buffer paal
cp group cp groups
ops device

email log: 1 email lag:2
email log:3 email log:4
email 1 amail:2
email:3 email:4
filesystem ftp
hardware hittp

http lag icrmp
interface: ethd in

ip sockets line

Ind memary
processes query port
rss sessions
ssh syslog
tep telnet

tftp tunnel
udp wsr

Import Configuration

network

This page iz used for exporting the
current system status in XML
format.

The XML data can be exported to
the brovwser window or to a file on
the filesystem.

By default, all Groups to Export
are checked; you may omit groups
from export by unchecking them.
Selection of Lines to Export fiters
instances to be exported in the line,
Ipd, and tunnel groups.

2. Enter or modify the following settings:

XML Status Record: Description

Export System Status
Page Settings

Export XSR data to Select this option to export the XML status record to a
browser web browser.

Export XSR data to the Select this option to export the XML status record to a
filesystem filesystem. If you select this option, enter a file name for

the XML status record.

Lines to Export Select the instances you want to export in the line, Ipd,

serial, tunnel, and terminal groups.

Groups to Export Check the configuration groups that are to be exported
into the XML status record. If no groups are checked, all
groups will be exported.

3. Click the Export button. The groups display if exporting the data to the browser.

If exporting to the filesystem, the files are stored on the filesystem.

MatchPort b/g Pro User Guide

131
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XML: Import System Configuration Page

Here you can import a system configuration from an XML file.

The XML data can be imported from a file on the filesystem or uploaded using HTTP.
The groups to import can be specified by toggling the respective group item or
entering a filter string. When toggling a group item, all instances of that group will be
imported. The filter string can be used to import specific instances of a group. The
text format of this string is:

<g><ix<g>i<i>;...

Each group name <g> is followed by a colon and the instance value <i>. Each <g>
:<i> value is separated with a semicolon. If a group has no instance, specify the
group name <g> only.

To import a system configuration:
1. Click XML on the menu bar and then Import Configuration at the top of the
page. The XML: Import Configuration page displays.

Figure 11-7. XML: Import Configuration

Thiz page iz used for importing

Export Configuration  Export Status | Import Configuration ?IVSTE”‘ canfiguration from an XML
e
Import Configuration from
x M L . I I't C .I:' .t' External file picks up all the
o m po 0 n Ig u ra ID n settings from the external file.

Import Configuration from
Filesystem picks up settings from
the selected Groups, Lines and
Instances. Import Line(s) from

Import:

O Canfiguration fram External file single line Settings on the
X X Filesystem copies lines settings
O Configuration from Filesystem fram an the input file containing only
one Line instance to all of the
O Line(s) from single line Settings on the Filesystem selected Lines.

‘When selecting 2 Wheole Groups
to Import item, all instances of that)
group will be imported. Motice that
by default, all groups are checked
except those pertaining to the
network configuration; this is so
that import will not bresk your
network connectivity. You may
check or uncheck any group to
include or omit that group from
import.

Selection of Lines to Import
fiters instances to be imported in
the line, Ipd, ppp, serial, tunnel ..
and terminal groups. This affects
hath Whole Groups to Import
and Text List selections.

Use the Text List string to import
specific instances of & group. The
textual format of this string is:

B S R A7 o

Each group name =g= iz follovwed
by & colon and the instance value
<i= and each =g=<i= value is
separated by & semi-colon. If 2
group has no instance then only the|
group name =g= should be
specified.
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Import Configuration from External File

This selection displays a field for entering the path and file name of the entire
external XCR file you want to import. You can also browse to select the XCR file.

Figure 11-8. XML: Import Configuration from External File

Export Configuration  Export Status | Import Configuration

XML: Import Configuration

Import configuration from (entire) external XCR file:

This page is used for imparting
=system configuration from an XML
file.

Import Configuration from
External file picks up allthe
=ettings from the external file.
Impart Configuration from
Filesystem picks up settings from
the selected Groups, Lines and
Instances. Import Line(s) from
single line Settings on the
Filesystem copies lines settings
fram an the input file containing only
ane Ling instance to all of the
selected Lines.

Import Configuration from the Filesystem

This selection displays a page for entering the filesystem and your import
requirements — groups, lines, and instances. Enter the filename of the XCR file that

has certain groups you want to import.
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Figure 11-9. XML: Import from Filesystem

Export Configuration

Export Status | Import Configuration

XML: Import Configuration

Impeort configuration from the filesystem:

Filenarne

Lines to Import: [Clear All] [Select All]

1 2
Whole Groups to Import:

arp
cp group

email

execute

ftp server

http authentication uri
icmp

ip filter

Ipd

guery port

seral command mode
ssh client

ssh server

syslog

telnet comrmand maode
test

tunnel accept

tunnel disconnect

EEEEEEEEEEEEEE @R EEE

tunnel packing
tunnel start

wilan

sml import cantrol

Text List

netwark

[Clear Al [Select All but Networking]

cli

device
ethernet
exit cli
host

http server
interface
ling

ppp

rss

snmp

ssh command mode

ssl

NEEEEEEOMNEEORN

tcp

terrninal

titp server
tunnel connect
tunnel modem
tunnel serial
tunnel stop
wian prafile

This page is used for importing
=system configuration from an XML
file:.

Import Configuration from
External file picks up all the
settings from the external file.
Import Configuration from
Filesystem picks up seftings from
the selected Groups, Lines and
Instances. Import Line(s) from
single line Settings on the
Filesystem copies lines settings
from an the input file containing onl
one Ling instance to all of the
selected Lines.

‘When selecting 2 Whole Groups
to Import item, sll instances of thad
group will be imported. Motice that
by default, all groups are checked
except those pertaining to the
network configuration; this is so
that import will not break your
network connectivity . 'ou may
check or uncheck any group to
include or omit that group from
impart.

Selection of Lines to Import
fitters instances to be imported in
the line, Ipd, ppp, serial, tunnel ...,
and terminal groups. This affects
both Whole Groups to Import
and Text List selections.

UIse the Text List string to impart
specific instances of a group. The
textual format of this string is:

B SRR R EE

Each group name =g= is followed
by & colon and the instance value
<i= and each =g=<i= value iz
=eparated by a semi-colon. If &
group has no instance then only the
group name =g= should be
specified.
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XML: Import Configuration from Filesystem

Import Description
Configuration

from Filesystem
Settings

Filename Enter the name of the file on the MatchPort b/g Pro (local to its file
system) that contains XCR data.

Lines to Import Select the lines whose settings you want to import. Click the Select
All link to select all the serial lines and the network lines. Click the
Clear All link to clear all of the checkboxes. By default, all serial line
instances are selected.

Only the selected line instances will be imported in the line, Ipd, serial,
tunnel, and terminal groups.

Whole Groups to Select the configuration groups to import from the XML configuration
Import record. This option imports all instances of each selected group unless
it is one of the Lines to Import.

By default, all groups are checked except those pertaining to
the network configuration; this is so that import will not break your
network connectivity.

You may check or uncheck any group to include or omit that group
from import. To import all of the groups, click the Select All link to
import all groups. To clear all the checkboxes, click the Clear All link.

Text List Enter a string to import specific instances of a group. The textual

format of this string is:
<g>:<i>;<g>:<i>;...

Each group name <g> is followed by a colon and the instance value
<i> and each <g>:<i> value is separated by a semi-colon. If a group
has no instance, then specify the group hame <g> only.

Use this option for groups other than those affected by Lines to
Import.

This selection copies line settings from the single line instance in the input file to
selected lines. The import file may only contain records from a single line instance;
this is done by selecting a single Line to Export when exporting the file.
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Figure 11-10. XML: Import Line(s) from Single Line Settings on the Filesystem

Export Configuration

Export Status

Import Configuration

XML: Import Configuration

Import Line(s) from single line settings on the filesystem:

Filename

Lines to Import: [Clear All] [Select All]

1 2
Whole Groups to Import:

arp

cp group

email

execute

ftp server

http authentication uri
icmp

ip filter

Ipd

guery port

sefial command mode
ssh client

ssh server

syslog

telnet command mode
test

tunnel accept

tunnel disconnect
tunnel packing

tunnel start

wilan

wml import contral

[Clear Al

netwaork

[Select All but Metworking]

cli

host

ssl

tcp

device

exit cli

ethernet

http server

interface

ssh command mode

terminal
titp server

tunnel connect
tunnel modem

tunnel serial

This page is used for imporing
system configuration from an XML
file.

Import Configuration from
External file picks up all the
settings from the external file.
Import Configuration from
Filesystem picks up =ettings from
the selected Groups, Lines and
Instances. mport Line(s) from
single line Settings on the
Filesystem copies lines settings
from an the input file contsining onl
one Line instance to all of the
zelected Lines.

‘When zelecting 2 Whole Groups
to Import item, all instances of tha
group will be imported. Motice that
by default, all groups are checked
except thoze pertaining to the
network configuration; this is so
that import wvill not break your
netwvork connectivity. You may
check or uncheck any group to
include or arnit that group fram
import.

Selection of Lines to Import
fiterz instances to be impotted in
the line, Ipd, ppp, serial, tunnel ...,
and terminal groups. This affects
both Whole Groups to Import
and Text List selections.

Uze the Text List string to import
specific instances of a group. The
textual format of this string is:

B R A o -

Each group name =g= is followed
by & colon and the instance walue
<i= and each <g=:<i= value iz
zeparated by a semi-colon. If &
group has no instance then only the
group name =g= should be
specified.
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Import Line('s)
Settings
Filename

11: Advanced Settings

XML: Import Lines from Single Line(s) Settings

Description

Provide the name of the file on the MatchPort b/g Pro (local to its file
system) that contains XCR data.

Lines to Import

Select the line(s) whose settings you want to import. Click the Select
All link to select all the serial lines and the network lines. Click the
Clear All link clear all of the checkboxes. By default, all serial line
instances are selected.

Whole Groups to
Import

Select the configuration groups to import from the XML configuration
record.

By default, all groups are checked except those pertaining to
the network configuration; this is so that import will not break your
network connectivity.

You may check or uncheck any group to include or omit that group
from import. To import all of the groups, click the Select All link to
import all groups. To clear all the checkboxes, click the Clear All link.
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12: Point-to-Point Protocol (PPP)

Note: For instructions on configuring PPP for the MatchPort b/g Pro, see PPP on
page 81.

Point-to-Point Protocol (PPP) establishes a direct connection between two nodes. It
defines a method for data link connectivity between devices using physical layers
(such as serial lines). Some of the PPP features include error detection,
compression, and authentication. For each of these capabilities, PPP has a separate
protocol.

The MatchPort b/g Pro supports two types of PPP authorization: Password
Authentication Protocol (PAP) and Challenge Handshake Authentication Protocol
(CHAP). Both of these authentication methods require the configuration of a
username and password. It also supports no authentication scheme when no
authentication is required during link negotiation.

PAP is an authentication protocol in PPP. It offers a straightforward method for the
peer to determine its identity. Upon the link establishment, the user ID and password
are repeatedly sent to the authenticator until it is acknowledged or the connection is
terminated.

Note: PAP is not a strong authentication process. There is no protection against trial-
and-error attacks. As well, the peer is responsible for the frequency of the
communication attempts.

CHAP is a more secure method than PAP. It works by sending a challenge message
to the connection requestor. Using a one-way hash function, the requestor responds
with its value. If the value matches the server’s own calculations, authentication is
provided. Otherwise, the connection is terminated.

Note: RFC1334 defines both CHAP and PAP.

Use the MatchPort b/g Pro’s Web Manager or CLI to configure a network link using
PPP over a serial line. Turn off Connect Mode, Accept Mode, and Command mode
before enabling PPP.

The MatchPort b/g Pro acts as the server side of the PPP link; it can require
authentication and assign an IP address to the peer. Upon PPP configuration, IP
packets are routed between Ethernet and PPP interfaces.

Note: The MatchPort b/g Pro does not perform network address translation
between the serial-side network interface and the Ethernet/WLAN network
interface. Therefore, to pass packets through the MatchPort b/g Pro, a static
route must be configured on both the PPP Peer device and the remote
device it wishes to communicate with. The static route in the PPP Peer
device must use the PPP Local IP Address as its gateway, and the static
route in the remote device must use the Ethernet/WLAN IP Address of the
MatchPort b/g Pro as its gateway.
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Serial tunneling allows devices to communicate over a network, without detecting
other devices connecting between them. Tunneling parameters are configured using
the Web Manager’s Tunnel 1 and Tunnel 2 Settings (on page 57) or Command
Mode’s Tunnel Menu (see the MatchPort b/g Pro Command Reference for the full list
of commands.)

The MatchPort b/g Pro supports two tunneling connections simultaneously per serial
port. One of these connections is Connect Mode; the other connection is Accept
Mode. The connections on one serial port are separate from those on the other serial
port.

¢ Connect Mode: the MatchPort b/g Pro actively makes a connection.
The receiving node on the network must listen for the Connect Mode’s
connection. Connect Mode is disabled by default.

¢ Accept Mode: the MatchPort b/g Pro listens for a connection. A node
on the network initiates the connection. Accept Mode is enabled by
default.

¢ Disconnect Mode: this mode defines how an open connection stops
the forwarding of data. The specific parameters to stop the connection
are configurable. Once the MatchPort b/g Pro’s Disconnect Mode
observes the defined event occur, it will disconnect both Accept Mode
and Connect Mode connections on that port.

When any character comes in through the serial port, it gets copied to both the
Connect Mode connection and the Accept Mode connection (if both are active).

Connect Mode

For Connect Mode to function, it must be enabled, have a remote station (hode)
configured, and a remote port configured (TCP or UDP). When enabled, Connect
Mode is always on.

Enter the remote station as an IP address or DNS name. The MatchPort b/g Pro will
not make a connection unless it can resolve the address. For DNS names, after 4
hours of an active connection, the MatchPort b/g Pro will re-evaluate the address. If it
is a different address, it will close the connection.

Connect Mode supports the following protocols:
¢ TCP
AES encryption over UDP

2
¢ AES encryption over TCP
¢ SSH (the MatchPort b/g Pro is the SSH client)
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¢ UDP (available only in Connect Mode because it is a connectionless
protocol).

When setting AES encryption, both the encrypt key and the decrypt key must be
specified. The encrypt key is used for data sent out. The decrypt key is used for
receiving data. Both of the keys may be set to the same value.

For Connect Mode using UDP, if the remote address or port is not configured, then
the MatchPort b/g Pro accepts packets from any device on the network. It will send
packets to the last device that sent it packets. As a result, we advise configuring the
remote address and port. When the remote port and station are configured, the
MatchPort b/g Pro ignores data from other sources.

Note: The Local Port in Connect Mode is not the same port configured in
Accept Mode.

To ignore data sent to the MatchPort b/g Pro, enable the blocking of serial data or
network data (or both).

The TCP keepalive time is the time in which probes are periodically sent to the other
end of the connection. This ensures the other side is still connected.

To configure SSH, the SSH client username must be configured. In Connect Mode,
the MatchPort b/g Pro is the SSH client. Ensure the MatchPort b/g Pro’s SSH client
username is configured on the remote SSH server before using it with the MatchPort
b/g Pro.

Connect Mode has five states:

¢ Disabled (no connection)

¢ Enabled (always makes a connection)

¢ Active if it sees any character from the serial port

¢ Active if it sees a specific (configurable) character from the serial port
¢ Modem emulation

For the “any character” or “specific character” connection states, the MatchPort b/g
Pro waits and retries the connection if the connection cannot be made. Once it
makes a connection and then disconnects, it will not reconnect until it sees any
character or the start character again (depending on the configured setting).

Configure the Modem Control Active setting (for DSR or DTR) to start a Connect
Mode connection when the signal is asserted. The MatchPort b/g Pro will try to make
a connection indefinitely. If the connection closes, it will not make another connection
unless the signal is asserted again.

Accept Mode

In Accept Mode, the MatchPort b/g Pro waits for a connection. The configurable local
port is the port the remote device connects to for this connection. There is no remote
port or address. The default local port is 10001 for serial port 1 and 10002 for

serial port 2.

Accept Mode supports the following protocols:
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SSH (the MatchPort b/g Pro is the server in Accept Mode). When
using this protocol, the SSH server host keys and at least one SSH
authorized user must be configured.

TCP
AES encryption over TCP

Telnet/IAC mode (The MatchPort b/g Pro currently supports IAC
codes. It drops the IAC codes when Telneting and does not forward
them to the serial port).

Accept Mode has the following states:

* o6 o

L 2

*

Disabled (close the connection)
Enabled (always listening for a connection)
Active if it receives any character from the serial port

Active if it receives a specific (configurable) character from the serial
port (same start character as Connect Mode’s start character)

Modem control signal

Modem emulation

Disconnect Mode

Disconnect Mode ends Accept Mode and Connect Mode connections. When

disconnecting,

the MatchPort b/g Pro shuts down connections gracefully.

The following settings end a connection:

2
*

*

The MatchPort b/g Pro receives the stop character.

The timeout period has elapsed and no activity is going in or out of
the MatchPort b/g Pro. Both Accept Mode and Connect Mode must be
idle for the time frame.

The MatchPort b/g Pro observes the modem control inactive setting.

To clear data out of the serial buffers upon a disconnect, configure buffer flushing.

Packing Mode

Packing Mode takes data from the serial port, groups it together, and sends it out to
nodes on the network. The groupings may be configured by size or by time intervals.

The following settings are configurable for Packing Mode:

L 4
L 4

Disable Packing Mode

Packing Mode timeout: The data is packed for a specified period
before being sent out.

Packing Mode threshold: When the buffer fills to a specified amount of
data (and the timeout has not elapsed), the MatchPort b/g Pro packs
the data and sends it out.

The send character: Similar to a start or stop character, the MatchPort
b/g Pro packs the data until it sees the send character. The MatchPort
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b/g Pro then sends the packed data and the send character in the
packet.

¢ Atrailing character: If a trailing character is defined, this character is
appended to data put on the network immediately following the send
character.

Modem Emulation

The MatchPort b/g Pro supports Modem Emulation mode for devices that send out
modem signals. There are two different modes supported:

Command Mode: sends back verbal response codes.
Data Mode: information transferred in is also transferred out.

It is possible to change the default on bootup for verbose response codes, echo
commands, and quiet mode. The current settings can be overridden; however on
reboot, it will goes back to the programmed settings.

Configure the connect string as necessary. The connect string appends to the
communication packet when the modem connects to a remote location. It is possible
to append additional text to the connect message.

Command Mode

The Modem Emulation’s Command Mode supports the standard AT command set.
For a list of available commands from the serial or Telnet login, enter AT?. Use
ATDT, ATD, and ATDP to establish a connection:
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Command Description

+++ Switches to Command Mode if entered from
serial port during connection.

AT? Help.

ATDT<Address Info> Establishes the TCP connection to socket
(<IP>/<port>).

ATDP<Address Info> See ATDT.

ATD Like ATDT. Dials default Connect Mode
remote address and port.

ATD<Address Info> Sets up a TCP connection. A value of 0
begins a command line interface session.

ATO Switches to data mode if connection still
exists. Vice versa to '+++'.

ATENn Switches echo in Command Mode (off - 0, on -
1).

ATH Disconnects the network session.

ATI Displays modem information.

ATQn Quiet mode (0 - enable results code, 1 -
disable results code.)

ATVn Verbose mode (0 - numeric result codes, 1 -
text result codes.)

ATXn Command does nothing and returns OK
status.

ATUn Accept unknown commands. (n value of 0 =
off. n value of 1 = on.)

AT&V Display current and saved settings.

AT&F Reset settings in NVR to factory defaults.

AT&W Save active settings to NVR.

ATZ Restores the current state from the setup
settings.

ATSO0=n Accept incoming connection.

n value of 0 = disable
n value of 1 = connect automatically
n value of 2+ = connect with ATA command.

ATA Answer incoming connection (if ATSO is 2 or
greater).
Al Repeat last valid command.

All of these commands behave like a modem. For commands that are valid but not
applicable to the MatchPort b/g Pro, an “OK” message is sent (but the command is

silently ignored).

The MatchPort b/g Pro attempts to make a Command Mode connection as per the
IP/DNS/port numbers defined in Connect Mode. It is possible to override the remote

address, as well as the remote port number.
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Note: Configure either the IP address using the address on its own
(<XXX.XXX.XXX.XXX>), or the IP address and port number by entering
XXX XXX.XXX.XXX>:<port> . The port number cannot be entered on its own.

For ATDT and ATDP commands less than 255 characters, the MatchPort b/g Pro
replaces the last segment of the IP address with the configured Connect Mode
remote station address. It is possible to use the last two segments also, if they are
under 255 characters. For example, if the address is 100.255.15.5, entering “ATDT
16.6" results in 100.255.16.6.

When using ATDT and ATDP, enter 0.0.0.0 to switch to Command Mode. Once
Command Mode is exited, the MatchPort b/g Pro reverts to modem emulation mode.

By default, the +++ characters are not passed through the connection. Turn on this
capability using the modem echo plus command.

Serial Line Settings

Serial line settings are configurable for both serial line 1 and serial line 2.

Configure the buffer size to change the maximum amount of data the serial port
stores. For any active connection, the MatchPort b/g Pro sends the data in the buffer.
The read timeout is used for periodically sending data. If the buffer is not full (reached
the buffer size) but the read timeout time has elapsed, the data in the buffer is sent
out.

Statistics

The MatchPort b/g Pro logs statistics for tunneling. The Dropped statistic displays
connections ended by the remote location. The Disconnected statistic displays
connections ended by the MatchPort b/g Pro.
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The MatchPort b/g Pro supports Secure Shell (SSH) and Secure Sockets Layer
(SSL).

Secure Shell: SSH

SSH is a network protocol for securely accessing a remote device. This protocol
provides a secure, encrypted communication channel between two hosts over a
network.

Two instances require configuration: when the MatchPort b/g Pro is the SSH server
and when it is an SSH client. The SSH server is used by the CLI (Command Mode)
and for tunneling in Accept Mode. The SSH client is for tunneling in Connect Mode.

SSH Server Configuration

To configure the MatchPort b/g Pro as an SSH server, there are two requirements:

¢ Defined host keys: both private and public keys are required. These
keys are used for the Diffie-Hellman key exchange (used for the
underlying encryption protocol).

¢ Defined users: these users are permitted to connect to the MatchPort
b/g Pro’s SSH server.

To configure SSH server settings:

1. Click SSH - Server Host Keys at the top of the page. The SSH Server: Host
Keys page displays.

2. To configure the host keys:

a) If the keys exist, locate the Private Key and Public Key using the Browse
button. Select the Key Type (RSA is more secure) and click Submit to
upload the keys.

Note: SSH keys may be created on another computer and uploaded
to the MatchPort b/g Pro. To do so, use the following command
using Open SSH to create a 1024-bit DSA key pair:

ssh-keygen —b 1024 —t dsa
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b) SSH Keys from other programs may be converted to the required MatchPort
b/g Pro format. Use Open SSH to perform the conversion. To convert from
RFC-4716 format:

ssh-keygen —i
For more options, look at the help from Open SSH:
ssh-keygen ?

c) If the keys do not exist, select the Key Type and the key’s Bit Size from the
Create New Keys section. Click Submit to create new private and public
host keys.

Note: Generating new keys with a large bit size results in very long key
generation time.

3. Click SSH - Server Auth Users at the top of the page. The SSH Server:
Authorized Users page displays.

4. Enter the Username and Password for authorized users.

5. If available: locate the Public RSA Key or the Public DSA Key by clicking
Browse. Configuring a public key results in public key authentication; this
bypasses password queries.

Note: When uploading the certificate and the private key, ensure the private
key is not compromised in transit.

SSH Client Configuration

To configure the MatchPort b/g Pro as an SSH client, there is one requirement:

¢ An SSH client user is configured and exists on the remote SSH
server.

To configure SSH client settings:

1. Click SSH - Client Users at the top of the page. The SSH Client: Users page
displays.

2. (Required) Enter the Username and Password to authenticate with the SSH
server.

3. (Optional) Complete the SSH client user information as necessary. The Private
Key and Public Key automate the authentication process; when configured and
the user public key is known on the remote SSH server, the SSH server does not
require a password. (Alternatively, generate new keys using the Create New
Keys section.) The Remote Command is provided to the SSH server. It
specifies the application to execute upon connection. The default is a command
shell.

Note: Configuring the SSH client’'s known hosts is optional. It prevents Man-
In-The-Middle (MITM) attacks.
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Secure Sockets Layer (SSL)

SSL uses digital certificates for authentication and cryptography against
eavesdropping and tampering. Sometimes only the server is authenticated,
sometimes both server and client. The MatchPort b/g Pro can be server and/or client,
depending on the application. Public key encryption systems exchange information
and keys and set up the encrypted tunnel.

Efficient symmetric encryption methods encrypt the data going through the tunnel
after it is established. Hashing provides tamper detection.

Applications that can make use of SSL are Tunneling, Secure Web Server, and
WLAN interface.

The MatchPort b/g Pro supports SSIv3 and its successors, TLS1.0 and TLS1.1.

Note: An incoming SSIv2 connection attempt is answered with an SSIv3 response. If
the initiator also supports SSLv3, SSLv3. handles the rest of the connection.

CipherSuites

The SSL standard defines only certain combinations of certificate type, key exchange
method, symmetric encryption, and hash method. Such a combination is called a
cipher suite.

MatchPort b/g Pro currently supports the following list of cipher suites:

Certificate Key exchange Encryption Hash
DSA DHE 3DES SHAl1
RSA RSA 128 hits AES SHA1
RSA RSA Triple DES SHA1
RSA RSA 128 bits RC4 MD5
RSA RSA 128 hits RC4 SHA1
RSA 1024 bits RSA 56 bits RC4 MD5
RSA 1024 bits RSA 56 bits RC4 SHAl1
RSA 1024 bits RSA 40 bits RC4 MD5

Whichever side is acting as server decides which cipher suite to use for a connection.
It is usually the strongest common denominator of the cipher suite lists supported by
both sides.

Certificates

Principles

The goal of a certificate is to authenticate its sender. It is analogous to a paper
document that contains personal identification information and is signed by an
authority, for example a notary or government agency.

To sign other certificates, the authority uses a private key. The published authority
certificate contains the matching public key that allows another to verify the signature
but not recreate it.
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The authority’s certificate can be signed by itself, resulting in a self-signed or trusted-
root certificate, or by another (higher) authority, resulting in an intermediate authority
certificate. You can build up a chain of intermediate authority certificates, and the last
certification will always be a trusted-root certificate.

An authority that signs other’s certificates is also called a Certificate Authority (CA).
The last in line is then the root-CA. VeriSign is a famous example of such a root-CA.
Its certificate is often built into web browsers to allow verifying the identity of website
servers, which need to have certificates signed by VeriSign or another public CA.

Since obtaining a certificate signed by a CA that is managed by another company
can be expensive, it is possible to become one’s own CA. Tools exist to generate
self-signed CA certificates or to sign other certificates.

A certificate before it is signed is known as a certificate request, which only contains
the identifying information. Signing it makes it a certificate. One’s certificate is also
used to sign any message transmitted to the peer to identify the originator and
prevent tampering while transported.

In short:

¢ When using HTTPS, SSL Tunneling in Accept mode, and/or EAP-TLS,
the MatchPort b/g Pro needs a personal certificate with matching private
key to identify itself and sign its messages.

¢ When using SSL Tunneling in Connect mode and/or EAP-TLS, EAP-
TTLS or PEAP, the MatchPort b/g Pro needs the authority certificate(s)
that can authenticate those it wishes to communicate with.

RSA or DSA

As mentioned above, the certificates contain a public key. Different key exchange
methods require different public keys and thus different styles of certificate. The
MatchPort b/g Pro supports key exchange methods that require a RSA-style
certificate and key exchange methods that require a DSA-style certificate. If only one
of these certificates is stored in the MatchPort b/g Pro, only those key exchange
methods that can work with that style certificate are enabled. RSA is sufficient in
most cases.

Obtaining a Certificate and Private Key

You can obtain a certificate by completing a certificate request and sending it to a
certificate authority that will create a certificate/key combo, usually for a fee. Or
generate your own. A few utilities exist to generate self-signed certificates or sign
certificate requests. The MatchPort b/g Pro also has the ability to generate its own
self-signed certificate/key combo. (See Error! Reference source not found. on
page Error! Bookmark not defined..) You can use XML to export the certificate in
PEM format, but you cannot export the key. Hence the internal certificate generator
can only be used for certificates that are to identify that particular MatchPort b/g Pro.

Certificates and private keys can be stored in several file formats. Best known are
PKCS12, DER and PEM. Certificate and key can be in the same file or in separate
files. The key can be encrypted with a password or not. The MatchPort b/g Pro
currently only accepts separate PEM files. The key needs to be unencrypted.

Several utilities exist to convert between the formats.
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Utilities
OpenSSL

Openssl is a widely used open source set of SSL related command line utilities. It
can act as server or client. It can generate or sign certificate requests. It can convert
from and to all kinds of formats.

Executables are available for Linux and Windows.

To generate a self-signed RSA certificate/key combo:

openssl req -x509 -nodes -days 365 -newkey rsa:1024 -keyout
mp_key.pem -out mp_cert.pem

See www.opensl.org or www.madboa.com/geek/openssl for more information.

Note: Signing other certificate requests is also possible with OpenSSL but is
too complicated to explain here.

Steel Belted Radius

Steel Belted Radius is a commercial radius server by Juniper Networks that provides
a GUI administration interface. It also provides a certificate request and self-signed
certificate generator. The self-signed certificate has extension .sbrpvk and is in the
PKCS12 format. OpenSSL can convert this into a PEM format certificate and key:

openssl pkcsl2 -in sbr_certkey.sbrpvk -nodes -out
sbr_certkey.pem

The sbr_certkey.pen file contains both certificate and key. If loading the SBR
certificate into MatchPort b/g Pro as an authority, you will need to edit it. Open the file
in any plain text editor. Delete all info before »----- BEGIN CERTIFICATE-----
“and after *----- END CERTIFICATE----- v, and then save as
sbr_cert.pem.

SBR accepts trusted-root certificates in the DER format. Again, OpenSSL can
convert any format into DER:

openssl x509 -inform pem -in mp_cert.pem -outform der -out
mp_cert.der

Note: With SBR, when the identity information includes special characters such as
dashes and periods, SBR changes the format it uses to store these strings and
becomes incompatible with the current MatchPort b/g Pro release. We will add
support for this and other formats in future releases.

FreeRadius

Free Radius is a Linux open-source Radius server. It is versatile, but a little
complicated to configure, requiring the user to be knowledgeable.
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15: Branding the MatchPort b/g Pro

The MatchPort b/g Pro’s Web Manager and Command Mode (CLI) are customizable.

Web Manager Customization

Customize the Web Manager’s appearance by modifying the following files:

Note: To view these files, open the http 2 config folder using the Filesystem
Browser. Alternatively, upload and download the files using FTP/TFTP.

Filename Description

index.css The Web Manager’s style sheet.

footer.html Formats the web page’s footer.

header.html Formats the web page’s header.

Itrx_logo.gif The Lantronix logo within the header. To replace
the logo, ensure the replacement logo’s height is 70
pixels.

bg.gif The background image file. The background is tiled.

Command Mode

Customize the MatchPort b/g Pro’s Command Mode by changing its short name and
long name. The short name is used for show commands:

(enable)# show MatchPort

The long name appears in the Product Type field:

(enable)# show MatchPort
Product Information:
Product Type: Lantronix MatchPort b/g Pro

To change the MatchPort b/g Pro’s short and long names:
1. Click System at the top of the page. The System page opens.

2. Inthe Short Name field, enter the new short name for the device (up to 32
characters).

3. Inthe Long Name field, enter the new long name for the device (up o 64
characters).

4. Click Submit.

5. To apply changes, click Reboot.
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Obtaining Firmware

Obtain the most up-to-date firmware and release notes for the unit from the Lantronix
Web site (http://www.lantronix.com/) or by using anonymous FTP
(ftp://ftp.lantronix.com/).

Loading New Firmware

Reload the firmware using the MatchPort b/g Pro’s Web Manager’s Filesystem page.
To upload new firmware:
1. Click System in the menu bar. The Filesystem page opens.

2. Inthe Upload New Firmware section, click Browse. A pop-up page displays;
locate the firmware file.

3. Click Upload to install the firmware on the MatchPort b/g Pro. The device
automatically reboots upon the installation of new firmware.
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A: Technical Support

If you are unable to resolve an issue using the information in this documentation,
please contact Technical Support:

Technical Support US
Check our online knowledge base or send a question to Technical Support at
http://www.lantronix.com/support.

Technical Support Europe, Middle East, Africa

Phone: +331 393041 72
Email: eu_techsupp@lantronix.com or eu_support@lantronix.com

Firmware downloads, FAQs, and the most up-to-date documentation are available at
http://www.lantronix.com/support

When you report a problem, please provide the following information:

¢ Your name, and your company name, address, and phone number
¢ Lantronix model number

¢ Lantronix serial number
2

Software version (on the first screen shown when you Telnet to the device
and type show)

*

Description of the problem
¢ Debug report (stack dump), if applicable

¢ Status of the unit when the problem occurred (please try to include
information on user and network activity at the time of the problem)
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B: Binary to Hexadecimal Conversions

Many of the unit's configuration procedures require you to assemble a series of

options (represented as bits) into a complete command (represented as a byte).

The resulting binary value must be converted to a hexadecimal representation.

Use this chapter to learn to convert binary values to hexadecimals or to look up
hexadecimal values in the tables of configuration options. The tables include:

¢ Command Mode (serial string sign-on message)
¢ AESKeys

Converting Binary to Hexadecimal

Following are two simple ways to convert binary numbers to hexadecimal notation.

Conversion Table

Hexadecimal digits have values ranging from 0 to F, which are represented as 0-9, A

(for 10), B (for 11), etc. To convert a binary value (for example, 0100 1100) to a

hexadecimal representation, treat the upper and lower four bits separately to produce
a two-digit hexadecimal number (in this case, 4C). Use the following table to convert

values from binary to hexadecimal.

Decimal |Binary Hex

0 0000 0
1 0001 1
2 0010 2
3 0011 3
4 0100 4
5 0101 5
6 0110 6
7 0111 7
8 1000 8
9 1001 9
10 1010 A
11 1011 B
12 1100 C
13 1101 D
14 1110 E
15 1111 F
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Scientific Calculator

B: Binary to Hexadecimal Conversions

Another simple way to convert binary to hexadecimals is to use a scientific calculator,
such as the one available on Windows operating systems. For example:

1. Onthe Windows Start menu, click Programs—->Accessories>Calculator.

2. On the View menu, select Scientific. The scientific calculator displays.

3. Click Bin (Binary), and type the number you want to convert.

plel
Edit  “iew Help
| 1001100
" Hex & Dec © Oct % Bin i Qword © Dword € Ward  © Byte
™ nw I~ Hyp Backzpace ZE | C
Sta F-E [ ] L i a 9 d bod | And
By drms Exp [y kA 4 5 = * Or Far
Sum 2R %y loig 5 1 2 3 Lzh | Mat
3 cos | 873 il b+ 1] +i- + = [k
Dat ban | =72 | 1/ i &, B C ] E F
4. Click Hex. The hexadecimal value displays.
Il
Edit  Yiew Help
| 4C
# Hex ( Dec © Oct  Bin & Qword © Dwod € Wod 0 Byle
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C: Warranty

For details on the Lantronix warranty replacement policy, go to our web site at
http://www.lantronix.com/support/warranty/index.html
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