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Virtualni karty

= Nahrada fyzické (plastové) karty nebo privésku , programem® v
prenosném zarizeni — smartphonu, chytrych hodinkach apod.

- Nejde o Cteni nékterého z identifikatord samotného telefonu (napfr. ¢isla NFC
rozhrani)!
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Virtualni karty

= Je nutna aplikace pro mobilni telefon, ktera do sebe néjakym
zplsobem nacucne kus programového kodu — virtualni kartu
— s jedinecnym identifikacnim Cislem

- Cislo karty pak aplikace vysila pfes komunikaéni rozhrani telefonu
do Ctecky

- Dnes prenos typicky pres NFC rozhrani nebo Bluetooth




Virtualni karty

Fyzicka karta:

.)))

typ.5—-10cm

A
A

NFC: 3-5cm

0)))
- Zajimava alternativa k dlouhodosahovym

4)))
cteckam!
Bluetooth: jednotky m AD'

< >
< » .
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Virtualni karta:

A
v

- Dosah zavisi na pouZzitém rozhrani

- Lze ale az jednotky metr( (s Bluetooth)




Vyrobci virtualnich karet

= Vyrobci maji kazdy své reseni virtualni karty a Ctecky (=rGzné aplikace,
vzajemné nekompatibilni)

=V portfoliu ADI (Q1/2020):

) oo B SALTO

Readers o Credentials An Axis company mspiredaccess

Honeywell

THE POWER OF CONNECTED

¥
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Rozdéleni reseni pro ,,mobilni pristup”

PROPRIETARNI RESENI

« Ctelky pouzitelné jen v kompletnim Fedeni
konkrétniho vyrobce

* Proprietarni kom. protokol, nékdy oboustranny

* Napr. Salto (JustIN)

-------------------------------------------------------------------------------------------------------------------------
B .

UNIVERZALNI RESENI

« Ctecky jsou bez vazby na konkrétni typy kontrolérd

.
-
-------------------------------------------------------------------------------------------------------------------------
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Univerzalné pouZitelna reseni

= Ctecky, které Ize pFipojit prakticky k libovolnému pFistupovému systému a
radé zabezpecovacek (s funkci pristupového systému):

m Farpointe Data’ Honeywe“

Readers o Credentials THE POWER OF CONNECTED

= Univerzalni vystupni rozhrani (Wiegand nebo OSDP)

= Zpusob distribuce virt. karet do telefonl uzivatel( neni svazan s konkrétnim
programem na PC
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Spolecné vlastnosti (l.)

Virtualni karta je , pevné spojena“s
mobilnim telefonem

Virt. kartu nelze prenést z jednoho telefonu do druhého
* Napfr. pfi vyméné mobilu je nutné vystaveni nové karty
* Technicky a hlavné bezpecnostni aspekt

ADI



Spolecné vlastnosti (Il.)

Prenos dat z telefonu do ctecky je Sifrovany

Vyhoda proti radé bezkontaktnich ¢tecek, hlavné
nizkofrekvencnich
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Spolec¢né vlastnosti (lll.)

Hlavnim (nékdy jedinym) prenosovym
kanalem je Bluetooth

* Vedle Android(i umozZnuje vyuzivat i mobily s iOS (iPhony)
* Dlouhy dosah
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Spolecné vlastnosti (V.)

Prakticky vzdy je nutna akce ze strany
uzivatele, aby byla virt. karta nactena

e Skoro nikdy nefunguje zakazniky obcas pozadovany rezim
.jen se priblizim ke ctecce a ona mé sama nacte
*  Mimo jiné kvlli bezpecnosti
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Spolecné vlastnosti (IV.)

Razneé telefony mUzou fungovat s aplikacemi
pro virtualni karty rdzné !!

t

Specialné telefony s OS Android !
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Mobile
1. HID :: gecess

HID i

W
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HID Mobile Access




HID Mobile Access

Bezkontakini ftedka iCLASS SE Exprass iCLASS SE s podporou
[ izkE Elustooth), dzka

'S SE s podporou
= Mobilz Access (Blustoct

= Ctecky ::

= Virtualni karty :: ~ MID-SUB-T100

iCLASS SE R(P)xx BT

Elustooth), dzka (Seos)
iCLASS SE Express R10 iCLASS SE RP1DBT

iCLASS SE R10 BT
BT

[HID|

iCLASS SE 5 klgvesnici,
Elustooth)

[HID]

ICLASS SE = padporou
Elustooth), Sircka

[HID]

Bezkontakini &tedka iCLASS SE s Bluetooth
modulem, Siroké télo

Multitechnal &
Mobile

iCLASS SE R40 BT iCLASS SE RP40 BT iCLASS SE RPK40 BT

[HID|

[HID| [HID|

HID Orige {predplatné
jici ufiv. na 1 rok)

Licence pro uZivatele HID Origo (predplatné | Licence pro uzi
virk, karty pro nové ufiv. na 1 rok) wirk.karty pro st
= MID-SUB-T100 =  MID-SUB-T100-ADD

s aoxcrmos

ADI
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HID Mobile Access — Vlastnosti (l.) m

- Podporujf Bluetooth (¢tetky s pismeny BT v oznaceni) i NFC (véechny

Ctecky iCLASS SE) chocbeilses

m&

- Ctou soucasné i fyzické karty:
- iCLASS (SE), Seos, Mifare, DESFire, pfip. HID Prox, EM nebo Indala

- Ctecky Ize konfigurovat pomoci aplikace v mobilnim telefonu

- zména barev LED, formatu vystupu, nahrani bezpecnostnich klicd
Reader

- nastaveni ,Cteciho dosahu” Bluetooth Manager
< BLE Settings
- epod HID |

o @ 9 o 7
5 ER -
E 8

/
/
/
/
,
/.
/
/
+ I/
/
/
Host Controlled /
;.
/
Add to the template /
/
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HID Mobile Access — Vlastnosti (Il.) m
- Daiji se o Bluetooth rozhrani rozsifit i dodateéné
- pomoci tzv. upgradovaciho kitu Bluetooth (BLEOSDP-UPG-Axx):
Sada pgrade iCLASS SE R10/RP10 na | Sada pro upgrade iCLASS SE R40/RP40 na | Sada pro upgrade iCLASS SE RK40/RPK40

[ HID | [ HID| [HID|

- Bluetooth rozhrani s mobilni aplikaci Reader Manager =
- moznost zmény nastaveni ¢tecky kdykoliv v poli, operativni povoleni, kdo mlzZe konfigurovat

- nahrada fyzickych konfiguracnich karet (musime pfipravit + poslat = zdrzeni)

- Virtualni karty jsou vystavovany z webového (cloudového) portalu

ADI
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HID Mobile Access — Distribuce virt. karet m

KStévajl’cf model (do 2019) \ ﬁNov{/ model (od 2020)

- Virt. karta s neomezenou platnosti (do doby - Predplatné — plati se ro¢ni poplatek za uzZivatele
vymeény telefonu) systému

- PFivyméné nebo reinstalaci telefonu — potreba » - UzZivatel si mUZe virt. kartu libovolnékrat vymeénit

koupit novou kartu - Uzivatel = az 5 virtudlnich karet na 5 riznych

- Jednorazova platba za virt. kartu zarizenich (telefony, chytré hodinky...)
- PC=179 K¢ - PC =135 K¢ / uzivatele a rok
\ HID MA CRD / HID MA CRD ADI J MID-SUB-T100 / MID-SUB-T100-ADD

Model resi i uctovadni virt. karet pfiddvanych v pribéhu
\ predplacené doby /

ADI
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HID Mobile Access — Distribuce virt. karet m
= Priklad ¢asového modelu Uctovani virtualnich karet

Objednavka a platba S .

orvnich 200 virt. karet Doobjednani dalsich 200 virt. karet ::
na dobu 1 roku :: Platba % ceny MID-SUB-T100-ADD

2% MID-SUB-T100 (do vyroci zbyva Ctvrt roku)

S

1.6.2020 1.3.2021

1.3.2020 1.12.2020
Doobjednani dalsich 100 virt. karet :: Platba celkem 500 virt. karet na
Platba % ceny MID-SUB-T100-ADD dobu 1 roku ::
(do vyroci zbyva % roku) 5x MID-SUB-T100

AD
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HID Mobile Access — Distribuce virt. karet

= Jak se virt. karta dostane do telefonu uzivatele?

From: HIDMobil hidglobal@hidglobal.com:
Sent: Thursday, February 06, 2020 11:54 AM
TouTduin 5 <} i B e

Secure ldentity Sog

UZivatel otevre aplikaci a zada aktivacni kod.
Virtualni karta bude zabezpecené nahrana z
m portélu do mobi'ni aplikace. mu. Po staZeni virtudlni pfistupové karty budete moci svlij mebilnf t

h aktivovat dlouhodosahové cteni. Pokud bude tato volba na prislul

Spravce za <

= 2 User identification
uzivateli (j

a portal po

mailem po Krol 1: Stahnéte si do mobilniho telefonu aplikaci HID Mabile Access:

Provedte prosim ndsledujicl jednoduché kro® piipravu vaseho mobilniho telefonu na pfijetl virtudinf karty (Mobile ID).

and Users « Z App Store pro i0S: http://apps
Please enter code received from security

it * Z Google Play pro Android : http:@olz. ¢ w. =. 0 /stil/apps/details?id=
administrator

Krok 2: Jakmile vds aplikace vyzvi (Invitation Code

| _ho bezpeéno!

Register
VNLOAD

Koncovy uzivatel obdrzi pozvani
a stahne si mobilni aplikaci

avl virtudlni kartu

Krok 4: Spravce vaseha bezpecno Bif pristupova pré

Eislo vasi pozvanky (Invitatior! IXXXX, jeji platr

Body popsané niZe vim pomohou E RJ \'Qro";'lvis Etému HID Mobile

HID Mobile Access je

S pozdravem
V38 HID Mobile Access team

pripraven k pouziti

ADI
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HID Mobile Access — Distribuce virt. karet m

= Prinosy pouzitého zpUsobu distribuce:
v Vystavitel a prijemce se nemuseji fyzicky potkat (,,pfenos vzduchem®)
v" Pfijemce ma v info mailu na svém telefonu pfimo odkaz na stazeni aplikace pro mobil

v Pokud neni pfijemce info mailu pfimo zamyslenym uZivatelem virt. karty (napf. 1 uZivatel
na portale = 5 zafizeni na uZivatele = 5 rliznych osob, ale stale stejna e-mailova adresa):

- potom lze jednotlivé maily jednoduse preposlat cilovym pfijemcim

- nebo Ize z portalu vygenerovat prehled kddu pro stazeni virt. karet a ty rozdat jednotlivym
uzivatelim

HID Mobile Access

The quality access control you have come to expect=
all in the form of a phone

4

ADI
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HID Mobile Access — Pouziti virt. karet m

= Priklddani telefonu ke ¢tecce
(rezim ,Tap®)

- stejny pohyb jako u nacitani karty
- kratky dosah (max. desitky cm)

- nastavitelna pfiblizna vzdalenost ¢teni

Telefon mlze zGstat

volitelné i zamknuty

Gesto pro dlouhodosahové Cteni
(,Twist & Go“)

- otoceni telefonu 0 90°a zpét
- dlouhy dosah (jednotky m)

- nastavitelna priblizna vzdalenost ¢teni

ADI



HID Mobile Access — Nastaveni v aplikaci m

' T-Mobile CZ = 23:10

e PO &

K

Se0s

Home

= Enter Invitation Code

Licenses

Settings

About

Show warnings

Access logs

Video Tutorials

Contact

Email diagnostics

>>>
>>>

>>>

>>>

>>>

ZOBRAZENI STAZENYCH VIRT. KARET
ZADANI KODU Z POZVANKY (PRO STAZEN{ KARTY)

NASTAVEN| VOLEB PRO CHOVANI APLIKACE

PREHLED PRISTUPOVYCH UDALOSTI APLIKACE
VIDEO NAVODY, JAK APLIKACI POUZIVAT (TAP / TWIST & GO ATD.)

ADI
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HID Mobile Access — Nastaveni v aplikaci m

'l T-Mobile CZ & 23:10

Se0s

ﬁ Home

+2),  Enter Invitation Code
B Licenses

Settings

About
Show warnings
Access logs

Video Tutorials

e 0 PO b

Contact

K

Email diagnostics

Bl .. T-Mobilecz ®  23:m1

<

ADI CZECH
146

iICLASS® Seos’

POZN.: UKAZKA 10S VERZE (U ANDROIDU VOLBY PODOBNE, OKNA NEMUSI BYT IDENTICKA)

ID CiSLO KARTY (KTERE JE POTREBA
ZADAT DO PRISTUPOVEHO SYSTEMU)

ADI
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HID Mobile Access — Nastaveni v aplikaci

'l T-Mobile CZ & 23:10

Se0s

ﬁ Home

+2),  Enter Invitation Code

B Licenses

Settings

About
Show warnings
Access logs

Video Tutorials

e 0 PO b

Contact

K

Email diagnostics

!l T-Mobile CZ = 23:02

(4 User identification

Please enter code received from security
administrator

| :

+
“rr1r1ruvr v

AN ISH [BA REN MEH (N FUN Y RIS

4 YXCVBNME

N 23 6 =

POZN.: UKAZKA 10S VERZE (U ANDROIDU VOLBY PODOBNE, OKNA NEMUSI BYT IDENTICKA)

ZADAT CISLO Z POZVANKY (INVITATION
~~ CODE) PRO STAZEN{ PRIDELENE VIRT.

KARTY

ADI
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HID Mobile Access — Nastaveni v aplikaci m

'l T-Mobile CZ & 23:10

Se0s

ﬁ Home

+2),  Enter Invitation Code

B Licenses

Settings

About

Show warnings

Access logs

Video Tutorials

& 5 0 P> O |8

Contact

K

Email diagnostics

B <Hiedat il B 23:10

(4 Settings

Allow Mobile Access when
Device is unlocked

Twist and Go
Rotate your device to unlock nearest lock -

Open system settings
Return by tapping on the top status bar

URCENI, KDY BUDE MOCT APLIKACE
ODESILAT CISLO VIRT. KARTY DO CTECKY

POVOLEN{ / ZAKAZANT GESTA TWIST & GO
(MUSI JEJ ALE MIT POVOLENO | CTECKA)

SYSTEMOVA NASTAVENI APLIKACE

™ (POVOLEN{ MOBILNICH DAT, AKTUALIZACE

NA POZADI APOD.)

POZN.: UKAZKA 10S VERZE (U ANDROIDU VOLBY PODOBNE, OKNA NEMUSI BYT IDENTICKA)

ADI
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HID Mobile Access — Nastaveni v aplikaci

4 Hledata = 23:10

4 Settings

Allow Mobile Access when
Device is unlocked

Twist and Go
Rotate your device to unlock nearest lock

Open system settings
Return by tapping on the top status bar

| @)

Bl < Hledat ui! B

< Settings

ALLOW MOBILE ACCESS WHEN

App is in foreground
Open doors only when app is in foreground.

Device is unlocked
Open doors only when device is unlocked.

Always

Open doors when app is in foreground,
background and when device is locked.

i0S occasionally terminates apps running in the

background. Consequently, “Device is unlocked"” and
"Always" modes sometimes require opening the app to
restore

should be enabled when using "Device is unlocked” or
"Always"

For the best door opening experience, location services

POZN.: UKAZKA 10S VERZE (U ANDROIDU VOLBY PODOBNE, OKNA NEMUSI BYT IDENTICKA)

URCENI, KDY BUDE APLIKACE
MOCT ODESILAT CISLO KARTY:

1) POKUD APLIKACE BUDE V POPRED/

2) STACI, KDYZ JE TELEFON ODEMKNUTY
(APLIKACE V POZADI)

3) KDYKOLIV (I KDYZ JE TELEFON
ZAMKNUTY)

ADI
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HID Reader Manager

Reader
Manager

m .
y
< y

MOBILN{ APLIKACE PRO NASTAVENI CTECEK ICLASS SE s BLE ROZHRANIM

aaaaaaaaaaaaaaa



HID Reader Manager m

ZPRACOVANI POZADAVKU NA REKONFIGURACI CTECKY ICLASS SE ::

o &1 ) MDA Sl = Nap @»l

aresiden company
OBJEDNAVKA KONFIG. KARTY NAPROGRAMOVANI DORUCENI NASTAVEN( CTECKY

L‘
g

A

MIN. 1 = 2 DNY

STAZEN{ AUTORIZACE DO
‘ \ APLIKACE V MOBILU TECHNIKA v

§ & = )
NYNI : e
VLASTNIK : AUTORIZACE KONKR. N— ﬂ 'h ‘

READER MANAGER
PORTAL

{l

\l

TECHNIKA PRO KONFIGURACI CTECEK

\ —— J \
‘4
Typ. 10 MINUT AD'
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HID Reader Manager — Konfigurace ctecek m

= Opravnéeni ke konfiguraci ¢tecek Ize od vlastnika klice (konc. uzivatel) k technikdm
(instalacni firma) predavat v podstaté okamzité

= Postup:
c Vlastnik klice si pfes registracni formular zazada o pfistup k Reader Mngr portalu
(]
©
o
= HID povoli pfistup novému spravci z rad vlastnika klice
v
Technik si stahne mobilni aplikaci HID Reader Manager a zaregistruje (login = e-mail)
£ Spravce povoli na portalu Reader Mngr pro tento e-mail konfiguraci ¢tecek, které
S maji jeho bezpecnostni kli¢, a to na uréenou dobu (napf. jen na 1 den)
=
Technik uvidi v appce autorizaci a m{Ze zacit konfigurovat




HID Reader Manager — Registrace vlastnika m

0. ZADOST VLASTNIKA (SPRAVCE) INSTALACE O PRISTUP K HID READER MANAGER PORTALU

HID Reader Manager Portal

HID Mobile Access® Po
Change Form

rtal - HID Reader Manager Portal

The HID Mobile Access Portal provides ICLASS Elite and Mobile Key end-users with the aption to enable the HID Reader Manager
Portal. Adding or removing the HID Reader Manager Fortal for a company must be completed by HID.

To enable/dizable HID Reader Manager an HID Mobile Access Portal is required. If this has not been setup for a company, please

follow this process:
.

Mobile (MOB) Key Users: Follow the steps at hitos:imanagedservices hidglobal com/facesmaUserOnBoardingStart
then complete and retum this form (HID Mobile Access® Portal — HID Reader Manager Portal Change Form).

* iCLASS Elte™ Key Users: Complete and return the iICLASS Elite Program™ - New HID Mobile Access® Porial Request
Ferm. The HID Reader Manager Portal is enabledidisabled with that form.

Notes:

s AHID Mobile Access Portal is required to enable the HID Reader Manager Portal.
*  When the HID' Reader Manager Portal iz enabled/dizabled, the HID Reader Manager Portal Admin role will be
granted/revoked from all active HID Mobile Access Org Admins.

TABLE I

End User O

Requested Change

Elite/MOB Key Reference Number:

Company Name:

HID Reader Manager Portal? (Enable/Disable )

TABLE ll: Change Approval

Change must be approved by the following contacts:
For Elite: iCLASS Elite™/ Authorized Contact
For Mobile: Mobile Access Org Admin

Contact Name:

Contact Signature:

X

Date Signed:

Send to HID Global for approval and processing by email: mobileorders@hidglobal.com with the subject line of “Reader

Manager Portal Change Form™

*This form must be legible to be considered acceptable. Please print or fype.

SOl HID |

POSLAT NA: MOBILEORDERS@HIDGLOBAL.COM

ACCESS (NETREBA CEKAT AZ NA POZADAVEK OD TECHNIKU)

K READER MANAGER PORTALU A VYUZIVAT JEHO FUNKCI

\\/Yﬁl'ZENI' TYPICKY BEHEM 1 DNE

/DA SE RESIT HNED PO ZALOZEN{ UCTU NA PORTALE HID MOBILE \

UMOZNUJE SPRAVCI MOBILE ACCESS PORTALU PRIHLASOVAT SE |

/

ADI
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HID Reader Manager — Registrace technika

1. STAZENI APLIKACE HID READER MANAGER + REGISTRACE DO APLIKACE

o' T-Mobile CZ & 21:21 4 Hledat w/! & < Hledat w'| & 22115 4 Hledat o1/l 224

{ Login  User Validation { Back License

Q_ hid reader manager

St HID Reader Man... MY ACCOUNT Privacy Notice

Manager . . .
. petr.dvorak@monteri.cz Library Copyright and Licenses

- License and User Agreement
HID READER MANAGER

LICENSE AND USER
AGREEMENT
1 - BASIC INFORMATION

This HID Reader Manager License
and User Agreement (“Agreement”)

qwer t z u i op and the Privacy Policy are legal
_ agreements between You and HID

. , Global Corporation, setting out the
asdfghjk/l

richte ahligatinne liahilities and

Forgot Password ?
8y x cvbnm- e =]
__________
123 @ Mezernk @ . | Enter

STAZENI APLIKACE (APP SPUSTENI + REGISTRACE SPUSTENI + REGISTRACE LICENCNI PODMINKY
STORE / GOOGLE PLAY) NOVEHO UCTU TECHNIKA NOVEHO UCTU TECHNIKA AD'

aresideo company




HID Reader Manager — Registrace technika

1. STAZENI APLIKACE HID READER MANAGER + REGISTRACE DO APLIKACE

< Hledat o/l T 22:42

{ License Register
MY ACCOUNT

Password Requirements:

- Minimum & characters and Maximum 20 characters
- Atleast 1 Uppercase Letter

- Al least 1 Lowercase Letter

- At least 1 Special Character

- At least 1 Number

o “ - Allowed special characlers are | @ #5 % &"-_+,.7
PRIHLAS. |
E-MAIL

NOVE HESLO

CONTACT INFORMATION

VYPLNENI KONTAKTNICH
UDAJU

< Hledat a'| & 22:58

{ License Register
ADI Global Distribution
Czech Republic

Havrankova 33

NA ZADANOU E-MAILOVOU
[> ADRESU TECHNIKA PRUDE ZPRAVA
S AKTIVACNIM ODKAZEM

Brno

Czech Republic

63500

ADI
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HID Reader Manager — Registrace technika

2. AKTIVACE UCTU PRES OVEROVACI E-MAIL

Od: HID Reader Manager <noreply@cloudservices.hidglobal.com>

Datum: 1.2 2020225523 _ ODKAZ PRO AKTIVACI NOVEHO UCTU TECHNIKA
Pfedmét: HID Reader Manager — Activation required for new account - NA PORTALE H | D READER MANAGER
Dear Kamil Stetina,

Your HID SIS account to access the HID Reader Manager mobile app ha‘s_be‘é’r; created. To complete account registration, please open the activation link on any device with an internet connection.

User Name — e
Activation \in[ Click here to activate your account ]""

For additional assistance or if you have concerns about the authenticity of this message, please visit the HID Global Technical Support Center to submit a help ticket or find the HID Suppert contact information for your region.

©2020 HID Global Corporation/ASSA ABLOY AB
HID Secure Identity Services Privacy Policy

N

NYNI SE MUZE TECHNIK PRIHLASIT ZADANYM E-MAILEM A HESLEM
DO MOBILNI APLIKACE, ALE NEBUDE MIT JESTE ZPRISTUPNENE
MOBILNI KLICE — NEMUZE ZATIM KONFIGUROVAT CTECKY

ADI
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HID Reader Manager — Registrace technika m

3. PRIHLASEN{ SPRAVCE NA PORTAL HID READER MANAGER

[ SIS Portal X +

€ C {} @& cloudservices.hidglobal.com

(HID | CLOUDSERVICES.HIDGLOBAL.COM

I;i‘ltD Reader Manager Portal

Manage authorization of reader
technicians for your HID Elite and
HID Mobile Access readers

PRIHLASOVACI UDAJE
SPRAVCE PORTALU

Log in to manage your HID Readers.

User name Password

jan.novak@meontericz =~ esssssesess LOGIN I' Dl

aresideo company



HID Reader Manager — Registrace technika

4. ROZHRANI PORTALU

Keys and Reader Technicians

Keys and Reader Technicians

Keys
? SEZNAM AUTORIZOVANYCH MOBILNICH KLICU
NA PORTALE PRO ORGANIZACI

MOB0566_ADI
&

Reader Technicians

Send only invitation APPLY (5] search

Q

ll__mm

Volf Roman roman.volf@adiglobal.com ADI GLOBAL Dec 15,2019
U Dokoupil Milan milan.dokoupil@adiglobal.com  ADI Global Jun 03,2019
O Blatko,Robert robert.blasko@adiglobal.com ADI Global Distribution SK Dec 02,2019

PRIDANI NOVEHO ZAZNAMU
TECHNIKA

ADI
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HID Reader Manager — Registrace technika

5. PRIDANI NOVEHO ZAZNAMU TECHNIKA
Enroll Reader Technician
Reader Technician Information

Name Petr Dvofak

[ Email address petr.dvorak@monteri.cz ]

Company Montéfi s.r.o.

nvitation & Key Authorization

Hew do you want to proceed? Send only invitation to Reader Technician. Key Authorization(s) will need to be issued later.

[ (® Send invitation and Key Authorization(s) to Reader Technician. ]

Key MOBOS66_ADI

Validity period for authorization 7 Days

E-MAIL = PRIHLASOVACI JMENO TECHNIKA
DO MOBILN{ APLIKACE HID READER
MANAGER

POVOLENI MOBILNIHO KLICE PRO TECHNIKA

VYBER MOBILNIHO KLICE, KTERY BUDE
TECHNIKOVI ZPRISTUPNEN

URCENI, NA JAK DLOUHO BUDE MOBILNI

KLIC TECHNIKOVI ZPRISTUPNEN

aresideo company



HID Reader Manager — Registrace technika

6.

Od: HID Reader Manager <noreply@cloudservices. hidglobal.com:>

Komus

Datums 18. 2. 2020 23:07:18
Predmét: HID Reader Manager — Invitation code for key authorization

PRIJETI ZVACIHO KODU (INVITATION CODE)

Dear Petr Dvofak,
The organization listed below has invited you to manage iICLASS SE' readers with HID Elite or HID MOB keys via the HID Reader Manager Mobile App. Once enabled, your Android” or 105" mobile device can be used to:

» Upgrade compatible iCLASS SE” readers to become HID Mobile Access” and OSDP Enabled (additional hardware upgrade kit may be required).
« Upgrade firmware, configuration, keys and diagnostics of compatible ICLASS SE” readers with HID Elite or HID MOB Keys.

User Name

oeani_miwarwwmmn INVITATION CODE (ZVACI KOD) — PRO ZADANI DO
Invitation Code AXHS-MHHH-5YCP-OYVA l

Note that this invitation code expires on Thu Feb 20 2020 22:07:15 GMT+0000 (UTC) MOBl LN |/ API—' KACE, PI—ATl/ JEN OM EZENOU DOBU !

To enable your mobile device:

Enter your invitation code on the HID Reader Manager mobile app (via the settings screen) OR open this email on your mobile device and click on the invitation code link. This will enable your device to receive key authorization(s) which may have been issued by the organization administrator
(refer to settings screen). Key authorizations may not have been issued and/or may have a limited validity period, contact the organization administrator if no key authorizations are available on the setting screen.

For additional assistance or if you have concerns about the authenticity of this message, please visit the HID Global Technical Support Center to submit a help ticket or find the HID Support contact information for your region.

2020 HID Global Corporation/ASSA ABLOY AB
Reader Manager Privacy Notice

ADI
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HID Reader Manager — Registrace technika

7. PRVNI PRIHLASEN{ — VYZADUJE ON-LINE (DATOVE) SPOJENI ZE SMARTPHONU

4 Hiedat /! & < Hiedat uil LTE 10:24 - < Hledat ull LTE 10:48 -

Home Settings About

MY ACCOUNT
Scan For iCLASS SE Readers .

Petr Dvorak
- petr.dvorak@monteri.cz
HELP
Remember Me o

HID Reader Manager Overview

PRIHLAS. Change Password
RN Sign in to inspect, configure and update HID Bluetooth and OSDP Upgrade Kit - In...

E-MAIL CLASS SE Readers Sign Out

RN Reader Configuration and Inspection

’ ADMINISTRATION KEYS
Reader Firmware Update

HESLO ZADANE 1,/’/‘ Full User Guide Show Authorized Keys

PRI REGISTRACI ’ _ Enter Invitation Code

SHARED TEMPLATES

Fi tP d? or HID M
orgat Passwor No Shared Templates

Don't have an account yet? Register
) B &

Home : fome : Settings

e
>
(i)

ADI
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HID Reader Manager — Registrace technika

8. ZADANI ZVACIHO KODU

< Hledat il & < Hledat ul =

Od: HID Reader Manager <noreply@cloudsenvices. idglobal.coms
Korwrl 3

Datum: 18, 2. 2020 230718
Ffadmét: HID Reader Manager — Inwitation code for key authonzation

Invitation Code

Please enter the invitation code received
from the site administrator

Dear IPetr Dvorak,

AXHS-MHHH-5YCP-QYVA

The arganization listed balow has Invited you to manage KLASS £ rasdars \.grU'rF!ﬁ:

»  Upgrade compatible ICLASS SE” readers to becoma HID Mobite. Access and ¢
= Upgrade firmware, configuration, keys and diagnostiesaf cormgatible ICLASE

Invitation Code

Usar Name B S el - ] | i Cod
Drganization Narge ADI Global istribution CZ § 54 _’__,——’ nvitation Loae was
Inviation Code | AXHS-MHHH-5YCP-CYVA T successfully accepted

Note that this invitation code expires on Thu Fely 20 2020 22:07:15 GMT-+I000 (UT

To enable your mobile device: q w e r t Z U | (0] p

Enter your invitation code on the HID Aeader Manager mobite app [vie the settings s

[refer to settings soreen). Key authorizations may not have been issued andfor ma: R -
asdfghj k|

For additional assistance or (fyou hava concerns about the authenticty ofthismess = = = —— =~~~ =~ =~ - -

B2020 HID Global Corporation | ASSA ABLOY AB 4 Yy X C VvV bnm®> @

Reader Manager Privacy Motice - L y -
123 @ 0 Mezernik Enter

ZADANI ZVACIHO KODU Z DOSLEHO E-MAILU AD'
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PRACE S APLIKACI HID READER MANAGER
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HID Reader Manager — Funkce

PRIHLASENI — VYZADUJE ON-LINE (DATOVE) SPOJENI ZE SMARTPHONU | SKEN CTECEK

< Hledat /! &

Forgot Password ?

Jon't have an account yet? Register

< Hledat ull LTE 10:24

Home

Scan For iCLASS SE Readers

HELP

HID Reader Manager Overview

Bluetooth and OSDP Upgrade Kit - In...

Reader Configuration and Inspection

Reader Firmware Update

Full User Guide

SHARED TEMPLATES

No Shared Templates

# E &

Home T t

Signal strength values closer to 0
dBm will typically indicate a reader is
physically closest. Eg. A signal
strength of -50 dBm typically
indicates a reader is physically closer
compared to a reader with -100 dBm
signal strength

Stop Scan

ADI
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HID Reader Manager — Funkce

ZJISTENI DOSTUPNOSTI OKOLNICH CTECEK

ol T-Mobile CZ LTE  10:25 ol T-Mobile CZ LTE  10:25

Nearby Readers Nearby Readers

iCLASS SE Reader -63dBm > |\ iCLASS SE Reader -67dBm >

Signal strength values closer to 0 Signal strength values closer to 0

dBm will typically indicate a reader is 5\ dBm will typically indicate a reader is
physically closest. Eg. A signal physically closest. Eg. A signal
strength of -50 dBm typically strength of -50 dBm typically
indicates a reader is physically closer N indicates a reader is physically closer
compared to a reader with -100 dBm compared to a reader with -100 dBm

signal strength signal strength

Stop Scan v , . , v v
= ) e ) VYCTENI AKTUALNI KONFIGURACE ZE CTECKY
1.Inspect
2.locate | LOKALIZACE CTECKY — ROZBLIKA A
""""""""" ROZPIPA CTECKU (NA POTVRZENI, ZE
Cancel

SE BUDE KONFIGUROVAT TA SPRAVNA)

AD
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HID Reader Manager — Funkce

INSPEKCE CTECKY — VYCTENI AKTUALNIHO NASTAVENI ZE CTECKY

ull T-Mobile CZ LTE 10:25 il T-Mobile CZ LTE  10:26

Nearby Readers Inspection Report C X

Inspection Report

iCLASS SE Reader -67dBm > FRMWARE UPGRADE SOFTWARE CONFIGURATION

There is an optional firmware upgrade Detailed Configuration

g vailable for this reader.
Signal strength values closer to 0 b

dBm will typically indicate a reader is Upgrade Firmware FIRMWARE INFORMATION
physically closest. Eg. A signal . INFO O
strength of -50 dBm typically NASTAVENI CTECKY Loaded Release is REBONT ot FIRMWARECH
indicates a reader is physically closer v .
compared to a reader with 100 dBm SENEEEsERET Z PRIPRAVENE Available Release is R8.9.0.11
signal strength Aplinaee —— SABLONY
Solaet Obaration HARDWARE CONFIGURATION
S Change Reader Name - PRIRAZENT JMENA
»»»»»»»»» L HF v
CTECCE -
1.inspect ADMINSTRATION CONFIGURATION UHF x PREHLED CTECKOU
2. Locate Reader Admin Standard LF v PODPOROVANYCH
i AKTUALNE CTECICH
. I Mobile Admin MOBO0566 -.______ NAHRANY Keypad x TECHNOLOGI
ance o
. . - MOBILNI KLIC
SOFTWARE CONFIGURATION BLE L4

& ADI
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HID Reader Manager — Funkce

PODROBNE NASTAVEN[ CTECKY — LED, FORMATY VYSTUPU, BLE DOSAH APOD.

Inspection Report Inspection Report e

OF TWARE CONFIGURATION CREDENTIAL DETAILS

Detslled Configuration Credentials and Keys ~ ---rr--sseeremmmereefeeneeee PREHLED A ZMENA MOBILNICH KLICU + CTECICH TECHNOLOGI[

READER SETTINGS
FIRMWARE INFORMATION

Loadsd Release is RE.6.0.11 ISO14443A UID Output Format - NASTAVENI VYSTUPNIHO FORMATU PRO MIFARE A DESFIRE
Avallable Release Is R8.9.0.11 Bluetooth Modes, Ranges & Power  ----------f-------- NASTAVEN( CITLIVOSTI (,,DOSAHU“) PRO BLUETOOTH ROZHRANI
Communication Protogol  -------------rmroroeomeoeoeeas VYSTUPNI ROZHRANI — WIEGAND / OSDP + NASTAVENI PARAMETRU
HARDWARE CONFIGURATION
HE v Audio & Visual NASTAVENT CHOVANI LED A BZUCAKU
- " Optional Settings SPECIALN{ VOLBY (RIZENT SPOTREBY A VELOCITY CHECKING)
Save As Template
Keypad x
BLE v

ADI
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HID Reader Manager — Funkce

PODROBNE NASTAVENI CTECKY — PODPOROVANE TECHNOLOGIE A MOBILNI KLICE

wll T-Mobile CZ LTE  10:27 Q

will T-Mobile CZ LTE  10:27

< Credentials/Keys

Inspection Report all T-Mobile CZ LTE  10:27

< Credentials/Keys

HID MOBILE ACCESS

CREDENTIAL DETAILS < Credentials/Keys

MIFARE DESFire SIO

Credentials and Keys MIFARE Classic CSN

MIFARE DESFire CSN

©

13.56 MHZ HIGH FREQUENCY

MIFARE CLASSIC 125 KHZ LOW FREQUENCY

HID Proximity and O

READER SETTINGS
MIFARE Classic SIO
1SO14443A UID Output Format

8.6 0686 A8

SEOS MIFARE Classic CSN HID Dorado Proximity
Bluetooth Modes, Ranges & Power Seos el
125 KHZ LOW FREQUENCY EM Proximity O
c cation Protocol ICLASS
ommunication Protoco HID Proximity and . NP . .
iClass ' @) ¥ KEYS PRIDANI NOVYCH MOBILNICH
i i HID Dorado Proximity | T fxo vy
Audio & Visual iClass SE O Add Mobile Keys - KLICU DO CTECKY
) EM Proximity
Optional Settings iClass SR [ @ MOB0566 - .
ws || Ve e AKTUALNE NAHRANE

MIFARE DESFIRE ,v": - . v ~ ~
- MOBILN{ KLICE VE CTECCE
Save As Template H - ! l - o the template

ZAP / VYP CTENI JEDNOTLIVYCH TECHNOLOGI NA CTECCE I r’ l

aresideo company

Apply Selected Items



HID Reader Manager — Funkce

PODROBNE NASTAVENI CTECKY — FORMATY VYSTUPU PRO MIFARE / DESFIRE

Inspection Report UID OUTPUT

CREDENTIAL DETAILS
1ISO14443A UID QUTPUT FORMAT

Credentials and Keys
32-BIT MSB v

READER SETTINGS 32-BIT LSB

1SO14443A UID Output Format

26-BIT with Facility Code |

Bluetooth Modes, Ranges & Power

34-BIT MSB DOSTUPNE FORMATY VYSTUPU PRO CTENI CSN / UID

Communication Protocol KARET MIFARE CLASSIC A MIFARE DESFIRE
40-BIT MSB ,

Audio & Visual
37-BIT LSB

Optional Setti

plional setings 56-BIT LSB
26-BIT MSB
Save As Template

56-BIT MSB

Apply Selected Items

ADI
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HID Reader Manager — Funkce

PODROBNE NASTAVENI CTECKY — VOLBY A NASTAVENI CITLIVOSTI PRO BLUETOOTH ROZHRANI

il T-Mobile CZ LTE  10:27 wll T-Mobile CZ LTE  10:28

4 Inspection Report & 4 BLE Settings

CRE D N T e TATES Allow Tap (} ————————————————— POVOLEN{ REZIMU NACTENI TELEFONU PRILOZENIM KE CTECCE (,, TAP®)

Credentials and Keys

READER SETTINGS

ISO14443A UID Output Format . el [ PRAHOVA HODNOTA PRO NACTENI TELEFONU PRILOZENIM (,,DOSAH")

Bluetooth Modes, Ranges & Power [ NIZS[ CISLO = KRATSI VZDALENOST ]

Communication Protocol

Audio & Visual ]

Optional Settings TWIST AND GO
Allow Twist and Go O """"""""" POVOLENI REZIMU NACTENI TELEFONU NA DALKU GESTEM (, TWIST & GO*)
. i - PRAHOVA HODNOTA PRO NACTEN| TELEFONU GESTEM (,,DOSAH”)

[ NIZST €iSLO = KRATSI VZDALENOST ] I| Dl

aresideo company



HID Reader Manager — Funkce

PODROBNE NASTAVEN[ CTECKY — VYSTUPNI ROZHRANI (KOMUNIKACNI PROTOKOL)

ol T-Mobile CZ LTE  10:28

Inspection Report ( Host Protocol
CREDENTIAL DETAILS
WIEGAND
Credentials and K o . .
redentials andeys Enabled [ € — POVOLEN{ VSTUPNHO ROZHRANI WIEGAND
READER SETTINGS
1SO14443A UID Output Format
OSDP
Blustooth Modes, Ranges & Power Enabled b POVOLEN[ VYSTUPNIHO ROZHRAN{ OSDP
Communication Protocol
Audio & Visual “ PARAMETRY PRO OSDP: R
SPEC COMPLIANCE
Optional Settings

Save As Template ADDRESS

01

V2 ;

Apply Selected Items

aresideo company



HID Reader Manager — Funkce

PODROBNE NASTAVENI CTECKY — NASTAVENI CHOVANI LED A BZUCAKU

oll T-Mobile CZ LTE 10:28

Inspection Report (¢ & Back LED Idle Color

CREDENTIAL DETAILS

LED IDLE COLOR VYBER BARVY LED PRO KLIDOVY STAV
Credentials and Keys
I e v
EADER SETTINGS B G- OBDOBNA VOLBA PRO STAV NACTENI KARTY (,, CREDENTIAL READ LED COLOR"),
VCETNE ZAP / VYP PIPNUTI BZUCAKU PRI NACTEN(
1SO14443A UID Output Format

- Magenta
[
Host Controlled
Save As Template :I
Apply Selected Items Add to the template

Bluetooth Modes, Ranges & Power

Communication Protocol

Audio & Visual

Optional Settings

ADI
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HID Reader Manager — Funkce

PODROBNE NASTAVEN[ CTECKY — MIANUALOVA DOKUMENTACE V APLIKAC]

« Hledat wil LTE 10:24 - il T-Mobile CZ LTE  10:29

Home { Home

[ P HED |
Scan For iCLASS SE Readers 2.2 Reader configuration

MANUALY PRO NASTAVEN{ CTECKY, UPGRADE FIRMWARU A OBECNOU
PRACI S APLIKACI HID READER MANAGER

HELP

HID Reader Manager Overview

Bluetooth and OSDP Upgrade Kit - In...

Reader Configuration and Inspection

Reader Firmware Update

Full User Guide

SHARED TEMPLATES

No Shared Templates

@& B e w E e

Home Templat s Home Ter

ADI
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HID Reader Manager — Funkce

PODROBNE NASTAVENI CTECKY — PRACE SE SABLONAMI

ofl T-Mobile CZ LTE  10:32

( Inspection Report (&

CREDENTIAL DETAILS

Credentials and Keys

READER SETTINGS

@ 1S014443A UID Output Format

Bluetooth Modes, Ranges & Power

CommunicationProtocal | ZMENENE / NASTAVENE POLOZKY BUDOU ZOBRAZENY V PREHLEDU S MODROU TECKOU

® Audio & Visual

Optional Settings

Save As Template ULOZENI NASTAVEN[ JAKO ,, SABLONA”

Apply Selected items OKAMZITE NAPROGRAMOVANI NASTAVENYCH VOLEB DO CTECKY

ADI
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HID Reader Manager — Funkce

PODROBNE NASTAVENI CTECKY — PRACE SE SABLONAMI

ofl T-Mobile CZ LTE  10:32 Mobile CZ LTE 10:32

( Inspection Report (& Templates

CREDENTIAL DETAILS

e UZIVATELSKY DEFINOVANE JMENO SKUPINY $ABLON

CredentialsandKeys | e
Basic templates "
READER SETTINGS

56 bit CSN, modrd LED -~

@ 1S014443A UID Output Format

Bluetooth Modes, Ranges & Power CSN

UZIVATELSKE POJIMENOVAN[ SABLONY

SKUPINY SABLONOU NASTAVOVANYCH PARAMETRU CTECKY

Communication Protocol
® Audio & Visual

Optional Settings

Save As Template

Apply Selected Items

ADI
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HID Reader Manager — Funkce

PODROBNE NASTAVENI CTECKY — PRACE SE SABLONAMI

< Hledat wll LTE 10:24 - ol T-Mobile CZ LTE  10:32 « Hledat wil LTE 10:36

Home Templates < Template Details

Scan For iCLASS SE Readers

Basic templates

HELP CATEGORY

56 bit CSN, modré LED ', SDILENT $ABLONY S JINVMI

HID Reader Manager Overview Basic templates

UZIVATEL
Bluetooth and OSDP Upgrade Kit - In...

CREATED BY

Reader Configuration and Inspection .
Reader Firmware Update

AUDIO/VISUAL
Full User Guide

Idle LED Color
SHARED TEMPLATES

CSN OUTPUT

No Shared Templates 1S014443A UID Output Format

»

A B Lo B Lo A Ej o

Home Ten t $ U € Templates $ U me Templates

SABLONY JSOU DOSTUPNE | V SAMOSTATNEM MENU DETAILY NASTAVEN[ V SABLONE AD'

aresideo company




HID Reader Manager — Funkce

SDILEN{ SABLON MEZI UZIVATELI (TECHNIKY READER MANAGERU)

« Hledat wil LTE 10:36 < Hledat ail LTE 10:36 -

'4 Template Details 4 Share Template +

E-MAIL (LOGIN DO READER MANAGERU)

PRIJEMCE
CATEGORY SELECT CONNECTIONS
Basic templates
R NAPR. VEDOUCI TECHNIK (KTERY ZNA DETAILNE VOLBY
® CTECEK) MUZE PRIPRAVIT SABLONY PODRIZENYM
- TECHNIKUM, KTERI V APLIKACI NA SVYCH TELEFONECH
Share . " . ..
AUDIO/VISUAL JEN SABLONY PRIJMOU, VYBEROU SI ODPOVIDAJICI
Idle LED Color PRO KONKRETN{ CTECKU A HNED NASTAVENI DO

CTECEK NAPROGRAMULJI.
CSN OUTPUT

1S014443A UID Output Format

D

b Ej & B &

Templates E ! Templates

ADI
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HID Reader Manager — Funkce

SDILEN{ SABLON MEZI UZIVATELI (TECHNIKY READER MANAGERU)

=t I gy Sl KATEGORIZACE SABLONY (OD ODESILATELE)
{ Home Template Details i E— _
AUTO R gABLO NY < Template Details <
Scan For iCLASS SE Readers L
G CATEGORY
HID Reader Manager Overview Basic templates CATEGORY

Basic templates

N Templates
Bluetooth and OSDP Upgrade Kit - Instal... PR CREATED BY

Reader Configuration and Inspection [ (]

- Basic templates .
Reader Firmware Update 32 bit CSN, Eerveni LED AUDIO/VISUAL

AUDIO/VISUAL
Full User Guide D G 1ol LED Color

Idle LED Color .

56 bit CSN, modra LED CSN OUTPUT

SHARED TEMPLATES -

CSN OUTPUT “ m 1SO14443A UID Output Format
56 bit CSN, modré LED 1S014443A UID Output Format

@ B o]

shared by ste@gmail.com

Add this Template

ODESILATEL (AUTOR)
Delete this Template éABLO NY

/ . _;
Home T / Home . L B

o . o
PRIJEMCE SABLONY

V APLIKACI PRJEMCE AD'

aresideo company




HID Mobile Access — Dalsi vyuZziti

= | v kombinaci s biometrickou ¢tekou HID :: RB25F

VESTAVENA CTECKA KARET
ICLASS / SEOs A VIRT.KARET

Kdo nechce nebo nemUiZze pouzivat identifikaci
otiskem, mUze jako alternativu pouzit mobilni
telefon s virtualni kartou HID

aaaaaaaaaaaaaa



HID Mobile Access — Ukazka web. rozhrani

Sacure Idantity

rices Kamil Stetina

. ADI Global Distribution CZ & SK
HID Mobile Access

MY HID Mobile Access Administration

My Account | Log Out

Help, FAQs and Supporting Document:

v
Mobile IDs and Users RS
Organization ADI Global Distribution CZ & SK | Mobile Keyset @ MOB0566
Organization ID 3086 \ Active mobile IDs 288 Total active users 330
Secure Shipping address Hawrankova 33 Pending invitations 1 Current registered devices 313

Brno, 61800
Czech Republic

Available Mobile IDs

m (1D | cm
CLASS® Seos” CLASS' Seos’ ICLASS Seos”
ADICZECH MOBILE ID TEMPT MOBILE ID
4 & [Eg
1 vailabie 453 Available 76 Awailable

Q Search First +— Previous n Mext — Last = Showing 1 - 25 of 330 2 Refresh

N

ADI
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HID Reader Manager portal — Ukazky m
;(e;;dant;Reader Technicians

MOB0566_ADI
&

Reader Technicians

© Q

Send only invitation APPLY Search
[(n]==""""T= " = J[Tevles= T==]

aaaaaaaaaaaaaa



HID Mobile Access — Pro koho? m

= Mensi i velké spolec¢nosti (min. objednaci mnozstvi 20 ks virt. karet)

= Firmy s vlastnim spravcem a pristupem k portalu

HID Mobile Credentials




HID Mobile Access — Shrnuti m

M Jedna cena = x vymén karty Vy$si cena karty (napf. ve srovnani s \

M Dva zpUsoby nalteni virt. karty (Tap / Conekt / Farpointe)

Twist & Go) Slozitéjsi distribuce pro osoby bez
M Telefon nenf nutné odemykat a zobrazit emailu (napf. bytové instalace)
aplikaci

M Sirokd konfigurace ¢te¢ek pomoci mobilu

M Moznost doplnéni Bluetooth rozhrani do

K Ctecky i dodatecnée /

aaaaaaaaaaaaaa



K

Farpomte Data
e Credentials

2. Farpointe Data :: i‘ i
Conekt

aaaaaaaaaaaaaaa



)

: XK
Farpointe Data - Conekt Farpointe Data

X Ftaika O o) ona- = 3 r ’ v:...:-" ol o atic e Wil r
" Ctecky :: CSR-35L a CSR-35P o o B T ey s

CS5R-35L C5R-35P

Longrange—do5m Proximity —do 5 cm
E%(;a-w--::ml.- E‘%ﬂ(;ﬁw--:ewl.-

= Virtualni karty ::  CMC-2
v Virtualni karta pro mobilni telefon, ke
(PC =39 KC) Etvrs_-fka'ur:' ::,:;k':t [C5R-35x)
| .E:.‘T.'Z-:-.?.-\"JL | CMC-2

u
H

== -

AD
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Conekt - Vlastnosti

Farpointe Data

Readers « Credentials

- Podporuji jen Bluetooth
- Ctou soucasné i fyzické karty Mifare a DESFire (CSN)

- Lze nastavit ¢teci dosah pomoci konfiguraéni karty
- pro model CSR-35L
- 4 kroky dosahu, pfiblizné 0,5 maz5m
- Distribuce virtualnich karet pomoci tzv. certifikatd —
papirova nebo pdf podoba

PRO OSOBNI PREDANI (NAPR. PRO PREDAN{ NA DALKU
BYTOVE INSTALACE, KDE KONCOVY (NAPR. ZAMESTNANCI NA
UZIVATEL NECHCE NEBO NEMUZE VZDALENE POBOCCE)

POSKYTNOUT E-MAIL)

X<
CONEKT™ MOBILE
ACCESS CREDENTIAL
REGISTRATION KEY
CERTIFICATE

Customer Nogne: Farpstte Data,
(-

R
HE ol
PN .
B
: .
-- .
Conert
.y
.

ADI

aresideo company
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®

Conekt — Distribuce virt. karet Farpointe Data’

Dodavka ADI > Instalacni firma > Koncovy uzivatel :

Dodavka virtudglnich karet CMC-2 v podobé: Dodavka virtudlnich karet CMC-2 v podobé:
vytisténeho papiru a/nebo pdf souboru emailem vytisténého papiru afnebo pdf souboru emailem
{podle preferenci instalacni firmy) {podle preferenci koncového uZivatele)
- INSTALACNI FIRMA KONCOVY UZIVATEL

~

ADI
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@
LU

RSV v. XK
Conekt — Ziskani virt. karty uZivatelem Farpointe Data

P a1 T-Mobile CZ & 23:24

Q, conekt wallet app

S5 [ Conekt Wallet App

m °
[ﬂ [em— ° ‘
Conekt

CONEKT™ MOBILE
ACCESS CREDENTIAL |

REGISTRATION KEY-~
CERTIFICATE

Customer Name: Farpointe-Data, Inc

INSTRUCTIONS:

VYUZITI QR KODU Z CERTIFIKATU NEBO RUCNI NALEZENI

PRO STAZEN[ APLIKACE APLIKACE (APP STORE /
GOOGLE PLAY) AD'

aresideo company



Conekt — Ziskani virt. karty uzivatelem

®

Farpointe Data

Readers « Credentials

«ll T-Mobile CZ T 23:24

Q. conekt wallet app

[ﬂ Conekt Wallet App
.
® ,n ’ﬂ Aplikace Conekt zada
Conekt Conekt '3 .
i i o pristup k rozhrani Bluetooth
I [

,Conekt” bude moct vyhledavat
Bluetooth zafizeni a pripojovat se
k nim. Také bude moct pres Bluetooth
zjistovat, zda jste nablizku.

STAZENI APLIKACE CONEKT SPUSTENI + POVOLEN(
WALLET ApPP PRISTUPU K ROZHRANI
BLUETOOTH

< App Store wl T 23:24

Please enter your

phone number for
enrolling your device

O | accept the J
—~

ABC DEF
4 5 6
GHI JKL MNO
7 8 9

PQRS TUV wXxvz

+ X% # 0 &)

ZADANI TELEFONNIHO CISLA
PRO PRIJETI POTVRZOVACIHO

ADI

aresideo company



)

RSV v. XK
Conekt — Ziskani virt. karty uZivatelem Farpointe Data

< App Store ull T 23:25 al T-Mobile CZ = 23:26

Info
Token=768185

<€ ) Edit your number (

SMS s POTVRZ.

Please enter your Confirmation KODEM Confirmation
phone number for

- g Please enter the received 6-digit
enrolling your device

token to complete enroliment

enter the received 6-digit
ercomplete enroliment

@ I accept the End User License

@ | agree to share usage patterns to
improve app jence

POTVRZOVACI KOD
VLOZIT DO POLE
, TOKEN"

POTVRZENI MOBILNIHO CiSLA ZISKANI POTVRZOVACIHO VLOZEN| POTVRZOVACIHO

KODU ZE SMS KODU AD'

aresideo company



Conekt — Ziskani virt. karty uzivatelem

®

Farpointe Data

Readers « Credentials

wl T-Mobile CZ = 23:26

— Wallet

Tap to add a new Mobile Credential

PRIDANI NOVE VIRTUALNI
KARTY

1| T-Mobile CZ 7 23:27

Wallet

Please enter “Registration Key” to
receive the requested Mobile Credential

qgwerr tyu.io

S 151 ICH B NS A N A A
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CONEKT™ MOBILE
ACCESS CREDENTIAL
REGISTRATION KEY
CERTIFICATE

Customer Name: Farpointe Data, Inc
1D: 1042
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VLOZEN[ REGISTRACNIHO KLICE —
BUD RUCNIM PREPSANIM...

...NEBO NASKENOVANI{M DRUHEHO

QR KODU Z CERTIFIKATU

REGISTRACNI

ARLIG
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Conekt — Ziskani virt. karty uzivatelem Farpointe Data

Readers « Credentials

atll T-Mobile CZ = 23:28 < Hledat all LTE 16:56 < Hledat ul LTE 16:56

Wallet = Wallet

— Wallet

PREFERENCNI KARTA —
LZE JI ODESILAT
AUTOMATICKY

Please enter “Registration Key” to
receive the requested Mobile Credential

P3NZ-HRRY-L7MT-KAJ8
Auto-unlock feature

Auto-unlock allows your favourite AUTO—U NLOCK = PREFER.

Mobile Credential to be activated as
soon as the Conekt app is launched.

We have already enabled this for you, Vl RT. KA RTA J E O D ES LA/ NA
but you may change it in the app's o o
setings meru ftam. DO CTECKY AUTOMATICKY
| understand IHNED PO AKTIVACI

APLIKACE

Processing Mobile

HXUG UPLF 7DUW SHUV Credential request...
[oven [ onsear][ swom |

ODESLANI REGISTRACNIHO STAZENI VIRT. KARTY ZE

KARTA STAZENA, INFO O
KODU SERVERU VYROBCE

FUNKCI AUTO-UNLOCK

ADI
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Conekt — Ziskani virt. karty uzivatelem

®

Farpointe Data

Readers « Credentials

MENU

BN < Hledat il LTEG  20:05

Wallet

For more info, please flip your Mobile
Credential over by tapping the i button.

Farpointe Data’

Readers « Credentials -~

2078 00134

()

Approach reader to unlock

VIRT. KARTA V APLIKACI
LZE JICH MIT V APLIKACI | VICE,
S RUZNYMI ID

~ PRIDANT DALSI

KARTY

ID KARTY (POSILA

- SE DO PRISTUP.

SYSTEMU)

AUTOMATICKE

~ ODESILANI KARTY

DO CTECKY (PO
DOBU 10 SEKUND)

SEZNAM KARET <<<

AUT. ODESLANI KARTY <<<
LICENCNI UJEDNANI <<<
NAPOVEDA <<<

< Hledat ml' LTE 16:57

Conekt

Wallet

Auto-unl... .

End User License Agreement

Help

Device ID +420605202660
Versiol X

© Farpointe Data, Inc.

All rights reserved.

MENU APLIKACE

ADI
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Conekt — Distribuce virt. karet Farpointe Data’

Zkraceny postup stazeni virt. karty uzivatelem:

—]
— |
=

—_— S0 @ App Store i i

=
CONEKT™ MOBILE
ACCESS CREDENTIAL
REGISTRATION KEY
CERTIFICATE

’. Google Play

- Ccrs | oreon | s -
=
1 2 EEE 3 gﬁ 4

Koupé certifikatd na virt. StaZeni aplikace Conekt do Zadani registra¢niho kli¢e do aplikace Automatické staZeni virt.

karty s registracnimi klici chytrého telefonu (Lze naskenovénim druhého QR kédu karty ze serveru vyrobce

od dodavatele (papirova (Lze naskenovanim QR na certifikatu) Telefon funguje jako
nebo .pdf podoba) kédu na certifikatu) karta

ADI
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Conekt — Pouziti virt. karet

®

Farpointe Data
Read

s « Credentials

= Prikladani telefonu ke ctecce
- otevreni aplikace Conekt
- stejny pohyb jako u nacitani karty
- kratky dosah (max. desitky cm)

Model CSR-35P

Dlouhodosahové cteni

Telefon se musi pro
autorizaci odemknout

- otevreni aplikace Conekt

- kartu lze odesilat i autom. po otevreni aplikace

- dlouhy dosah (jednotky m)
Model CSR-35L

aresideo company
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Conekt — Nastaveni Ctecky Farpointe Data

= Konfiguracni kartou

- nastaveni , Cteciho dosahu” ve 4 krocich (defaultné je na Ctecce pfednastaven 3. nejdelsi dosah)

- kazdé prilozeni konfig. karty = zména rozsahu o jeden krok, potvrzeno pfislusnym poctem pipnuti
(pocet pipnuti = Cislo kroku v nastaveni dosahu)

[loonEXT "»

ADI
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Conekt — Pro koho / ? Farpointe Data

= Malé a stredni firmy
= Bytovky a podobné instalace

= | spolecnosti bez centralniho spravce a / nebo bez pfistupu k webu / cloudu

M Levna virt. karta (PC = 39 K¢)

M Jednoducha distribuce virt. karet
i pro osoby bez e-mailu (papir)

Nutnost aktivovat aplikaci na tlIf \
pri pouziti

M Moznost preposilani virt. karet i
\ elektronicky (pdf podoba)
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Honeywell

THE POWER OF CONNECTED

3. Honeywell :: OmniAssure™ Touch
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Honeywell

Honeywell — OmniAssure Touch
= Ctecky :: OT4700BHONG ) )
OT4716BHONG

(dalsi modely s Prox dostupné) V blizké budoucnosti

i Uzké provedeni:

= Virtudlnikarty :  MOBCRD10/100 &
(PC= 1.852 K&/ 10ks
15.875 K¢ / 100 ks)




. . Honeywell
OmniAssure Touch - Vlastnosti

Podporuji jen Bluetooth
Ctou soucasné i fyzické karty DESFire (sektory / CSN), Mifare, p¥ip. i HID Prox + EM

Podporuji , passive intent” Cteni:

- jen se dotknu c¢tecky a ta vycte virt. kartu z mého telefonu (v kapse, kabelce...)

Konfigurace Ctecky se provadi mobilni aplikaci (pro technika, podobné jako u HIDu)

Distribuce pres webovy (cloudovy) portal

aaaaaaaaaaaaaa



OmniAssure Touch — Nastaveni Ctecek

Honeywell

THE POWER OF CONNECTED

& honeywell 3

[ ?ea;?evf‘Ululffy by Hz‘meyweu ] Honeytm.w“g!l
. Total Connect Comfort Intl
i,\ MB. Remote C IVZ
- uonv»ew Tooch GET START
m No:\cywell .(?any:.ode Scanner
=

be

Honeywell

APLIKACE HONEYWELL PRIHLASENI NASTAVENI PINU PRO RYCHLE

READER UTILITY (JEN GOOGLE USERNAME: User

PLAY) PASSWORD: Standard1!

PRIHLASENI DO APLIKACE

ADI
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H /7 v A4 Honeywe“
OmniAssure Touch — Nastaveni ¢tecek

A=sp@~ - 1230 aw =
PIN READER MENU
Honeywell
Eval and Test

[ By
NASTAVENI PINU PRO RYCHLY READER MENU INITIALIZE SETTINGS

PRISTUP DO APLIKACE

ADI
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OmniAssure Touch — Nastaveni CtecCek po A

INITIALIZE SETTINGS VYBER CTECICH TECHNOLOGI| PRO CTECKU:

,,SELECT PARAMETER SET" =
DEFAULT SQUARE: OES WG38, BLE, HID-PrRox, EM-PROX

(PRO CTVERCOVE PROVEDEN( CTECEK)

NASTAVEN( ,,SITE KODU* — HESLA PRO OCHRANU CTECKY PRED
NEAUTORIZOVANYMI ZMENAMI

= R DEFAULTNI SITE CODE = ,SITE”
ZADAT NOVY (VLASTNI) SITE KOD [a-z, A-Z, 1-9]

,,,,,,,,,,,, PRILOZIT TELEFON KE CTECCE A VYBRAT ,, START INITIALIZATION“

NASTAVENI ZAKLADNICH

PARAMETRU CTECKY I r l

aresideo company



Honeywell

. 7 Vv A4
OmniAssure Touch — Nastaveni ctecek
[ iwser o]
VEDLE PRVNICH UZIVATELSKYCH KARET SI ZAZADAT | O KREDIT
PRO INSTALACNIHO TECHNIKA (INSTALLER CREDENTIAL)
Honeywell
~ —— POTE NOVE SPUSTENI
LINK POSLANY V E-MAILU : APLIKACE READER UTILITY

aSe

POTVRZENI PRIJETI KREDITU KLIKNUTIM NA LINK A PRIHLASENT DRIVE ZADANYM

PINEM

GET STARTED

ADI
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OmniAssure Touch — Nastaveni CtecCek po A

READER MENU BLE CONFIG

o &

@== | | weadenaw 0 ZADAT NAZEV CTECKY (PRO JEJI SNADNOU IDENTIFIKACI V APLIKACI)
-

[> © Q ENROLL READER > STISKNOUT KLAVESU ,,i NA CTECCE > DO CTECKY
@ *“’{3 ol ranc Ipciaiecondy BUDOU PRENESENY KLICE PRO CTENI VIRT. KARET

READER MENU > BLE

ADI
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. . . . Honeywell
OmniAssure Touch — Distribuce virt. karet - e

Registrace nového zakaznika na portalu

= il

Zadost o pristup Prijeti verifikacniho Kliknuti na odkaz Vytvoreni / pridani
k portélu e-mailu v emailu pro organizace na portale
potvrzeni Gctu

Ziskani virtualnich karet

= ~9~F3- 2~ @

Objedndvka virt. karet  Prijeti verif. e-mailu Zadani zvacich kodu Prirazeni virt. karet Stazeni apl. Vector
(10 /100 / 1000) se zvacimi kody na portal pro stazeni uzivateliim, konc. uzivatelem a zadani
karet uzivatelé dostanou e- zvaciho kédu >> ziskani

mail s detaily virt. karty AD'

aresideo company



. v _ s . .. Honeywell
OmniAssure Touch — Stazeni virt. karty uzivatelem rroueor comeeren

o0e Veizon = 9:00 AM 5 100% (am—

Honeywell Honeywell

£ OF CONNECTED

HONEYWELL VECTOR

HONEYWELL VECTOR

OCCUPANT OCCUPANT
BUD ZADANIM E-MAILOVE
""""""""""""" ADRESY
_ NEBO ZADANIM ZVACIHO
KODU (ZISKANEHO
APLIKACE HONEYWELL SPRAZENI UZIVATELE S VIRT.
VECTOR OCCUPANT APP KARTOU

e ADI
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OmniAssure Touch — Prace s aplikaci

Honeywell

THE POWER OF CONNECTED

eeeee Verizon o 9:00 AM % 100% (=) Quick Guide GUIDE Mobile Access

Tap to learn more about the features available to you

O %

° Mobile Access Comfort Request

I
Welcome. Q@

You have successfully logged in

Space Booking Wayfinding )
Identify Vector enabled doors

Vector enabled doors have a Vector symbol
and an access card reader with a blue LED

uide al

Informational
Feedback updates
L]

GUIDE Mobile Access

How to open a door

To open the door, just tap on the access card
reader. Your phone can be tucked away in
your pocket or bag

PRUVODCE POUZIVANIM VIRT.
KARTY V APLIKAC]

ADI
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. , o Honeywell
OmpniAssure Touch — Prace s aplikaci

eeee0e Verizon = 9:00 AM 100% (=)

— 2

Hi Jessica

You are in

HONEYWELL ATLANTA

To open a door, tap the access
card reader

No need to take out your phone

Get Help & Learn more

ADI
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Honeywell
OAT — Pro koho?

= Malé az velké firmy a instalace (kredity Ize kupovat od 10 ks nahoru)

= Pro aplikace, kde neni Zadouci vytahovat mobil z kapsy pfti prichodu

[ M ReZzim Cteni virt. karty bez nutnosti Vy$si cena Ctecky i karty \

sahnuti na tlf

M Ctecka konfigurovatelnd mobilem s
Sirokymi moznostmi nasazeni a
nastaveni (Prox, OSDP, Sifrovani...)

N /

ADI
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PAL

ELECTRONICS

PFistupové moduly PAL ES

@ Coresi?
o Velmijednoduse nasaditelny pristupovy systém s jednoduchym pouzitim pro

malé instalace a mensi pocty uZivatell

Unikatni vlastnosti

0 Nepouziva karty ani privésky (identifikatorem je typicky mobilni telefon)

O Spravuje se pres webovy (cloudovy) portal a/nebo pres aplikaci v mobilu

o ldedlnii pro vjezdova mista (garaze, parkovisté...)

ADI
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PFistupové moduly PAL ES

PAL

ELECTRONICS
SYSTEMS

Bluetooth 36 / 46
OBJ. KOD SG-BT10 SG302GA SG303GB-WR SG304GA-WR
ID PRVEK Smartphone Telefon (jakykoliv) Smartphone / Telefon (jakykoliv) Jako SG-303GB-WR navic i
Dalkovy ovlada¢ libovolné karty pfes
terni ¢teck
Vozovkovy detektor vozidel externi cteciku
OTEVRENI Tuknuti na ikonu pfislusnych Prozvonéni telefonniho Tuknuti na ikonu pfisludnych dvefiv ~ Jako SG-303GB-WR navic i
POMOCI dvefi v aplikaci v telefonu aplikaci v telefonu pomoci karty (pres externi
Prozvonéni telefonniho &isla Ctecku)

Stisk tlacitka na dalkovém ovladaci
Aktivace vozovkového detektoru AD'

aresideo company



PAL
SmartGate :: SG-BT10

Jak to funguje?

Smartphone

4 Bluetooth )
SG-BT10

/N

SmartGate BlueTooth

Dvere v radiové blizkosti se v
seznamu povolenych dvefiv
aplikaci zvyrazni; tuknutim na
jejich ikonu sepne relé na modulu

(¢

docca5-10m
(Bluetooth)

ADI
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SmartGate :: SG-BT10

PAL

ELECTRONICS
SYSTEMS

SPRAVA UZIVATELU:
1)
2)

1) ,Z telefonu do telefonu”

Spravce prida nového uzivatele pro
dvefe ve své mobilni aplikaci

Povoleni se automaticky prenese do
aplikace nového uZivatele (pres cloud)
a z jeho telefonu nasledné automaticky
do SG modulu

2) ,,Z webu do telefonu”

Spravce pfida nového uZivatele pfimo pres
webovy portdl. Odtud se povoleni
automaticky prenese do mobilni aplikace
nového uzivatele (a ndsledné do modulu).

ADI
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PAL

SmartGate :: SG-BT10

Aplikace PAL Gate

< Hledat wil LTE 23:06 @)

= (@ Mojebrany Upravit -+
Q [KONA PRO OTEVREN{ PRISTUP. MISTA
" ZELENA = BLUETOOTH MODUL V DOSAHU

ADI 4G_Out1
7 -
[ 4 &

? ADI - Hlvch... NASTAVEN[ PRO SPRAVCE (SPRAVA UZIVATELU,
LOG UDALOSTI APOD.)

ADI
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PAL
SmartGate :: SG-302GA

Jak to funguje? e Libovolny telefon
4 GSM (2G) A | k\\' /la\ v
SG302GA = B | | '
/ \ B Prozvonénim telefonniho ¢isla
SmartGate modulu (z opravnéného ;
SmartGate 2G (GSM) ¢isla) dojde k sepnuti relé

‘ neomezena vzdalenost (GSM volani)

aresideo company



PAL
SmartGate :: SG-302GA

SPRAVA UZIVATELU: CCCRIMNN)
I<ﬂ1\ 1) Pomoci SMS prikazti
)
‘ / “ Pridavani / mazani uzivateld nebo zména
1) SMS zakladnich parametrd SG modulu pomoci

strukturovanych SMSek (z telefonu spravce)

2) Z webu do SG modulu
2)

Spravce pfida nového uZivatele pfimo pres
webovy portdl. Odtud se povoleni

automaticky prenese do SG modulu.

ADI
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PAL

ELECTRONICS

SmartGate :: Cloudova sprava

,2G“ WEBOVY PORTAL PRO SPRAVU

SG302G [ SG302G-WR

00420543558111 00420543558117
Pal Electronics Systems manufactures secured control systems for access Havrankova 33 Bmo Czech Republic
and gate control using GSM/3G/4G cellular network, wireless control and
licence plate recognition (LPR) system.

Search
Phone/Serial/Name

All My Devices PA1112873 x

= > = New User  New Device
Please choose your interface to login

All My Devices
m 36/4G, BT-10, LPR systems

Phone Number

Serial Number Address Device Name

— * 4 a77 PA1112873 SG302GA

421903485694

PA1114945

Vstupna brana

1 ¥ | Row count:

Showing 1-2 of 2

ADI
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PAL
SmartGate :: SG-303GB-WR SIS

GSM sit

Prozvonaénim telefonniho Cisla
SmartGate modulu (z
opravnéného cCisla) dojde k

Jak to funguje?
/ 3G/4G \ (vyZaduje SIM)

sepnuti relé
SG303GB-WR (("
SmartGate 3G (4G) Wireless neomezena vzdalenost
Receiver <-__ (GSM volani) /,7
PrGjezdem auta nad detektorem o LT Libovolny telefon
VD900-433 dojde k odeslani pokynu 09'\ o7 NEG
do SG modulu k sepnuti relé o 8 L
7 §® Smartphone
’ b(z, @
m I, r§
om=» v ¥
N SG-POLY-4

RS
VvD900-433 =2 &

Vozovkovy detektor
automobild

(Dalkovy ovladac)

Stiskem tlatitka na dalkovém ovladati Tuknutim na ikonu dvefi v aplikaci

dojde k prenosu pokynu k sepnuti dojde k odeslani pokynu k sepnuti
pFislugného relé na SG modulu relé SG modulu pfes data v GSM siti

aresideo company



PAL
SmartGate :: SG-303GB-WR

GSM anté
3G/4G /- anténa

SG303GB-WR :: Dalsi vlastnosti anténa ~~—__ 7

2 vystupy — ovladani nezavislych 2 bran / zavor / dvefi (z aplikace)

MuUZe prijimat signaly od 2 vozidlovych detektorti (pro 2 brany)

indikator sily
Ovladani mist soucasné jak pro soucasniky (smartphonem — N GSM signalu
aplikaci pres 3G data), tak i pro staromilce (tlac¢itkovymi / ) K
nechytrym telefonem pres GSM volani)
-,-t‘q F‘n‘.

viezd #1 @ <& vjezd #2

ADI
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PAL

SmartGate :: VD-900 WR TN

/

Vehicle
Detector

4 Vozidlovy detektor N

VD900-433

N

433 MHz

)

CSRNCS IR SRR CS N VRS

Kompletné bez kabelaZe; prosté se jen upevni vruty na vozovku na vyjezdové strané zavory / brany
Bateriové napajeni (5-7 let provozu)

Pokud detekuje kovovy material nad sebou, odesila pokyn do SG modulu k sepnuti relé

Jeden VD900 muZe ovladat i vice SG modult, vice VD900 detektor(l mlze ovladat jeden SG modul
Aktivace brany/zavory prlQjezdem auta je zapsana v historii udalosti SG modulu

Bezdratovy prenos do SG modulu do vzdalenosti cca 15 metri (dle podminek)

ADI
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PAL

SmartGate :: VD-900 WR

/

Vehicle
Detector

VD900-433

4 Vozidlovy detektor N

N

-
433 MHz w ‘ﬁ) h >

Aktivace detektoru ::

Prifazeni detektoru ::

3

Idealni ndhrada zemni indukcni smycky — bez
Fezani a pokladani kabel( !!

Pomoci pfilozeného magnetu, po zapnuti napajeni (jumper pod spodnim krytem)

Pfes webové rozhrani (3G/4G portal)

aresideo company



PAL
SmartGate :: SG-303GB-WR

SPRAVA UZIVATELU:

1) Z webu do SG modulu

Spravce prida nového uzivatele pfimo

1
) pres webovy portal. Odtud se povoleni
automaticky pfenese do SG modulu.
2) Z aplikace do SG modulu
2) Spravce pridava nebo odebira uzivatele

v aplikaci na smartphonu; zmény se pak
prendseji pres cloud (webovy portal) do

ADI
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PAL
SmartGate :: SG-304GA-WR

4G ,Wiegand” modul

Libovolny telefon

SG304GA-WR :: Vlastnosti

Smartphone

Libovolna c¢tecka Dalkovy ovladac

(Wiegand 26 b)

MozZnost vyuZiti stavajici populace O
karet v aplikaci

Vozovkovy detektor

Stéle stejny zpUsob spravy —pres 0O ' !
cloud nebo aplikaci vozidel AD'

aresideo company



AL

ELECTRONICS

SmartGate :: Cloudova sprava

,3G/4G“ WEBOVY PORTAL PRO SPRAVU

PAL S P — § B
and gate control using GSM/3G/4G celllar network,wireless control and

ELECTRONICS licence plate recognition (LPR) system.
SYSTEMS

S gl

Home About us Products Tutorials Contact

36/4G, BT-10, LPR systems

x
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